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2. Intelligent artificial microclimate system of critical infrastructure cyber-physical facilities

Pedepar:

1. InceprauiiiHe OCIiIPKEHHS CIIPSIMOBaHE HAa PO3POOKY iHTEIEKTyalbHOI CUCTEMU IITYYHOTO MIKPOKJIIMATy
Kibepdisnunux 06'extiB (KOO) kputnynoi indppactpykrypu (KI). AKTyanbHiCT TeMU 06YMOBIJIEHA TOTPEOOIO
nignpuemcts Ta ycTaHoB Kl B 3a6e3neyeHHi napaMeTpiB LITyYHOTO MiKPOKJIIMAaTy IJIs1 CTal0ro (PYHKIiOHYBaHHS
JIIOACBHKUX, TEXHIYHUX Ta iHPOpMaLIITHNX KOMIIOHEHTIB 00'eKTiB KI B yMOBax KOHILENTyaIbHOI HEBU3HAYE€HOCTIL. Y

Iycepralii IpoBeeHo aHasli3 acrekTiB PyHKLiOHYBaHHS WTy4YHOro Mikpokiimaty KOO KI. Pesynbratu

IOCJiIKeHHS 110Ka3aju, 1o GOPMYyBaHHs LITYYHOTO MiKPOK/IiMaTy Ma€e TeXHIYHe Ta 'yMaHiTapHe cIpsiMyBaHHS. Bif,

IIapaMeTpiB IITYYHOrO MiKPOKJIIMAaTy 3aJ1€XUTh (PYHKLIOHYBAHHS BOKJIMBOTO TEXHIYHOTO OOGJIaIHAHHS, & TAKOX



¢disuuHe 300pOB’s, ICUX0EMOIIiliHA CTIMKICTb i mpaue3 aTHICTh IePCOHANy Ta HACeJIeHHS, 1o nepebyBae y
ycraHoBax KI. [TpoBenieHO oruisiy MDKHApPOHUX CTaHIAPTIB, [0 PerjIaMeHTyI0Tb BUMOTHY JO MITyYHOTO
mikpoksimaty KPO KI. B po60Ti 3a1IpOITOHOBAHO CTPYKTYPY iHTEJIEKTYaIbHOI CUCTEMU WITYYHOTO MiKPOKJIiMaTy
K®O KI, sika BKJIIOYa€ TEXHIUHY, €KOJIOTiYHY, COLlia/bHy Ta KOTHITUBHY MificucTeMU. [I71s1 KOXKHOI i3 migcrucrem
POBIJISIHYTO OCHOBHI 3aBIaHHS Ta QyHKIIOHAIbHI 0COGIMBOCTI. PO3p06sieHO cCCTEeMHNUI MiAXin 4O yIIpaBiiHHS
crucreMaMu KoHpuuitoBaHHs noBiTps (CKII), sxi cucteMHo inTerpytoTses y KOO KI. MeTopmosorisi cucteMHOro
IiAXOMy CKJIaJIaeThCsl 3 TPhOX OCHOBHUX €TAIliB Ta OXOIIIOE: MIOIVINOJIEHNI aHaJIi3 TEXHOJIOTIYHOTO NIPOLEeCy
IiArOTOBKU MOBITPSL; MOOYHOBY 6araTOBUMipHOI MaTeMaTU4YHOI MOZeJi KOHANLIIOHePa J1s HassBHUX TE€XHOJIOTIH
KOHJUILIIIOBaHHSI; PO3POOKY 6araTOBUMipHOI CUCTEeMU YIIPaBJliHHS KOHIUIIIOHEPAMU Ta BIIPOBAKEHHS
posmogineHoi inTesneKkTyasbHOI CUCTEMHU NiATPUMKY NPUNHATTS pimeHs (ICIIITP), mo 3abe3nevyye cuCTeMHY
inTerpauito koHguuionepis y KOO KI. s peasnizalii nepimoro etany CUCTEMHOTO MigXoAy Y AucepTalii mpoBeeHo
aHaJli3 Cy4aCHOro CTaHy TEXHOJIOTIYHOIO MPOLECY IiATOTOBKY IOBITPS AK CKJIAJHOI TEXHIYHOI cucTeMu. Ha OCHOBI
cruCcTeMaTu3allii TUMOBUX TeXHOJIOTIYHUX pillleHb ieHTU(hIKOBaHO JeKibKa JeCsTKiB BapiaHTiB TEXHOJIOTIN
KOHJMILIiIOBaHHY, 110 N03BoJIsie po3rasgaartu CKII sik okpeMuii Kj1ac 06'€KTiB KEPYBaHHS 3 BUCOKUM CTYIIEHEM
CTPYKTYPHOI BapiaTMBHOCTI. ¥ Me&Xax JPYyroro eTary CUCTEMHOTO MiIX04y 3allPOIIOHOBAHO MaTeMaTU4YHi MOJei
KJIIMaTUYHOTO 00JIafHAHHS. Y pOOOTi po3p006sIeHO CiM aHANITUYHUX MOJIeJIel: eJIEKTPUYHOTO Ta BOASIHOTO
Kasiopu@epis; BOASIHOTO 0X0J10/KyBaya; GOPCYHOUHOTO Ta IIaPOBOT0O 3BOJIOXKYBAUiB; KAMEPH 3MilllyBaHHSI IIOBITPS;
npumMimeHHs. i Mozesi JO3BOJISIIOTh IPOBOAWTHU KiJIbKICHUN Ta SIKICHUHM aHaJli3 JUHAMIYHUX XapaKTE€PUCTUK
o6J1alHaHHS KOHMLiOHepa. MaTeMaTH4Hi MOJeJli HaBeJJeHO y CTaHAapTHii (OpMi TPOCTOPY CTaHIB i MATPUYHUX
nepepatHux QyHKUiN. [TpoBeneHo kinacudikallio napaMmeTpiB aHAITUYHUX MOJesiel KJIiMaTU4HOro 06J1aiHaHHSI.
BcraHoBs€HO, 10 YMCJIOBi 3HaUeHHS Koe(illieHTiB Terno- Ta MacoBifaadi Moesieil o6agHaHHs KOHIUIIioHepa
3aJIEXKUTD Bifl HU3KU (PAKTOPIB, SKi CTAHOBJISITh €VMHNI KOMILJIEKC B3a€MO3aJIEXKHUX BEJIMYMH Ta MAIOTh
HEOJIHO3HAYHM BIUIMB Ha AVMHAMIYHI BJACTUBOCTI. /17151 PO3KPUTTS KOHLENTYaJbHOI HEBU3HAYEHOCTI aHAJIITUYHUX
MoJeJsieil KIiMaTUYHOro 00J1aiHaHHS 3allPOIIOHOBAHO JIFOPUTM NIACHUBHOI ineHTUdiKallii, SKUI peanisyeTbcs
iHcTpyMeHTamu 1M(POBOro IBillHMKA Ta 3a0e3edye afalnTUBHICTh MOJEJIEN 1O PEATIbHOTO MPOoLecy
KOHMILIiIOBaHHSI NOBITPSL. PO3p0671€HO METOAMKY arperyBaHHs MOZesel KIiMaTUYHOTO 06J1aIHAHHS Y €IUHY
6aratosumipHy mogesnb CKII. MeTonuka nobynosu komisiekcHoi mogesti CKIT 6asyeTbcs Ha IPUHLUIL arperyBaHHsI.
OTprMaHO YOTHMPU KOMILJIEKCHI MOZeJIi [J1s1 HAaUIIOIMPEHIIINX TEXHOJIOTIN LEeHTPaJIbHOIO KOHIUIIIOBAHHS ITOBITPSI.
J7ig peanisauii TpPETBOTO €Tary CUCTEMHOrO miaxoay 3anpornonosaHo ICIITIP ynpaBiiiHHA ITYYHMM MIKPOKJIiMaTOM
K®O KI. 3anponionosana ICIIIIP rpyHTyeTbCs Ha 3acaZiaX CUCTEMHOTO aHajli3y Ta repefdadae BUKOPUCTAaHHS
KJIIOYOBUX NPUHLIUIIB: iepapxiyHoi opraHizallii pyHKIIOHYyI0UMX KOMIIOHEHTIB CUCTEMU; ONITUMI3allil yIpaBliHCbKUX
pillleHb 3 ypaxyBaHHSIM 6araTOKpUTEPiabHOCTI; aJallTUBHOCTI MATEMAaTUYHUX MOJIeJIEN 10 3MiH 30BHIIIHBOTO
cepenoBuIla; ineHTHdiKaLii aHAMITUYHUX MOZesel Ta MiHiMi3allii BIIJIMBY KOHIENITyaJlbHOI HEBU3HAYEHOCTI. 3a
pe3yJbTaTaMu IPOBEIeHUX AOCiIPKEHb CTBOPEHO 6araToPyHKIiOHaJIbHE MaTeMaTUYHe Ta aIFTOPUTMidHe
3abe3reyeHHs I peasisallii iHTeJIeKTyalbHOI CUCTEMMU YIIPaBJIiHHA ITYYHUM MikpokimaTom KOO KI.
3anponoHOBaHi MaTeMAaTUYHi MOJeJli, METOIY Ta aJIFOPUTMHU KePYBaHHS KOHOMLIOHEPaMU JOBEIEHO 1O
MPaKTUYHOI pearizarliii.

2. The dissertation research is aimed at developing an intelligent artificial microclimate system of critical
infrastructure cyber-physical facilities (CICPF). The relevance of the topic is due to the need of enterprises and
critical infrastructure (CI) institutions to provide artificial microclimate parameters for the sustainable functioning
of human, technical and information components for CI facilities in conceptual uncertainty conditions. The
dissertation analyzes aspects of the functioning of the artificial microclimate of CICPF. The results of the study
showed that the formation of an artificial microclimate has technical and humanitarian direction. The functioning
of important technical equipment, as well as the physical health, psycho-emotional stability, and working capacity
of personnel and the population staying in CI institutions, depend on the parameters of the artificial microclimate.
A review of international standards regulating the requirements for the artificial microclimate of CICPF was
conducted. The work proposes a structure for an intelligent artificial microclimate system for CICPF, which
includes technical, environmental, social, and cognitive subsystems. The main tasks and functional features of each



subsystem are considered. A systematic approach to managing air conditioning systems (ACS) that are systematic
integrated into CICPF has been developed. The methodology of the systematic approach consists of three main
stages and covers: in-depth analysis of the air preparation process; the construction of a multidimensional
mathematical model of an air conditioner for existing air conditioning technologies; the development of a
multidimensional air conditioning control system and the implementation of a distributed intelligent decision
support system (IDSS) that ensures the systematic integration of air conditioners into CICPF. To implement the
first stage of the systematic approach, the dissertation analyzes the current state of the technological process of
air preparation as a complex technical system. Based on the systematization of typical technological solutions,
several dozen variants of air conditioning technologies have been identified, which allows us to consider the air
conditioning system as a separate class of control plants with a high degree of structural variability. Within the
second stage of the systematic approach, mathematical models of climate control equipment are proposed. Seven
analytical models have been developed in this work: electric and water heaters; water cooler; nozzle and steam
humidifiers; air mixing chambers; rooms. These models allow for quantitative and qualitative analysis of the
dynamic characteristics of air conditioning equipment. Mathematical models are presented in the standard form of
state space and matrix transfer functions. The parameters of climate equipment analytical models have been
classified. It has been established that the numerical values of the heat and mass transfer coefficients of air
conditioner models depend on a number of factors that constitute a single set of interrelated quantities and have
an ambiguous effect on dynamic properties. To reveal the conceptual uncertainty of climate equipment analytical
models, a passive identification algorithm has been proposed, which is implemented using digital twin tools and
ensures the adaptability of models to the real air conditioning process. A methodology for aggregating climate
equipment models into a single multidimensional ACS model has been developed. The methodology for
constructing a comprehensive ACS model is based on the principle of aggregation. Four comprehensive models
have been obtained for the most common central air conditioning technologies. To implement the third stage of
the systematic approach, an IDSS for managing the artificial microclimate of CICPF has been proposed. The
proposed IDSS is based on the principles of systematic analysis and involves the use of key principles: hierarchical
organization of functioning system components; optimization of management decisions taking into account
multiple criteria; adaptability of mathematical models to changes in the external environment; identification of
analytical models and minimization of the impact of conceptual uncertainty. Based on the results of the research,
multifunctional mathematical and algorithmic support has been created for the implementation of an intelligent
system for controlling the artificial microclimate of CICPF. The proposed mathematical models, methods, and
algorithms for controlling air conditioners have been brought to practical implementation.
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