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1. AopminicTpaTuBHO-TIpaBOBe 3ab6e3ne4eHHs iHpopMallifiHOI 6e31eKu Y cdepi e1eKTPOHHOIO YPsSAyBaHHS
2. Administrative and legal provision of information security in the field of electronic government
Pedepar:

1. Incepraiiio NpUCBsY€HO KOMIJIEKCHOMY JOCJIiIKEHHIO 3MICTy Ta 0CO6IMBOCTEN aiMiHiCTPaTUBHO-TIPABOBOTO

3abe3nevyeHHs iHpopMalliiiHOi 6e3neky y cepi esIeKTPOHHOIO YpsiyBaHHs Ta HOT0 BIOCKOHaJIEHHIO Y BiTUM3HSIHIN

i MbKHapOIHIN HOKTPUHI Ta MpakTULi. Y paMKax AOCJII)KEHHs y3arajibHEHO iCTOPMKO-TIPABOBi aCIIEKTH
(PYHKIIOHYBaHHS €JIEKTPOHHOTO YPsiyBaHHS B KOHTEKCTi PO3BUTKY iH(opMaliiiHoro cycnisbersa. OKpecieHo

IIOHSITTS], O3HAKM Ta [IPUHLMIY aJMiHICTpaTUBHO-TIPABOBOrO 3abe3nedeHHs indpopmaliiiHoi 6e3nexku y chepi

€JIEKTPOHHOTIO YPSAyBaHHS Y BiTYM3HAHIN Ta MDKHAPOAHIN NpakTyLi 31iliCHEHO aHali3 Pi3HOMaHITHUX ITiIXOMIB 10

PO3yMiHHS IIOHSTTS «€JIEKTPOHHE YPSIyBaHHS» Ta BU3HAYEHO OCHOBHI eTanu (OpMYyBaHHS ¥ (PYHKLIOHYBaHHS



€JIEKTPOHHOT'O YpSAyBaHHS SIK OPMU JE€P>KaBHOTO YIIPABJIiHHS B Pi3HUX chepax CyCHibHOTO KUTTSL.
JocimKeHHSIM 3MICTy ITOHATTS «€JIEKTPOHHE YPSAyBaHHS» B HAlliOHAJIbHIN Ta MDKHAPOJIHIN TOKTPUHI OKPECIEHO
KOHIIEIT «€JIEKTPOHHOTO YPSAYBAaHHS» y BITYM3HSHIN Ta MIX)KHAPOIHIN MTPAKTULLi Ta BUIOKPEMJIEHO OCHOBHI MiAX0AU
IO TJIyMa4Y€eHHS MOro 3MiCTy, 30KpeMa TEXHOKPATHUYHi Ta TEOPETUYHI. 3TifHO 3 TEXHOKPATUYHUM IIIXOIO0M,
€JIEKTPOHHE yPSIyBaHHS PO3IJISHYTO SIK 6a3uc iHpopMaLiliHOTo CyCIinbCTBa, 200 SIK OMH 3 eTalliB peasisarii
iHopmaLiiiHO-KOMYHIKalilIHMX TEXHOJIOTri1 y y6JliuHe yrnpasiliHHI. CUCTEMaTU30BOHO JOCBIL agMiHiCTpaTUBHO-
IIpaBOBOrO 3abe3ne4yeHHs iHpopmaliiiHoi 6e3neku y cepi enexrpoHHoro ypsgysaHHs B CIIIA Ta eBponeicbkux
Kpainax (ABcTpii, besnbrii, Yexii,bosnrapii, Janii, EcTonii, Ipsangii, Icnawii, ITanii, JlaTsii, Benuko6puraHii, JIntey,
Himewuunu, [Topryranii, Pymynii, ®innaupii, @panuii, , [lIBeiinapii Tomo), 1o 4anao 3MOry LOCTiAUTY IPAKTUKY
BIIPOBAI)KEHHS MOJIEJIEN €JIEKTPOHHOIO YPsAyBaHHS B KpaiHax €Bporeicbkoro Cow3y Ta PO3KPUTH OCHOBHI
[IPUHLUIIY €JIEKTPOHHOrO YpsinyBaHHs KpaiH €C. AHaIi30M NPAaKTUKY BIIPOBA/I)KEHHS MOJIeJIEN €JIEKTPOHHOTO
ypsnyBaHHs KpaiH €C BUOKPEMJIEHO CIIIBHI [7151 BCiX KpaiH pUCH, SIKi MOTJK 6 OyTU 3a1103U4eHi 1J1s
BJJOCKOHAJIEHHS Ta PO3BUTKY aMiHICTpaTUBHO-IIPaBOBOTro 3a6e3eyeHHs iHPpopmaliiiiHoi 6e3nexu y cepi
€JIEKTPOHHOTIO YpsAyBaHHA B YKpaiHi. JJOCIiIpKeHO CTaH peaisalii €JIEKTPOHHOIO YPsLyBaHHS Ha Cy4aCHOMY eTarli
PO3BUTKY Ta 3'1COBAHO, 110 HASIBHI NIE€BHI IPiOPUTETHI HANIPSIMU PO3BUTKY TakKoi (OpMU MyOJIIUHOTO YIIPaBIliHHS,
cepep SIKUX BapTO BUOKPEMUTHY HACTYIIHI: MOJIepHi3allisl MyOIiyHNX MTOCIYT, SIKa BKJII0Ya€ eJIeKTPOHHI IIOC/IYTH,
€JIEKTPOHHY ifeHTu(ikaliio, 3ay4eHHs F[poMafsiH, BiIKpUTI 1aHi; MOJlepHi3alist Iy6siuHOro yIpasiliHHSI, Ky1y
HaJleXXaTb €JIEKTPOHHA B3aEMOJisl pEECTPiB, €JIEKTPOHHUIN JOKYMEHTOOOIT Ta e-ypsiAyBaHHs 6a30BUX ranysel;
VIPaBIIiHHS PO3BUTKOM €JIEKTPOHHOTO YPsALyBaHHSI, 3-TIOMiX sIkux IT-indpacTpykTypa Ta epeKTrBHE yIIpaBiHHS.
[TpoaHasnizoBaHO CTaH Cy4acCHOro 3aKOHOJIaByOoro 3abe3nedyeHHs iHpopmalliitHoi 6e3neku y cepi eeKTpOHHOTo
yPsIAyBaHHS Ta 3'ICOBAHO, 110 BOHO Mae MEBHI HEJIOJIKY, cepell IKUX BUOKPEMJIEHO TaKi: HEITIOBHOTA, HEYITKiCTb,
(pparMeHTapHa HEY3TOIKEHICTb, CYyIIEPEYIIMBICTb, HEBINMOBITHICTb Mi’KHAPOJHUM aKTaM 3aKOHOJABCTBA Y Liill
cdepi Too. [l 3a6e3neyeHHs epeKTUBHOTO PYHKLIOHYBaHHS €JIeKTPOHHOTO ypsAyBaHHS Ta peasizarii
CTpaTETiYHUX JOKYMEHTIB, IKUMU PEIPAMEHTOBAHO PO3BUTOK CUCTEMU €JIEKTPOHHOTIO YPSIyBaHHS B YKpaiHi, 3-
noMix sikux Ctpareris po3BUTKY iHpopMaLiiiHOro cycrinbeTsa, CTparepist GOpMyBaHHS AEP>KABHOTO YIIPaBJIiHHS
Ykpainu Ha nepiog 7o 2025 poky, CTpaTerist CTasoro po3BuTKy «Ykpaina-2020», 06rpyHTOBaHO HEOOXigHICTb
IIpUBEJIeHHS 3aKOHOJAaBYOro 3abe3nedeHHs iHpopMaliiiiHoi 6e3rnexku y chepi eJIeKTPOHHOTO YPSIAyBaHHS Y
BiITIOBiHICTh 10 IMHAMIK1 PO3BUTKY LM(PPOBUX TEXHOJIOTIN Ta PO3BUTKY iHHOBalil Y 11ii1 cepi. Ha ocHOBI
CcHUCTeMaTHu3allii KJII0YOBUX BUKJIMKIB i TOTPEO 1010 PO3BUTKY €JIEKTPOHHOIO YPSAyBaHHS BU3HAYEHO CTPATETivHi
HarnpsiMu 3abesneyeHHs iHpopmaniitHoi 6e3nexku y cepi eeKTpoHHOro ypsaLyBaHHs B YKpaiHi. KimoyoBumn
€JIEMEHTaMH 3aIIPOIIOHOBAHOI0 MEXaHI3My CTPATEryBaHHS €JIEKTPOHHOIO YPSALyBaHHS BU3HAYEHO 3aKOHOABYE,
iHcTuTyLiiHe, OpraHisaliliiHe Ta LUQpoBe 3a06e3MeUyeHHs. AKLIEHTOBAHO, 10 pearizallii 3alIpolIOHOBaHOr0
MEXaHi3My CIIpUSITUME PO3BUTOK €JIEMEHTIB LN(POBOi iHPPaCTPyKTypH Ta MiBUIIEHHS €(PEKTUBHOCTI
BHUKOPHUCTaHHS IUPPOBUX TEXHOJIOTIH Cy0'€KTaMU Jep>XKaBHOTO yIIpaBJliHHS, TPOMaisiHaMU i 6i3HECOM.
Pe3ynbTaTUBHICTb BIIPOBAIPKEHHSI €JIEKTPOHHOTO BPSIAYBAaHHS B €P>KaBHOMY yIIPaBJliHHI YKpaiHu IOBUHHA
6a3yBaTHCh Ha BPaxXyBaHHi OOCTaBMH IOAO JiKBifauii 11¢ppoBoi HEPIBHOCTI B YaCTHHI 3a06€3M€YEHHS PiBHOTO
IOCTYITY O BOJIOiHHSI KOMITIOTEPAMU Ta raji>kKeTamy, a TaKOX II0JI0 MO>KJIMBOCTI BiJIBHOTO OCTYITy IO MEPexi
IHTepHeT Ta BiANOBigHO JOCTyny A0 NMy6siYHOI iHpopMalii; po3yMiHHS Miclis Ta poJii rpoMajisiHMHA B yIIPaBJliHHI
Ilep>KaBolo, TOMY 110 32 YMOB YIIPOBAI KEHHS MOJEJIEN €JIEKTPOHHOI JeMOKpaTil IpOMafgaHU OTPUMYIOTE i pAf,
060B’sI3KiB 010 IPUMHATAX HUMHU pillleHb; (POPMYBAHHS B TPOMAJISIH IOBipHU 10 €JIeKTPOHHUX IOCJIYT, 30KpeMa B
yacTuHi iHpopMaliitHOi 6e31eKu Ta rapaHTOBAHOCTi 6€3MeKU MePCOHANbHUX AAHUX; 3aIIPOBAPKEHHS B
Ilep>KaBHOMY YIIPaBJIiHHI [IJIaHYBaHHSI SIK BXKJIMBOIO Ta BOJHOYAC 3a0yTOro CKIaAHMKA 3a0€311€YNTh MOXKIIUBICTh
rpomMazsHaM 6paTy y4acTh B OOrOBOPEHHI CTPATEriYHUX Ta HOPMATUBHUX JOKYMEHTIB MIOZ0 PO3BUTKY

pi3HOMaHITHUX cdep CYCIiJIBHOTO KUTTS AEP>KaBU.

2. The dissertation is devoted to a comprehensive study of the content and features of administrative and legal
support of information security in the field of electronic governance and its improvement in domestic and
international doctrine and practice. The study summarizes the historical and legal aspects of the functioning of
electronic governance in the context of the development of the information society. The concepts, features and



principles of the administrative and legal provision of information security in the field of e-government in
domestic and international practice have been outlined. The analysis of various approaches to understanding the
concept of "e-government" has been carried out and the main stages of the formation and functioning of e-
government as a form of public administration in various spheres of public life have been determined. The study of
the content of the concept of "electronic governance" in the national and international doctrine outlines the
concept of "electronic governance" in domestic and international practice and identifies the main approaches to
the interpretation of its content, in particular technocratic and theoretical. According to the technocratic
approach, electronic governance is considered as the basis of the information society, or as one of the stages in
the implementation of information and communication technologies in public administration. Systematized
experience of administrative and legal support of information security in the field of e-government in the USA and
European countries (Austria, Belgium, Czech Republic, Bulgaria, Denmark, Estonia, Ireland, Spain, Italy, Latvia,
Great Britain, Lithuania, Germany, Portugal, Romania, Finland, France, Switzerland, etc.), which made it possible to
study the practice of introducing e-government models in European countries Union and reveal the basic
principles of e-governance of EU countries. The analysis of the practice of introducing e-government models of
the EU countries identifies common features for all countries that could be borrowed to improve and develop the
administrative and legal support of information security in the field of e-government in Ukraine. The state of
implementation of e-government at the present stage of development is investigated and it is found out that there
are certain priority directions for the development of such a form of public administration, among which the
following should be singled out: modernization of public services, which includes electronic services, electronic
identification, involvement of citizens, open data; modernization of public administration, which includes
electronic interaction of registers, electronic document management and e-management of basic industries;
management of e-governance development, including IT infrastructure and effective management. The state of
modern legislative support of information security in the field of e-government is analyzed and it is found out that
it has certain shortcomings, among which the following are singled out: incompleteness, fuzziness, fragmentary
inconsistency, inconsistency with international acts of legislation in this area, etc. To ensure the effective
functioning of e-governance and the implementation of strategic documents, who have reformed the development
of the e-government system in Ukraine, including the Strategy for the Development of the Information Society,
Stratification of the formation of public administration of Ukraine for the period up to 2025, The strategy of
sustainable development "Vkpaina-2020," the need to bring the legislative support of information security in the
field of e-governance in line with the dynamics of the development of digital technologies and the development of
innovations in this area is substantiated. On the basis of systematization of key challenges and needs for the
development of e-governance, strategic directions for ensuring information security in the field of e-governance
in Ukraine have been determined. The key elements of the proposed mechanism of e-governance strategizing are
defined as legislative, institutional, organizational and digital support. It is emphasized that the implementation of
the proposed mechanism will contribute to the development of elements of digital infrastructure and increase the
efficiency of the use of digital technologies by public administration entities, citizens and business.
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