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Pedepar:

1. Incepranist npUCBsYeHa KOMILJIEKCHil KpUMiHOJIOTIYHIN XapaKTepUCTUL Kibep3/I0UNHHOCTI B YKpaiHi B ymoBax
BillHM Ta pO3pOOJIEHHIO HA L1iil MifCTaBi peKoMeHaallill i mpono3uliil mono npotuiii ii BinTBopeHH:o. BuaHaueHo
MIOHSTTS KiG€P3JI0UMHHOCTI, CpOPMOBAHO ii pO3yMiHHS 5K 00'€KTy KpPUMiHOJIOTIYHOro aHaiay. I1ig,
KiGep3JI0UMHHICTIO 3alIPOIIOHOBAHO PO3YyMiTU MacoBUM, 6araTopyHKLiOHATbHUN KOMYHIKaTUBHO-TE€XHOJIOTIYHU
(eHOMEH, 10 PO3rOPTAETHCS YEPE3 allapaTHe Ta IPOrpaMHe KOMITIOTEPHE 3a6€3M1eYeHHs] y IPOCTOPi
KOMITIOTEPHUX MEPEX Ta MEPEXK €JIEKTPO3B’ 513Ky (KibeprpocTopi), popmu MPOSBY SIKOTO NependoadeHi 3aKOHOM IPO
KpUMiHa/bHY BifnoBsiganbHicTe. Cepeq cienniuHux, TUX, SKi He BJIACTUBI iHIIMM BUAAM 3JI0YMHHOCTI, BUTiTIEHO

IIPOTUIPABHUX LiJIeH y MIMPOKOMY CIEKTPi CPep CYyCIiNIbHUX BiTHOCHH: BiJl IPUBATHO-KOPHUCJINBUX,



KOPIOPAaTUBHO-€KOHOMIUHUX 1 [0 BillCbKOBO-TIOJIiITUYHUX; 6) KOMYHIKaTUBHO-TEXHOJIOTiYHA (P€HOMEHOJIOTiYHa
[IpUpO[a, siKa Bimobpaskae BUKOPUCTAHHS, II0-Tieplie, KOMyHIKaTUBHOTO CEpelOBULIA i /1Sl BU3HAYEHHS LiijeH, i fis
00paHH$ iHCTPYMEHTApil0 KPUMIHAJIbHO [IPOTUIIPABHUX ITPAKTHK Ta, O-[PYyTe, TEXHOJIOTIUHY crieludiyHicTb
CaMOro LbOT'O CEPELOBUIIA, TOB'SI3aHOTO 3 BUKOPHCTAHHIM KOMITIOTEPHUX MEPEX (allapaTHe Ta MporpaMHe
KOMITIOTEepHE 326€311e4eHHs) Ta MepPeX eJeKTPO3B A3Ky. OOIPyHTOBYETHCS MO3ULLS MIOAO [TPEIMETHOIO 3MiCTy
dheHoMeHyY Kibep3JIOUMHHOCTI, IKUI IpeCcTaBlIeHN TPhbOMa CETMEHTaMu KPUMiHaIbHOI aKTUBHOCTI: 1) opAuHapHi
KpUMiHaJ/IbHI IPAaBONOPYLIEHHS Y C(PEPi BUKOPUCTAHHS KOMITIOTEPIB, CUCTEM, KOMITIOTEPHUX MEPEX i MEPeX
€JIEKTPO3B'SI3KY; 2) OpJMHAPHI KpMMiHaJ/IbHi IPABONOPYIIEHHS, 110 BUNHSIIOTHCS 3 BUKOPUCTAaHHSIM KOMITIOTEPIB; 3)
BOEHHO-KOHTEKCTyaJIbHi Kibep3sounHu. [lToBHOMacITabHa 36poiiHa arpecist pd LOKOpPiHHO 3MiHUIIA IPUPOLY Ta
CTPYKTYpPY KiGep37I04MHHOCTI B YKpaiHi, NepeTBOpUBIIY ii 3 IepeBaXXHO 3araJbHOKPMMiHAJIbHOTO KOPUCJIUBOTO
SBUILA HA IHCTPYMEHT ri6puaHoi BiliHU. Kil0u0BOIO JeTepMiHAHTOIO CTajla LiJeCIPsSMOBaHa JislJIbHICTb Iep>KaBU-
arpecopa, CIpsIMOBaHa Ha IiIpUB HalliOHAIbHOI 6€311€KU, pyHYBaHHS KDUTUYHOI iHPPACTPYKTypU Ta IPOBEAECHHS
iHpopMaliiTHO-TICUXOJIOTiYHUX Orepaliii. BcTaHOB/IeHa BKpail HECIIPUSTIMBA TeHAeH1lis 0 iHTeHcudikartii
Kibep3nounHHOCTI TpoTarom 2015-2024 pp. 3 iCTOTHAM [IPUPOCTOM MiCJIs [10YATKY [IOBHOMACIITa6HOI pOCiIIChbKOI
30poliHoi arpecii. BuniizieHo, HaJjaHO OMKUC Ta MOSICHEHHS NepiofaM AUHAMIYHUX KOJIMBAaHb KiOeP3JI0YMHHOCTI
npotsrom 2015-2024 pp. 3's1coBaHoO, 10 1171 KpUMiHaJIbHO-TIPABOBOI CTPYKTYPHU OPIMHAPHOI Kibep3I0UNHHOCTI
IIpUTaMaHHe [1IepeBaXaHHs TSDKKUX 3JI0YMHIB. Y 1Iepiof] BillHM CTPYKTYPHO abCOJIIOTHO JOMiHYIOTb [Ba BUAU
OpIMHAPHUX KibePKPUMiHA/IBHYX [IPABONOPYIIEHD — Ti, W0 nepenbdadeHi cT. 361 KK Ykpainu (51,3 %) ta cT. 362 KK
Ykpainu (41,5 %), cykynHa yacTka akux — 92,8 %. BcTaHOBJIEHO HAsIBHICTh TEHEHLIII 10 3DOCTaHHS OPraHi30BaHO]
KOMIIOHEHTH y CTPYKTYpi KibepasounHHOCTi. HaaHO KpUMiHOJIOrO-TUIIOJIOTIYHY XapaKTepHUCTHUKY 0cooU
Kibep3y104nHLISL. 3aIIPOIIOHOBAHO 6araTOKpUTEpiabHy MAaTPULI0 KPUMIHOJIOTIYHUX TUIIIB KiG€P3JI0UMHLIIB, B SIKii
MO€IHAHO KpUTePii JOMiHYyI040i MOTHUBAlLii, XapaKTep ix TEXHIYHUX, TEXHOJIOTIYHUX 3HAHb i HABUYOK, OCOOJIMBOCTI
KPUMIiHaJIbHO MIPOTHUIIPABHOTO LIiIENIOKIIaIaHHs, OpraHis3aliliHa CTpyKTypa. BcTaHOBI€EHO, HAZJTAHO ONUC Ta
IIOSICHEHHS BiliICbKOBO-TIOJIITUYHUM daKTOpaM Kibep3s0uMHHOCTI B YKpaiHi B yMoBax BiliHU. BifncToroeTbCs AyMKa,
110 30pOJiHa arpecis Ta €KCIIaHCiOHICTChKA 30BHILIHS MOJIITMKA POCIIChKOI efepallii € OCHOBHUMU JpaliBEpaMu y
CTPYKTYpPHO-AMHAMIYHUX 3MiHaX BiliCbKOBO-TIOJIITUMHUX YMHHUKIB JeTepMiHalii Kibep3sounHHOCTI B YKpaini. Pocis
iMIIeMeHTye Kibeponepatii npoTu YKpaiHu y €IMHY CUCTeMY YIIpaBJliHHS 3JI04MHOM arpecii, BOEHHUX 3JI0YH1HIB,
iHIIOI NiZPUBHOI IisiIbHOCTI MPOTU Hamoi fepskaBu. Kibeponepallii € 4aCTUHOIO €IMHOTO BiliCBKOBOTO IJIaHYBaHHS.
BusHayeHO OCHOBHI LIijli pocCiiiCbKUX Kibeponepauiil IpoTH YKpaiHu B yMOBax BiliHU: 1) iIpMB CIPOMOKHOCTEN
Iep>KaBHOTO yIIPaBJIiHHS Ta AEMOPali3alisi CyCIiIbCTBA; 2) 3H>KEHHSI CTUMYJIIB 11711 MDKHAPOIHOI Mg TPUMKU
Ykpainu, nuckpenuranis YKpaiHu Ha MibKHApPOIHIN apeHi; 3) IUCKpeAuTallisi OpraHiB Aep>KaBHOI Baaay YKpaiHu B
uinomy Ta [IpesuneHTta YKpainu, 30Kpema, B o4ax rpomasiH; 4) JeKOHCOoJifalist yKpaiHChbKOTO CyCIiIbCTBA; )
oTpuMaHHs iHdopMallii, 1o Mae 3HaYeHHs 17151 6e3110CePeHbOTO BeieHHs O0MOBUX il (Kibep3IOUNHHICTD K
eJIEMEHT BiliCbKOBOi PO3BiikK); 6) MigTPUMaHHS BHYTPIIIHbOI pENPEeCUBHOI [IOJITUKY BCEPeIMHI caMoi pocii Ta Ha
OKYIIOBAHil i aHEKCOBAHI HEI0 TEPUTOPIAX YKpaiHU.

2. The dissertation is devoted to a comprehensive criminological characteristic of cybercrime in Ukraine in
wartime and the development of recommendations and proposals on this basis to counteract its reproduction. The
concept of cybercrime is defined, its understanding as an object of criminological analysis is formed. Cybercrime is
proposed to be understood as a mass, multifunctional communicative and technological phenomenon that unfolds
through hardware and software in the space of computer networks and telecommunications networks
(cyberspace), the forms of manifestation of which are provided for by the law on criminal liability. Among the
specific, those that are not inherent in other types of crime, the following features are highlighted: a)
multifunctionality, which is the use of cyberspace to achieve criminally unlawful goals in a wide range of spheres of
social relations: from private-interest, corporate-economic and to military-political; b) communicative and
technological phenomenological nature, which reflects the use, firstly, of the communicative environment both for
determining goals and for choosing the tools of criminally unlawful practices and, secondly, the technological
specificity of this environment itself, associated with the use of computer networks (hardware and software) and
telecommunications networks. The position on the substantive content of the phenomenon of cybercrime, which



is represented by three segments of criminal activity, is substantiated: 1) ordinary criminal offenses in the field of
using computers, systems, computer networks and telecommunications networks; 2) ordinary criminal offenses
committed with the use of computers; 3) military-contextual cybercrimes. The full-scale armed aggression of the
Russian Federation has radically changed the nature and structure of cybercrime in Ukraine, transforming it from
a predominantly general criminal self-interested phenomenon into an instrument of hybrid warfare. The key
determinant has become the purposeful activity of the aggressor state, aimed at undermining national security,
destroying critical infrastructure and conducting information and psychological operations. An extremely
unfavorable trend towards the intensification of cybercrime during 2015-2024 has been established with a
significant increase after the start of full-scale Russian armed aggression. Four conditional periods of dynamic
fluctuations in cybercrime during 2015-2024 have been identified, described and explained. The criminal-legal
structure of ordinary cybercrime is characterized by the predominance of serious crimes. During the war, two
types of ordinary cybercrime offenses are structurally absolutely dominant - those provided for in Art. 361 of the
Criminal Code of Ukraine (51.3%) and Art. 362 of the Criminal Code of Ukraine (41.5%), the total share of which is
92.8%. A tendency towards an increase in the organized component in the structure of cybercrime has been
established. If in 2022 23 organized groups in the field of cybercrime were exposed and terminated, then in 2023 -
already 42, and in 2024 - 57. Currently, there is every reason to believe that this dynamics will continue in 2025
and 2026. A criminological and typological characteristic of the cybercriminal is provided. A multi-criteria matrix
of criminological types of cybercriminals is proposed, which combines the criteria of dominant motivation, the
nature of their technical, technological knowledge and skills, the features of criminally unlawful goal-setting, and
organizational structure. The military-political factors of cybercrime in Ukraine in wartime are identified,
described, and explained. The idea is defended that armed aggression and the expansionist foreign policy of the
Russian Federation are the main drivers in the structural and dynamic changes in the military-political factors of
cybercrime determination in Ukraine. Russia implements cyber operations against Ukraine into a unified system
for managing the crime of aggression, war crimes, and other subversive activities against our state. Cyber
operations are part of a unified military planning. The main goals of Russian cyber operations against Ukraine in
wartime are determined: 1) undermining the capabilities of state administration and demoralizing society; 2)
reduction of incentives for international support for Ukraine, discrediting Ukraine in the international arena; 3)
discrediting the state authorities of Ukraine in general and the President of Ukraine in particular in the eyes of
citizens; 4) deconsolidation of Ukrainian society; 5) obtaining information that is important for the direct conduct
of hostilities (cybercrime as an element of military intelligence); 6) maintaining internal repressive policies within
Russia itself and in the territories of Ukraine occupied and annexed by it.
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