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Pedepar:

1. Incepralist pUCBAY€HA PO3B'SI3aHHIO HAYKOBO-TEXHIUHOI IPO6JIeMU MifBUIIEHHS 3aXUILE€HOCTI TepeaBaHHs
iH(popmaLii IIIXOM PO3POOKM MAaTEMATUYHUX MOZEJIEN i METOIiB IapaMETPUYHOTIO IIEPETBOPEHHS CUTHAJIbHO-
KOJIJOBUX KOHCTPYKLiH. 3allponoHOBaHi niaxonu 1o GopMyBaHHS MIyMOIIOLiOHNX TalMEPHUX CUTHAJIB i T0OY0BU
6araTopiBHEBOrO 3axUCTy iHpopmallii 3a6e31edyIoTh MifBUIIEHHS IPUXOBAHOCTI Ta 3aBaJOCTIKOCTi CUCTEM 3BS13KY

B YMOBaX PalioeJIeKTPOHHOTO BIJIUBY. METOI0 ucepTaliiiHOi po60TH € pO3B’s13aHHSI HAYKOBO-TEXHIYHOI IpO6IeMu



IiIBUIIEHHS 3aXUIEHOCTI NepeAaBaHoi indopmalii B iHpopmalLiiiHO-KOMyHIKaLiHAX CUCTEMAX IIJISIXOM PO3POOKU
Mogesiell Ta MeTO/iB IapaMeTPUYHOTO [1IePETBOPEHHS CUTHAIbHO-KOJOBUX KOHCTPYKIiH, 110 3a06€3I1e4yI0Th
IiABUILEHY 3aBaJOCTiMKiCTh, IPUXOBAHICTb Ta CTIMKICTb [0 HECAHKLIIOHOBAHOTO NOCTYIy. O0'€KTOM JOCIIiJ)KEHHS €
npouecy (GOpMyBaHHS Ta iHTerpalii MeTOAiB 3aXUCTy iHpopMallil B CUTHAJIbHO-KOJOBUX KOHCTPYKLISIX IJ1s1
3abe3neyeHHs IPUXOBAHOCTI MiJl yac nepejaBaHHs B iHPpopMaliliHO-KOMYHIKaLiiHUX cucTeMax. [IpeameTom
IOCJIIPKEHHS € METOIY Ta aJITOPUTMU IIaPaMETPUYHOTrO NIEPETBOPEHHS CUTHAIbHO-KOJOBUX KOHCTPYKLIiH,
CIIPSIMOBaHI Ha MiJBUIIEHHS IPUXOBAHOCTI Ta 3aBalOCTIMKOCTI IepeaBaHHs iHpopmallii B ymoBax
pazioeseKTPOHHOro KOHPIIiKTy. HaykoBa HOBU3HA OJlepKaHMX PEe3yJbTaTiB MOJIArae B TaKOMy: 1. Yriepiie
3aIIPOIIOHOBAHO MOIeJb OLiHIOBaHHS 3axXUILEHOCTI epefadi indopmaltiii Ha OCHOBI 06csTy curHaiy, o 3abesnevyye
BM3HAUEHHSI PiBHSI €HEPreTUYHOI, CTPYKTYPHOI Ta iHpopMaLifiHOI IPHUXOBAHOCTI 3 ypaxyBaHHSIM XapaKTE€PUCTUK
KaHaJly 3B's13Ky. 2. Yieplie po3po6jIeHO MeTO, B3aEMHOTI0 0OOMiHY SIKOCTI Ta IIBUJIKOCTI I€peaBaHHY iHpopmallii
IJIIXOM KOMOIHOBaHOTO BUKOPUCTAHHS TallMEPHUX 1 MO3ULIIHUX KOJIiB Y HECTAl[iOHAPHUX KaHaJaX, o MifBULye
eeKTUBHICTb i CTIMIKICTb CHCTEM 3B513Ky B yMOBaX pajlioeJIeKTPOHHOTO BIUIUBY. 3. 3allpOIIOHOBAHO METO],
opHovacHoro 3axucty Big HCJI Ta BUNIagKOBUX 3aBaf, SIKA1 BCTAHOBJIIOE 3aJI€5KHICTh MK CTPYKTYPHOIO
IIPUXOBAHICTIO TAMMEPHUX CUTHAJIIB, 3aBaJJOCTIMKICTIO Ta MiHIMaJIbHOIO KOZOBOIO BiICTAHHIO JO3BOJIEHUX
KoMbiHaliil. 4. Po3pobeHo 6araTopiBHEBY MOZeb 3aXUCTy iHdopMallii, [0 OeHY€E CTaTUCTUYHE MNUPPYBaHHS,
3aBaflOCTiliKe Ta TallMepHE KOLyBaHHS I IeKOpeJIsILiio IOMUJIOK, 3a0€31e4yl0uy CUHEPreTUYHE IiIBULIIEHHS
KPUITOCTINKOCTI, [OCTOBipHOCTI Ta 3axucTty Big HCII. 5. BcTaHOBIEHO 3aKOHOMIPHOCTI BIJIMBY ITapaMeTpiB
TallMEpPHUX CUTHAJIiB Ha piBEHb CTPYKTYPHOI IPUXOBAHOCTI Ta 3aBaflOCTINKOCTi. OGIPyHTOBAaHO KPUTEPii BUOOPY
ONTUMAaJIbHUX NIapaMeTpiB, sIKi 3a6e31e4yioTh 6ajaHC MK CKJIQIHICTIO peasisallii, IPOIyCKHOIO 34aTHICTIO Ta
IIPUXOBAHICTIO. 6. PO3BMHYTO TEOPIil0 cHUCTEM 3B'SI3Ky 3 LIYMOINOAiOHUMY CUTHAJIAMU IIJIIXOM CTBOPEHHS HOBUX
METO/IiB PO3IIMPEHHS CIIeKTpa Heno3uuiinHux curnamnis ([I1PY, ITPC-TIBII, JIYM) i BU3HaY€HHSI YMOB €HEPreTUYHOI
MIPUXOBAHOCTI 32 KDUTEPiSIMU YACTOTHOI Ta €HePreTUYHOi e(PeKTUBHOCTI. [IpakTiYHe 3HaYeHHS OfeP>KaHUX
Pe3yJbTaTiB MOJISITae B TOMY, 110 pO3p00JIeHi METOIM Ta aJITOPUTMU 3a0e31e4yIoTh IiABULIeHHS e(eKTUBHOCTI
3axucty iHpopMallii Ta 3aBalOCTIAKOCTI KaHaiB 3B's13Ky. 1. 3alIpONIOHOBAHO AJITOPUTM aJAIITUBHOIO OOMiHY MIX
3aBaJOCTIVKICTIO Ta WIBUIKICTIO NI€penadi, SKMUi1 JO3BOJISIE BBiUi CKOPDOTUTHU 4YacC ME€PENABAHHS JAHUX Y
HeCTallioHapHUX KaHasax. 2. Po3pobaeHo meTon GOopMyBaHHS TallMEpHUX CUTHAJIB i3 BapiaTUBHUMMU [1apaMeTpamH,
11O MiABuUILye CTPYKTYPHY IIPUXOBAHICTD Y AECATKU Pa3iB IOPIBHAHO 3 MO3ULIHHUMYU KOgaMu. 3. CTBOPEHO
6araTopiBHEBY MOJI€JIb 3aXUCTy iHpOopMalii, sKa IoeIHye CTOXaCTUYHe MU(pPYBaHHS, 3aBalOCTINIKe Ta TAlIMEPHE
KOoZyBaHHS 11 3abe3nedye 3axuct Big HC]I i 3aBay 6€3 BTpaty JoCTOBIpHOCTI. 4. OGIPyHTOBAHO METOU BUOOPY
napaMeTpiB TaliIMEpHUX CUTHAIB 1151 GOPMYBaHHS LIYMOIIOAIOHUX KOHCTPYKILiH i3 33JaHUM PiBHEM IPUXOBAHOCTI
Ta MPOIYCKHOIO 3[]aTHICTIO. 5. PO3p06JIeHO aIrOPUTMU PO3IIMPEHHS CIIEKTpa TaliMepHux curHanis (ITIPY, TTPC-
[1BI1, JTYM), siKi niABULILYIOTh €HEPTeTUYHY Ta CTPYKTYPHY [IPMXOBAHICTh, JOCSTAI0uy PiBHSI KPUNTOCTIMKOCTI,
criBctaBHOro 3 nporokosnamu DES ta AES. Pe3ysnbraty JoCTiIKeHHS MOXYTb OyTH BUKOPUCTaHI I1py po3pobiii

3aXMIIEHUX CUCTEM 3B'sI3KY, allapaTHO-NIPOrPaMHUX KOMILIEKCIB IM(PpyBaHHs Ta 3aco6iB npotuii PEB.

2. The dissertation is devoted to solving the scientific and technical problem of increasing the security of
information transmission through the development of mathematical models and methods for parametric
transformation of signal-code structures. The proposed approaches to forming noise-like timer signals and
building a multi-level information protection system ensure increased concealment and noise immunity of
communication systems under conditions of electronic warfare. The aim of the dissertation is to solve the
scientific and technical problem of improving the security of transmitted information in information and
communication systems by developing models and methods for parametric transformation of signal-code
structures, ensuring increased noise immunity, concealment, and resistance to unauthorized access. The object of
the study is the processes of formation and integration of information protection methods in signal-code
structures to ensure concealment during transmission in information and communication systems. The subject of
the study is the methods and algorithms of parametric transformation of signal-code structures aimed at
increasing the concealment and noise immunity of information transmission under conditions of electronic

warfare. The introduction presents the essence and state of the scientific problem and substantiates its relevance,



defines the purpose of the work and the scope of solved tasks, highlights the scientific novelty and practical
significance of the obtained results, and provides information on the personal contribution of the author, as well as
the testing and implementation of the scientific results. Scientific novelty of the obtained results: 1. A signal-
volume-based model for assessing information transmission protection is proposed for the first time, allowing
determination of energy, structural, and information concealment levels considering channel characteristics. 2. A
method of mutual exchange between transmission quality and speed using combined timer and position codes in
non-stationary channels is proposed for the first time, increasing communication system efficiency and stability
under electronic warfare. 3. A method for simultaneous protection against unauthorized access and random
interference is proposed, establishing the relationship between timer signal structural concealment, noise
immunity, and minimum code distance of allowed combinations. 4. A multi-level information protection model
combining statistical encryption, error-resistant and timer coding, and error decorrelation is developed, ensuring
synergistic enhancement of cryptographic strength, reliability, and protection against unauthorized access. 5.
Regularities in the influence of timer signal parameters on structural concealment and noise immunity are
established, with criteria for selecting optimal parameters to balance implementation complexity, throughput, and
concealment. 6. The theory of communication systems with noise-like signals is developed through new methods
of non-positional signal spectrum spreading (DSSS, FHSS, LFM) and determination of energy concealment
conditions based on frequency and energy efficiency criteria. Practical significance: The developed methods and
algorithms improve information protection efficiency and communication channel noise immunity. 1. An adaptive
exchange algorithm between noise immunity and transmission speed is proposed, halving data transmission time
in non-stationary channels. 2. A method for forming timer signals with variable parameters is developed,
increasing structural concealment by an order of magnitude compared to position codes. 3. A multi-level
information protection model combining stochastic encryption, error-resistant, and timer coding is created,
ensuring protection against unauthorized access and interference without loss of reliability. 4. Methods for
selecting timer signal parameters to form noise-like structures with specified concealment and throughput are
substantiated. 5. Timer signal spectrum spreading algorithms (DSSS, FHSS, LFM) are developed, enhancing energy
and structural concealment to cryptographic levels comparable to DES and AES protocols. The results can be
applied in developing secure communication systems, hardware-software encryption complexes, and electronic

warfare countermeasure tools.
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