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BUSIBJIEHHS IIKiZJIMBOTO MEPeXXeBOro Tpadiky Ha OCHOBI LITYYHOTO iHTEJIEKTY, O 3MarajbHUX BILJIMBIB 3

YPaxXyBaHHAM CEMAaHTHUKN MOJKJIIMBUX II,II“/I 3710BMUCHUKA. OCHOBHUM 3aBIaHHSIM ,HHCCpTaILiI;JIHO'I. pO6OTI/I € CTBOPEHHSA

CUCTEMU BUSIBJIEHHSI 3pasKiB Tpadiky GOTHETIB Ta CIIOPiTHEHOTO 3/I0BMUCHOTO IPOIPAMHOTr0 3a6€311€UYeHHS 3
MiABUILEHOIO CTIUKICTIO 10 CIIPO6 HABMUCHOTI'O YXUJIEHHS Bif] BUSIBJIEHHS Ta (pOpMaibHO BepudikoBaHUMU
OlliHKaMU IIOKa3HMKIB CTiliKocTi. Ha BiiMiHy Bif ciopigHeHUX poO6iT B 0671aCTi aHali3y MEpEeXXeBUX JaHUX

mopensamu I, ne yBara 3ocepeKyeTbCs Juile Ha Ipo6seMi MigBUIleHHSI TOYHOCTI Kyacu@ikaliii, B boMy



JOCJIIPKEHI BUPIIYETHCS aKTyaJIbHA HAYKOBO-TIPUKJIAHA 3371a4a - MiBUILIEHHS CTIMKOCTI CUCTEM BUSIBJIEHHS [0
MOJKJIMBUX «3MarajbHUX aTak» HaMpaBJIE€HUX CYIIPOTU MOZEJI 3 LiJIII0 IPUXOBYBAHHS 3JI0BMUCHOI MEPEXKEBO]
aKTUBHOCTI. TakoX HaZAIOThCs OLIHKU CTIMKOCTI KiacuikaTopa IOTOKiB MEPEXKEeBUX JaHUX [I0 aTaK TaKOro PoLy,
IepeBipeHi 3a JOIOMOro (pOpMalbHUX METOIB Bepu@ikauii. B po6oTi Brepiie popmanisoBaHO KpUATePin
JIOKaJIbHOI CTiMKOCTI K1acudikaTopa mepexxeBoro Tpadika Ta 31iliCHeHO i1oro Bepudikaliiio Isixom
aBTOMATUYHOTO JIOBEJE€HHS (UM CIIPOCTYBaHHS) BAKOHYBAHOCTI HaKJIaZlEHUX Ha MOJIeJIb OOMEXKEHD 3a JOIIOMOTOI0
SMT-po3B'a3yBaua, 10 J03BOJIMJIO JOCTOBIPHO OLiHUTHU CTiMKICTb CTBOPEHOI CUCTEMU BUSIBJIEHHS 3arpo3 10
MO>KJIMBUX 30ypeHb Y BXiTHUX JaHUX. Takox BHepiue po3po6sieHo yHiBepcanibHUil MeTo (popmabHOI Beprdikaii
BJIACTMBOCTE IMINOOKMX HEHPOHHUX MEPEX 3 KyCKOBO-JIHIMHMMYU QYHKLISIMY akTUBallii, IKU 6a3yeThCs Ha
IIpeJCcTaBJIeHHi 064K CIoBabHOrO rpady Helipomepexi y popmi cripoueHoi SMT-dopmynn, nodynoBaHoi
iHKpeMEeHTaIbHO LIJISIXOM PO3B'sI3yBaHHs JIOKabHUX SMT-3aau chopMoBaHuX A1 QYHKIIN akTUBallii HeIPOHIB Ta
nepeBipKY MOXKJIMBOCTI IX TOTO>KHOI 3aMiHM Ha JIiHilHI QyHKUii. [1s NigBUIIEHHS TOYHOCTI Ta CTIKOCTI Mozesnen
kiacudikauii B podboTi 6yJ10 pO3BMHEHO MeTOJ, reHepallii ITyYHUX NIPUKJIaTiB Ta JOIIOBHEHHS HAOOPIB JaHUX
LIJISIXOM afjanTalii MBUIKOro METOAY 3HAKy I'PalieHTy [0 IPOCTOPY O3HAK MEPEXKEBUX IIOTOKIB, 3 METOIO OL[iHKY Ta
HiABUILEHHS CTIMKOCTi CMCTEM BUSIBJIEHHS LIKiIIMBOro TpadiKy 4O MOXJIMBUX 3MarajbHUX aTak. B xoni pobotu
OyJi0 37ilicHeHO HaBYaHHS KnacudikaTopiB MmepeskeBoro Tpadiky Ha 6asi aJIrOpUTMIB MAIIMHHOTO HAaBYaHHS Ta
HEMPOHHMX MEPEX 3 BUKOPUCTaHHIM Pi3HUX HAOOPiB MEPEXKEBUX JaHuUX. [lJ11 HAaBYaHHS Ta TECTYBaHHs OyJI0
CTBOPEHO PO3LIMPEHY BUOIPKY JAHMX HA OCHOBI KOMOiHallii pi3HMX BiIKpUTUX HabopiB. Ha OCHOBI OTpruMaHuX
Mogenen knacudikanii 6yB CTBOPEHUI IIPOTOTUI 6AraTOLiILOBOTO aHaJi3aTOpPa MEPEXKEBOTO Tpadiky. Foro
BUXiHUI KOZ, Ta AeTasbHi IHCTPYKLi 1O BUKOPUCTAHHSI OIy6JlikoBaHi Ha pecypci Github. Exzemmiisip npotoTuny
OyJ10 BIIPOBAIKEHO B €KCILIyaTallilo y POJli CUCTEMU BUSIBJIEHHS] MEpPeXXeBUX 3arpo3 y komnasii TOB «HBII

«Papixc», mo cnenianisyeTbCsl Ha pO3po01li arnapaTHoOTro 3adbe3nevyeHHs A1 AEC.

2. The dissertation is dedicated to the study of methods for assessing and improving the robustness of artificial
intelligence-based systems for detecting malicious network traffic against adversarial influences, taking into
account the semantics of potential attacker actions. The main objective of the dissertation is to develop a
detection system for traffic samples of botnets and other related types of malicious software with enhanced
resistance to deliberate evasion attempts and formally verified robustness metrics. Unlike related works in the
field of network data analysis using Al models, which primarily focus on improving classification accuracy, this
research addresses a pressing scientific and practical challenge—enhancing the resilience of detection systems
against potential adversarial attacks aimed at concealing malicious network activity. The study also provides
robustness evaluations of network flow classifiers against such attacks, validated using formal verification
methods. For the first time, the criterion of local robustness for network traffic classifiers has been formalized and
verified through automated proofs (or refutations) of the satisfiability of model constraints using an SMT solver.
This approach enabled a reliable assessment of the threat detection system's resilience to perturbations in input
data. Additionally, a universal method for formal verification of deep neural networks with piecewise-linear
activation functions was developed for the first time. It is based on representing the computational graph of the
neural network as a simplified SMT formula constructed incrementally by solving local SMT problems for
activation functions and verifying the possibility of their identical substitution with linear functions. To enhance
both the accuracy and robustness of classification models, the work advances a method for generating artificial
examples and augmenting datasets by adapting the Fast Gradient Sign Method (FGSM) to the feature space of
network flows. This technique aims to evaluate and improve the resilience of malicious traffic detection systems
against adversarial attacks. During the research, traffic classifiers based on machine learning algorithms and neural
networks were trained using various network datasets. An extended dataset was constructed by combining
multiple public datasets for training and testing purposes. Using the resulting classification models, a prototype of
a multi-purpose network traffic analyzer was developed. Its source code and detailed usage instructions have been
published on GitHub. A prototype instance has been deployed as a network threat detection system at Radics LLC,
a company specializing in hardware development for nuclear power plants.
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