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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

IHTenexTyanizauis nporpamHoro 3abesneyeHHs [HTEpHETY peueit

Ha3sBa po6oTH aHIJIilICbKOIO:

Intellectualization of software for Internet of things

PedepaT ykpaiHCbKOIO:

3BiT micTuts 173 cTOPiHKY, 57 PUCYHKIB, 4 Tabnui, 127 mxepen. O6 €KTOM JOCTIIKEHHS € Mpolecu
inTesnexTyanisauii Ta inpopmauiiHi TexHosorii (IT) cTBOpeHHS pecypcoedeKTUBHUX Ta 6€3[1€YHUX CUCTEM
Intepuety peueii (Internet of Things, IoT). MeTta gocigkeHs noJarae B po3poolli HAyKOBO-MEeTOAUYHOr 0 anapary
17151 TOGY,0BU [IPOrPAMHOr0 3a0€3IE€4EeHHS «PO3YMHUX» 00'€KTiB B KOHLIEILii IHTEpHETY pedell 3 ypaxyBaHHIM
eHeproe(eKTUBHOCTI MOXJIMBUX BapiaHTIB pillleHb y CIiBBiIHOLEHH] 10 KpUTUYHOCTI 3aXUCTy iHpopMmallii Ta BTpart,
IO SIKUX MIPU3BEJe IPUMHATTS HEPALliOHANILHUX PillleHb. Pe3ysibTaTy MPOBENEHUX NOCiIKEHb — BUKOHAHO aHaJi3
Cy4aCHOTO0 CTaHy pob6JyieMU CUCTeMaTU3allil Ta CTaHAAPTU3aLlil €JIeMeHTIB TEXHOJIOTii pO3pOOKY 3HaHHS
OPiEHTOBAHOIO IPOrPAMHOTO 3a6e3Me4YeHHs IHTEPHETY pedeli, PO3IJISIHYyTO OCHOBHI €JIeMEHTH PEKOMEHI0BAHOI
MCE-T eranonHnoi mogesi 0T, onucaHo HasiBHI Ta NEPCIEKTUBHI 3aCO0U PO3POOKU CUCTEM [HTEPHETY «PO3yMHUX»
peuelt Ha 6a3i eTasoHHOi Mozesi [0T; B Mexkax rpoiecy po3podku «po3ymHux» enemeHTiB IT IoT cipoekToBaHo
iHTesIeKTyasIbHi KOMIIOHEHTH [1J14 afanTauii pyHKLIiOHAIbHOI MOZE, 1110 BXOOUTD 10 CKJIaZy €TajloHHOI mogedi IoT;
N06YIOBAHO PO3IIMPIOBAHY OHTOJIOTiI0 OCHOBHUX KOHLENTIB 17151 popmMartizaliii B3aeMoii mporpaMHuX areHTiB B
mexax [oT cucremuy; 3anporioHoBaHa «4 + 1» napagurma popmyBaHHs Ta OLiHIOBaHHS SIKOCTi [13 [HTepHeTy peueil,
3acHOBaHa Ha meTtopoJorii Model checking Bepudikariii 3 BUKopucTaHHsIM MYJIbTUIHBAPiaHTIB; 3alIpOIIOHOBAHO
KoHIlen1io BukopuctanHs Blockchain gis 3a6e3neyenns 6e3nexku B3aemoii 06’ekTiB [0T SK 4aCTMHU IOBHOTO
sioricTuyHoro jaxuora. [IpoeeeHo anpoballito pe3ybTaTiB JOCTIIPKEHHS. Y MOAAIbIIOMY MJIaHYETbCS
IIPOJIOBXXUTH POOOTY B HANIPSIMKY JOCJIJI)KEHHS PO3BUTKY CUCTEM [HTEpHETY «pO3yMHHUX» peyeil B Mexax
€KOCHCTEMHOI TeOPii eBOJIOL|], IPUAIINTY yBary NUTaHHAM OLiHKU «3€JIEHOCTI» eJleMeHTIB cuctem [oT i1 mgxam
IIOKPAIIEHHSI €KOJIOTIYHMX XapaKTepPUCTUK Takoro I13, MeToaM HaBYaHHS Ta JOHABYaHHS PO3YMHHUX 00'€KTiB B

Mexkax KoHilermnii [IoT, a Tako>k 3acobam IifgBuIeHHs 0e3leKy gaHux B cucremax [oT.

Pedepar aHr1ilicbKOIO:

The report contains 173 pages, 57 figures, 4 tables, 127 sources. The object of research is the processes of
intellectualization and information technology (IT) of creation of the resource-efficient and safe Internet of Things
(IoT) systems. The purpose of research is to develop a scientific and methodological apparatus for "smart" objects
software building in the IoT concept, taking into account the energy efficiency of possible solutions in relation to
the critical protection of information and losses that will be lead to by irrational decisions. The results of the
research - analysis of the current state of the problem of systematization and standardization of elements of
technology for developing knowledge-oriented IoT software, the main elements of the recommended ITU-T
reference model IoT are considered, existing and promising tools for Internet systems of "smart" things developing
are described; within the process of developing "smart" elements of IT 0T, intelligent components have been
designed to adapt the functional model that is part of the reference IoT model; an expandable ontology of basic
concepts for formalizing the interaction of software agents within the IoT system is developed; the "4 + 1" paradigm
of formation and evaluation of the quality of the IoT software, based on the methodology of Model checking
verification using multiinvariants is proposed; the concept of using Blockchain to ensure the security of interaction
of IoT objects as part of the complete logistics chain is proposed. The results of the research were tested. In the
future it is planned to continue work in the direction of studying the development of Internet systems of "smart"
things within the ecosystem theory of evolution, to pay attention to assessing the "greenness” of IoT systems and
improving the environmental performance of such software, methods of learning and additional learning of smart



objects I0T, as well as tools for improving data security in IoT systems.
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pimeHs y criBBinHOmEHH] 0 KpUTUYHOCTI 3axucTy iHdopMalii Ta BTpaT, A0 SKUX [IpU3BeJie IPUNHHSTTS

HepalioHaJbHUX PillleHb

Hazpa HTII aHrsi#chKoIO: A scientific and methodological apparatus for "smart" objects software building in
the IoT concept, taking into account the energy efficiency of possible solutions in relation to the critical protection
of information and losses that will be lead to by irrational decisions.
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