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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MopenmoBaHHs coLio-Kibepi3suiHUX CUCTEM

Ha3sBa po6oTH aHIJIilICbKOIO:

Modelling of socio-cyber-physical systems

PedepaT ykpaiHCbKOIO:

O6'eKTOM JOCIIIIKEHHS € 6araTOKOHTYpHA cUCTeMa 6e3neKr iHpOopMaLifHYX B3aeMOJiN y colioKibepdisnyHmux
cucremax. Jlii 3 agananii Ta eBosmonii NoBUHHI 6yTU OLiHEHi 0 ix peasnizauii B KepoBaHiil cuctemi, moo
3a6€3Me4YnTH CTiMKIiCTh IO BiZMOBY ITpY MiHiMi3alii pusukiB. OTXe, MU3aiH COLioKibepPi3nyHNX CUCTEM NTOBUHEH
3a0e3ne4yyBaTy He TiJIbKY HaJiliHy aBTOHOMHICTb, a I eKCIUlyaTalliiiHy CTifKiCTb [0 BiIMOB Ta 6€3IeKHU.
[IponnoHOBaHMUM MifXil TPYHTYETHCS HA KOMILJIEKCYBAHHI LIiIbOBUX (3MillIaHMX) 3arp0O3 HA OCHOBi CUHTE3Y TEXHIYHUX
Kibep3arpos i3 MeTogamu coliasbHoi iHkenepii. Takuil minxin 3abesnedye MOXIINBICTb (POPMYBaATH IUHAMIUHY
MoJesib 6€3eKY Ha OCHOBI aHaJIi3y B3aeMO/ii Pi3HMX areHTiB y coLioKibepisuiuHUX CUCTEMAX, 1110 JO3BOJISIE
NiABUIIWTY PiBEHb NPOTUII LiNnbOBUM (3MilIaHMM) Kibep3arpo3am. HaBeieHi pe3yibTaTu MOJE/IIOBAaHHS
I'PYHTYIOTbCS Ha 3aIIPOIIOHOBAHIN Kiacudikalii 3arpo3 MeTofiB coliasbHOi iHKeHepii, o J03BoJIsie
Kibep3710BMiCHMKAM 3a6€31eYnTy MMOBIPHICTh peasizallii 1iiboBuX 3arpo3 1o 95-98 %. 3anpornoHoBaHO
kilacu@ikallilo 3arpo3 Ha OCHOBI METO/IiB COLIia/IbHOI iHXXeHepii 103BOIUTH C(POPMYBaTH IOLATKOBUI IapaMeTp
006'eKTMBHOCTI LIiJIbOBUX 3arp03 3 YpaxyBaHHSIM iX KOMIUIEKCYBAHHSI Ta CMHeprii. [Ipy 1poMy IpefcTaBieHa MOAEIb
IIO3BOJIMTU CBOEYACHO 320€3MeYnTH 3HAaHHS MTPO MOXKJIMBICTh peasnisallii iTbOBOi aTaky Ta CBOEYACHO BXKUTU
IIPEBEHTUBHYX 3aX0JiB NpOoTUAii. Takuil Miaxin 703BOJIUTH IOKPAIIATYA KOMIJIEKC 3aXO0/IiB 3aXUCTY, & TAKOXK
CcBO€4yacHO chOpPMYBaTH MiABUILEHHS PiBHS MPOTUJAIi N€pCcOHANy KOMIaHii (opraHizauii, mianpuemMcTsa Touo)
3arposam coljiasbHOi iHkeHepii. Meta poboTu — po3pobka Moaesell conio-KibeppiznyHuX CrCTeM, CIIPSIMOBAHUX

Ha No6YyZ0BY cUCTeM 0e3IeKU Ta NiABUILEHHS piBHY ii epeKTUBHOCTI y Kibep- IpocTopi.

Pedepar aHIJ1iHCBKOIO:

The object of the study is a multi-circuit information interaction security system in sociocyberphysical systems.
However, adaptation and evolution actions must be evaluated before their implementation in a managed system to
ensure fault tolerance while minimizing risks. Therefore, the design of sociocyberphysical systems must provide
not only reliable autonomy, but also operational fault tolerance and security. The proposed approach is based on
the integration of targeted (mixed) threats based on the synthesis of technical cyber threats with social
engineering methods. This approach provides the opportunity to form a dynamic security model based on the
analysis of the interaction of various agents in socio-cyber-physical systems, which allows to increase the level of
counteraction to targeted (mixed) cyber threats. The presented modeling results are based on the proposed
classification of threats of social engineering methods, which allows cyber attackers to ensure the probability of
implementation of targeted threats up to 95-98%. The proposed classification of threats based on social
engineering methods allows to form an additional parameter of the objectivity of targeted threats, taking into
account their integration and synergy. At the same time, the presented model allows to provide timely knowledge
about the possibility of implementing a targeted attack and to take timely preventive countermeasures. This
approach will allow to improve the set of protection measures, as well as to timely form an increase in the level of
counteraction of the company's personnel (organization, enterprise, etc.) To social engineering threats. The aim of
the study is the development of models of socio-cyber-physical systems aimed at building security systems and
increasing the level of their effectiveness in the conditions of work in cyberspace.

Inpexkc YIK: 519.711.3, , 620.9.001.5; 620.9.001.57; 620.9.001.5:51-7; 620.9.001.5:007, 002:651.928(083.73)
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII ykpaiHCBKOIO: Cucrema 3axumeHoCTi iHpopmaniitHix B3aemofiii y coniokibepdisnaHmx

CHUCTEMAX.

Ha3zpa HTII anri#icbKo¥0: Information interaction security system in socio-cyber-physical systems.
HTII, sixy nepezn6ayasiocsi CTBOPUTH:

IIpuunnmu, yepe3s aki HTII ne 6ysi0 cTBOpeHoO:

OTpuMaHi pe3yJbTaTH: Meroau, Teopii

l'any3b 3acTocyBaHHs: Kibep6esneka

PeecTparifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: Pospo6ieno cucremy 3axuiieHoCTi iHbopMaliiiHux B3aeMoilt y coniokibepdisnynux cucremax. Ha
OCHOBI 3aIIPOIIOHOBAHOI MOJIeJli 3a0€e3I1e4yeThCsl PO3YMiHHS IPUUYMHHO-HACITKOBUX 3B'SI3KiB, 10 iCHYIOTb Y
coljiajIbHiM KOMIIOHEHTI COLiOKiOepi3sMUHUX CUCTEM, & TAKOX 3a0€3M1€4yeThCs aHAJII3 KJIACTEPiB ar€HTiB CUCTEMU Y
BUIJIsiAi 6aiieciBcbkoi Mepexki. Takuii nigxin GpopMmyBaHHS CUCTEMU 6€3ME€KU LO3BOJIMTh BpaXOBYBaTU CUHTE3
TEXHOJIOTI! Ta KaHaJliB B3aeMO/ii IMPKyJI004oi iHpopmaliii B coniokibepdisnuHux cucteMax. s KoXXHOi
n71aTGOPMHU COLiOKIOEPPiI3MIHUX CUCTEM ITPONIOHYETHCSI GOPMYBATU BHYTPIIIHIIN Ta 30BHIlIHI KOHTYpY 6€3I1eKH,
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