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I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0222U000456
Jep>kaBHUH peecTpauiliHUI HOMeP: 0121U114233
Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peecrtpamnii: 10-01-2022

II. Etran BukoHnauus JiP
Homep eramny: 1

Ha3Ba eramy: Po3poGeHHs TeOpeTUKO-MEeTOLUYHOr0 3a6e3nedeHHs iHpopmaliitHoi 6e3nexku B KibepisnaHux
CHUCTEMax, OCHOBI BUKOPUCTAHHSM MOCT KBAHTOBUX aJITOPUTMIB HA OCHOBI KPUITO-KOJJOBUX KOHCTPYKILi# Mak-

Enica Ta Himeppenrepa
IloyaTok eramy: 12.2021
3akiH4YeHHs eTamy: 12.2021

Bup, 3BiTHOr0 JOKYMEHTA: OCTaTOYHUIA 3BiT

I11. BinomocTi npo BukoHaBus JIiP

IloBHEe HaMEHYBaHHS IOPHIAHYHOI 0coou (a6o ITIB pizsnyHO0i 0COOH): XapKiBCbKUIl HALLIOHATIBHNIA

€KOHOMi4YHMH yHiBepcuTeT iMeHi CemeHa Kysnend

Kopg 3a €IPIIOY: 02071211

Micue3HaxoaKeHHS: npocnekT Hayku, 6ya. 9-a, M. XapkiB, XapKiBcbKuil p-H., XapKiBcbka 0071, 61166, Ykpaina
dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

Poamip opranisanii:

Tene(bou: 380577020304, 380577020717

IV. BizomocrTi npo cniBBUKOHaBLiB JIiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHYBaHHS IOPHIUYHOI 0coou (a6o ITIB ¢izuuyHO0i 0c06H): Bopotiios Borgan

BirasiiioBuya
Kopg 3a € PIIOY: 3408514615

Micuesnaxo,szeHHa: ByJI. KocapeBa, 6y, 22, kB. 24, M. XapKiB, XapKiBCbKUI p-H., XapKiBcbka 061., 61007,
Ykpaina

dopma BiracHocTi:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs
Poamip opranisaiii:

TenedoH: 380631255687

VI. II>)kepeJsia, HanpsiMu Ta o6csaru piHaHcyBauHs [IiP

IlincraBa pjist npoBenmeHHs JiP: 25 - norosip 3 disnunoo oco6orw. 3amosurkom HJIP (JIKP) BucTynae

(dism4Ha 0c0063a, 3a paxyHOK KOIITIB SIKOi BUKOHY€ETLCSI pOOOTa

Hanpsam Q)iHchyBaHHH: 2.2 - IpUKJIaAHi JOCTiIKEeHHS i pO3pOOKHU
Jxkepesa (l)iHaHCYBaHHﬂ

7704 - Bj1aCHi KOITH, KOUITH IMiJIPHEMCTB, YCTaHOB, OpraHisamnii, ¢pisuyHoi 0cooH Ha

BHUKOHAHHS iHilliaTHBHHUX POOIT

QakTuunMit 06car ¢piHaHcyBaHHS (THC. TPH.): 12.000




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Mopeni i meTonu 3axucty iHpopmalii B KibepdiznuHux cucremax

Ha3sBa po6oTH aHIJIilICbKOIO:

Models and methods of information protection in cyber-physical systems

Pedepar yKpaiHCBKOIO:

Y po6oTi NpoBeAEeHU aHaJIi3 3arp03 B YMOBax CTPIMKOTO 3pOCTaHHs 00YUCIIIOBAJIBHUX PECYPCIB. 3aIIPOIIOHOBAHO
cxeMy yHidpikoBaHoro kinacudikaTopa 3 ypaxyBaHHSIM CUHEPreTUYHOI MOZeJIi 3arpo3 Ta eKOHOMIYHUX BUTPAT Ha
3a6e3nevyeHHs] HeoOximHOro piBHS 6e3reku B KibepdisnyHux cuctemax. Merta JoCimKeHHs — PO3pO06IeHHS
TEOPETUKO-METOIUYHOrO 3abe3rnedeHHs iHpopMalLliiiHOi 6e31eKu B Kibep(PisnyHUX CUCTEMAaX, OCHOBI
BUKOPUCTAaHHSM I1OCT KBAHTOBUX aJITOPUTMIB Ha OCHOBI KPUIITO-KOJOBUX KOHCTPYKLi Mak-Ejica Ta
Hineppeiirepa. O6’eKT IOCiIKEHHS — MPOLIECU MiBULEHHS CTIHKOCTi, OTIEPAaTUBHOCTI Ta BipOTiTHOCTi
KibepQisMuHUX CUCTEM IIPM BUKOPUCTAHHI pi3HUX KaHAaJiB 3B's13Ky 3aCHOBAHUX Ha aJropiTMax KPUITO-KOJOBUX
KOHCTPyKLi [IpeameT NOCiI)KeHHs — aJITOPUTMU MiIBUIIEHHS KOHQPiNEeHUiNHOCTI i cTilKocTi iHdopMalii B
Kibep(}ismuHUX cucTeMax Ha OCHOBI JIoTKu-BospTeppu "xrKak->kepTBa"[JoBe1eHO, 110 BUKOPUCTaHHS KaHAJIiB
KibepIpoCTOpYy BUMarae BUKOPUCTaHHS KPUIITOTpadiuHMX CUCTEM - KPUIITO-KOIOBUX KOHCTPYKLii Mak-Enica ta
Hineppaiitepa, siki 3a6€3I1€e4yl0Tb BUMOTH 0 CTilIKOCTi Ta iHTErpoBaHoO (I0AATKOBO) 326€311€4yI0Th BipOTiIHICTb Ta
ONEPATUBHICTb JOBeLeHHS iHpopMalii. [TpoBeeHo focaimyKeHHsl TPaKTUYHOI peaisallii 3arporoHOBaHOTO
IiAxomy Ta OTPMMAaHO OLIIHKM piBHSA 6e3rexu Kibepdiznynoi cuctemu. Opepskany noaaabUni pO3BUTOK iMiTaliliHe
MOJIEJIIOBAHHS AMHAMIKY PO3BUTKY CUCTEMMU "XM>KAaK->KEPTBA" 110 [O3BOJIUJIO HE JIMLIE Bi3yasidyBaTy 3aJ1€5KHOCTI,
1[0 iCHYIOTb MK “XIDKakamu” Ta “KepTBaMU’, @ I BU3BHAYMTU HAMIPSIMU OCTIIIKEeHb, Y PAMKaX SIKUX MOKHA
I0OMBATUCS 3HIDKEHHS JUHAMIUYHMX I0Ka3HUKIB MOBEAiHKY CTOPiH KibepKOHPIIiKTy. OCHOBHI pe3yJbTaTu
OTPUMaHHI B X07Ii IPOBEJEHOr0 AOCiIPKEHHS BIIPOBaIKeHi y AisyibHicTs POIT Bopobiios , peasnizoBaHi B
HaByasbHOMY Ipoueci XHEY im. C. Ky3Hels B HaB4asIbHIN gucuumini: “TexHosorii 3axucty iHgpopmanii”. MAK-
EJIIC, HIIEPPAUTEP, TEOPETMKO-KOJIOBI CXEMU, KIBEPOIZUYHI CUCTEMU JIOTKA-BAJIbTEPPA,
BIPOI'TIHICTD, CKPUTHICTG.

Pedepar aHr1ilicbKOIO:

The analysis of threats in the conditions of rapid growth of computing resources is carried out in the work. a
scheme of a unified classifier is proposed, taking into account the synergetic model of threats and economic costs
to ensure the required level of security in cyberphysical systems. The purpose of the study is to develop
theoretical and methodological support for information security in cyberphysical systems, based on the use of
post-quantum algorithms based on crypto-code constructions of McEllis and Niederreiter. Object of research -
processes of increasing the stability, efficiency and reliability of cyberphysical systems using different
communication channels based on algorithms of crypto-code constructions Subject of research - algorithms to
increase the confidentiality and stability of information in cyberphysical systems based on Voltaire's "predator-
victim" trays It is proved that the use of cyberspace channels requires the use of cryptographic systems - crypto-
code structures (additionally) ensure the reliability and efficiency of proof. A study of the practical implementation
of the proposed approach and estimates of the level of security of the cyberphysical system. Simulated modeling of
the dynamics of the predator-victim system was further developed, which allowed not only to visualize the
relationships between "predators” and "victims", but also to identify areas of research in which to reduce the
dynamic behavior of cyberconflict parties. The main results obtained during the study are implemented in the
activities of FOP Vorobyov, implemented in the educational process of KhNEU. S. Kuznets in the discipline:
"Information Security Technologies". MAC-ELIS, NEDERWRITER, THEORETICAL CODING SCHEMES,
CYBERPHYSICAL SYSTEMS, LOTKI WALTERRA, PROBABILITY, SECRET.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII ykpaiHCBKOIO: MeToy oniHku 6e3mneku KibephisnaHnX CHCTEM Ha OCHOBI Mozeri JIOTKu-

BosbTeppu "xukak->kepTsa”

Ha3zpa HTII anrsiiicbKo10: Method of assessing the security of cyberphysical systems based on the Lotki-

Volterra model "predator-victim"

HTII, sixy nepen6a4asiocsi CTBOPUTH:

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:

OTpHMaHi P€3yJbTaTH: MeToauyHi JOKyMeHTH, [IporpamMHi IpoayKTU
T'any3b 3acTOCYBaHHS: KiGep6eanexa

PeecTpanifiHuii HOMep KapTKH TE€XHOJIOTIi:

Onuc HTII: [TponnoHOBaHMI METO/, Ha BiAMiHY Bif] iCHyI0UMX [JO3BOJISIE NABATHU OLiHKY PiBHSA 6€3MeKu
Kibep@izuuHUX CUCTEM i cuCTeM Oe3IeKy, 1110 PO3BUBAIOTHCS, TOOTO. TPOBOAUTHU AVHAMIUYHE OLiHIOBAHHS, a He

CTaTUYHE, SIK IPOIIOHYBAJIOCH Y MTONEPENHIX JOCIiIPKEHHSIX.

ConjiasibHO-eKOHOMIYHA CHpﬂMOBaHiCTb HTII: 3a6e3neyenHs mpoMUCIOBOCTI YU HACEIEHHS] HOBUM

BUJIOM iHpOPMaLiiHO-KOMYHIKaLiTHUX MTOCIIYT

Bnyins HTII Ha moBKiJjis:

BnposaaskeHHst HTII: Briposampkeno

ITpakTuyHa peasnizanis HTTI
ITouaToK eramy:
3aKiHYeHHs eTaly:

Crno>kuBavi NPOAYKILii:

IlepcrieKTHBHI pUHKH:

XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:
IIpaBa, 0 HaAI0THCS iHBECTOPY MiCJIsA 3aBEPIIEHHSI POOOTH:
HasaBHicTb 0i3Hec-1JIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IToTeH1iaIbHUE 0OCST IIPOJASKY, THUC. TPH..
OuikyBaHHI TepMiH OKYIHOCTi (pPOKiB):

JopaTtkoBa iHdpopmamist:
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