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Jep>kaBHUH 00J1iIKOBHI HOMeP: 0225U001570

Jep>kaBHUH peecTpaniliHui HOMep: 0123U101034

Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peecrtpaunii: 03-02-2025

II. Etran BukoHnauus JiP
Homep eramny: 1

Ha3sBa eramny: JlocnimkeHHs: 0COGINBOCTE! KPUTHYHUX IHPPACTPYKTYP; GOPMYBaHHS BUMOT [0 (PyHKI[IOHAIBHOI
CTiliKOCTIi iX iH(pOpMaLIifHUX CUCTEM Ta pillleHb 0 3a6e3MeYeHHI0 iHpOPMaLIITHUX MOTPEO KOPUCTYBAYiB PiZHUX

PiBHIB yIIpaB/IiHHA.
IToyaToK eramy: 01.2023
3akiHYeHH4 eTamy: 12.2023

Bup, 3BiTHOr0 JOKYMEHTA: [IpoMiXHMIA 3BiT

I11. BinomocTi npo BukoHaBus JIiP

IloBHe HaliMeHYBaHHS IOpUAUYHOI 0coou (200 ITIB ¢izumyHOi 0c00H): [HcTUTYT MPO6IEM peecTpauii

indopmanii HanionanpHoi akapemii Hayk Ykpainu

Kopg 3a €IPIIOY: 03771755
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InenTudikarop ROR: He zacrocosyerscs

Poamip opranisanii:
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IV. BizomocrTi npo cniBBUKOHaBLiB JIiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHyBaHHS IOPHAHYHOI 0coou (a6o ITIB PpizuuHO0i 0c06H): HaujoHanbHa akasemis Hayk

Ykpainu

Kopg 3a €EIPIIOY: 00019270

Micuesnaxo,szeHHa: ByJI. Bononumupceka, 6ya. 54, m. Kuis, 01601, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: [Ipesuais HauioHanbHoi akagemii Hayk YKpainu
ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

TenedoHn: 380442343243

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)
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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MartemaTuyHe MOZEJIOBAaHHS, METOU Ta iHOpMaLiiHO-KOMYHIKaLiliHi TexHoJIOrii 11 3a6e31e4eHHs CTIHKOCTi
KpPUTWUYHOI iHppacTpyKkTypu. Po3zin 2. Po3pobyieHHs i OCTiIKeHHS METO/iB 3a0e3nedeHHs GYHKIIOHAIbHO]

cTilikocTi iHpopMaLiiHMX CUCTEM KPUTUYHUX iHPPaCTPYKTYP.

Ha3zBa po6oTH aHTIJIilICbKOIO:

Mathematical modeling, methods and information and communication technology to ensure the stability of critical
infrastructure. Section 2. Development and research of methods for ensuring the functional stability of
information systems of critical infrastructures

Pedepat ykpaiHCbKOIO:

JocnigsxeHo 0co6a1BoCTi KpUTUYHUX iHPpacTpyKTyp (KI). O6rpyHTOBaHO, 10 (PYHKIiOHAIbHA CTIMKICTb €
HeOOXiJIHOI0 XapaKTeprCTUKOIO iHpopMaLifiHUX cucTeM 00'€KTiB KpUTU4HOI iHPpacTpykTypH (IC OKI), mo
3abe3rnevyye BUKOHAHHS 33/laHuX QYHKIIi B YMOBax BUHUKHEHHSI ab0 MPOsiBJIeHHS epeKTiB IporpaMHO—anapaTHUX
3aco0iB, sIKi TPU3BOIATH A0 300iB Ta BiIMOB. BusHaueHO I (pOpMali3oBaHO NOHATTS QYHKIIOHAMNBHOI CcTilKOCTi IC.
3anponoHoBaHO 3abe3neyeHHs PyHKLioHaNbHOI cTifikocTi IC OKI po3risgaTyu sk npouec niATpUMKU IIOTOYHOTO
BeKTOpa siIKocTi BuUKoHaHHs [C QyHKUilM y BU3HAUeHUX iHTepBasax y 3afaHuil niepiof] yacy 3aBIsIKU akTUBallii
CIIeLliaJIbHUX 3acO06iB i MEXaHi3MiB )KUBYUOCTi. 3aIIPOIIOHOBAHO 3aCTOCYBAHHS CYy4aCHUX IIPAKTUK KibepOe3neKu mJis
nigBuieHHs ¢yHKLioHanpHOI cTiikocTi IC OKI Ta KpUTUYHOI iHPPaCTPYKTYypH B LIJIOMY . 3alIpDOIIOHOBAHO
nposoputy iHTerpauiio IC OKI B IC kpuTru4HOi iHpacTPyKTypu MIJIIXOM YTBOPEHHS €AUHOrO iHpopMaLliiHOro
IIPOCTOPY, 1110 3a6€31€4YUTh iHTepOorepadebHICTh Ha BCiX piBHAX MogeJli. 3anponoHoBaHo as 06'egHaHHs IC OKI B
Macmrabax €11 BUKOPpUCTOBYBATU €TaJIOHHY MOZEJb, 3arajlbHi ITpaBujia Ta METOLY 3a0€3I1eYEeHHS
iHTepornepabesbHOCTI Ta CyMiCHOCTI HA6OPiB reONPOCTOPOBUX JAHUX i reoiHpOpMalifiHAX CEPBICiB.
3anpornoHoBaHO MeToAuKy GopmMmyBaHHs iHpopMaLiiiHoro pecypcey €II1 IC OKI, sik iepapxii B3aeMoNnoB’s13aHUX
inpopMauifiHUX 06’€KTIB Pi3HOTO piBHA y3arajbHEHHs 1115 pi3HUX piBHIB Kopuctysauis IC OKI, mo no3Bosisie
e(eKTMBHO BU3HAYaTU Ta 3a/10BOJIbHATHU iHpopMaliiiHi noTpe6u (II1) kopucTyBauiB pi3HUX PiBHIB. 3aIpOIIOHOBAHO
nigxonu no mogjesntoBaHHs II1 Ha OcHOBI QYHKIIIOHANBHOI IEKOMIIO3KLLil, OHTOJIOTI}, PEKOMEHAYIOUNX CUCTEM.
3arpoIroHOBAHO METOAY MiABUIIEHHS TOYHOCTI Ta JOCTOBIPHOCTI JAHUX MOHITOPUHTY: 1J1s1 HEPIBHOTOYHUX JAHUX,
110 HAAXOIATD Bifl TEXHIYHUX JKEpeJl, - CEpeIHbOBAaroBe apupMeTUYHE yCEPENHEHHS HEPIBHOTOYHUX BUMIpIOBaHb,
HU3bKOYACTOTHA (PisbTpallisl psiiy NOCAiLOBHUX AAHUX, 3TJIQIKYBaHHS Py JaHUX; IJ18 JaHUX SKiCHOTO XapaKTepy,

110 OJHOYACHO HaAXOISTh Bifl Pi3HUX IKepes

Pedepar aHIJ1iiCBKOIO:

The features of critical infrastructures (CI) are studied. It is substantiated that functional stability is a necessary
characteristic of information systems of critical infrastructure objects (IS CIO), which ensures the performance of
specified functions in conditions of the occurrence or manifestation of software and hardware defects that lead to
failures and failures. The concept of functional stability of IS is defined and formalized. It is proposed to consider
ensuring the functional stability of IS CIO as a process of maintaining the current vector of quality of IS functions
in certain intervals in a given period of time due to the activation of special means and mechanisms of survivability.
It is proposed to apply modern cybersecurity practices to increase the functional stability of the IS CIO and critical
infrastructure as a whole. It is proposed to integrate the IS CIO into the IS of critical infrastructure by creating
unified information space (UIS) that will ensure interoperability at all levels of the model. It is proposed to use a
reference model, general rules and methods for ensuring interoperability and compatibility of geospatial data sets
and geoinformation services to unify the IS CIO on the scale of the UIS. A methodology for forming the information
resource of the UIS IS CIO as a hierarchy of interconnected information objects of different levels of generalization
for different levels of users of the IS CIO, which allows effectively determining and satisfying the information



needs (IN) of users of different levels, is proposed. Approaches to modeling IN based on functional decomposition,
ontologies, and recommender systems are proposed. Methods for increasing the accuracy and reliability of
monitoring data are proposed: for unequally accurate data coming from technical sources, - weighted arithmetic
averaging of unequally accurate measurements, low-frequency filtering of a series of consecutive data, smoothing
of a series of data; for qualitat

Inpexkc YIK: ,, 004.5

Koau TemaTHYHHUX PYOPHK: 20.56.03, 20.57.01
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII yKpaiHCBKOIO: MeTo/y MiiBUIEHHS TOYHOCTI Ta JOCTOBIPHOCTI IAHNX MOHITOPHHTY. MeToauka
¢opmysanHs iHpopmauiinoro pecypcy €II1 IC OKI

Ha3zpa HTII aHri#icbKo¥0: Methods for increasing the accuracy and reliability of monitoring data.
Methodology for forming the information resource of the UIS IS CIO

HTII, sixy nepen6a4asiocsi CTBOPUTH:

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:

OTpHMaHi P€3yJabTaTH: MeToau, Teopii, MeToaNYHI OKyMEHTH, AHaIITUYHI MaTepiain
FaJIy3b 3aCTOCYBaHHSI: [HdopMaLiiiHa CTPYKTYPa KPUTUIHUX iHPPACTPYKTYP
PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Onuc HTII: 3anpoIroHOBAaHO METOH MMiIBUIIEHHS TOYHOCTI T JOCTOBIPHOCTI JAHMX MOHITOPUHTY: [JI5
HEpIBHOTOYHUX JAHUX, 0 HAOXOAATh BiJl TEXHIYHUX [KEPEJ], - CEPEIHbOBArOBe apu(PMETUIHE YCEPEeIHEHHS
HEpiBHOTOYHUX BUMipIOBaHb, HU3bKOYACTOTHA (iIbTpaLisl psiAy MOCIiLOBHUX aHUX, 3[JIaJIKyYBaHHS PALy JAHUX;
IJIs1 JAHUX SIKICHOTO XapaKTepy, 0 OGHOYACHO HAIXOIATh Bifl PI3HUX [IKEPEJ y BUTJISA1 YMCIIA YU JIIHTBICTUYHUX
3Ha4€Hb, - METOJY TEOPIii MOXKJIMBOCTEN. 3alIPOIIOHOBAHO METOAUKY (OpMYBaHHs iHpopmaliiiHoro pecypcy €1IT IC
OKI, sk iepapxii B3aeMONOB’s13aHUX iH(POPMaLiIHUX 06'€KTIB Pi3HOTO PiBHS y3arajJbHEHHS 111 Pi3HUX PiBHIB
kopuctyBauiB IC OKI, mo no3Bosise epeKTUBHO BU3HAYATH Ta 33[10BOJIbHSITH iHPOPMaLiliHi TIOTpebu KOpHCTyBadiB

Pi3HUX PiBHIB.
ConiannbHO-eKOHOMIYHA crpsimoBaHicTh HTII: [linsumenns pesnnbeHTHOCTI KpUTMYIHUX iHPPACTPYKTYP
BnyiuB HTII Ha moBKiJjjis:
BnposapaskeHHs1 HTII: He snpoBamxeHo
IIpakTHyHa peasnisanis HTII
IToyaTok eramy: 01.2023
3aKkiH4yeHHs eTamy: 12.2023
Crio>KHuBavi NPOAYKILii:
IlepcnekTHBHI pUHKHU:
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IloTpiGHMI 0GCAT iHBECTHILiH, THC. TPH.:
IIpaBa, 0 HaJAIOTHCS iHBECTOPY IIiCJIsI 3aBepIIeHHs POOOTH:
HasaBHicTb Oi3Hec-1JIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IloTeH1iaIbHUE 0OCAT IIPOJASKY, THC. TPH..
OuikyBaHHI TepMiH OKYIHOCTi (pPOKiB):

JopaTtkoBa iHdpopmanist:
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