O6J1ikoBa KapTKa [IiP

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0222U000150

Jep>kaBHUH peecTpauiliHUI HOMeP: 0121U113832

Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peecrtpaunii: 03-01-2022

II. Etran BukoHnauus JiP
Homep eramny: 1

Ha3sBa €Tamy: Po3po6jeHHs MaTEMAaTUYHOTO Ta aJITOPUTMIYHOTO 3a6€311€YEHHS CTEKY IIPOTOKOJIIB KBAHTOBOTO

pOSHOﬂiJ'[eHHﬂ KJ'[IO‘IiB; aHaJi3 aTak Ha KBAaHTOBi CUCTEMU pOSHOﬂiHeHHH KJIIOYiB IO OIITUYHOMY BOJIOKHY.
IToyaTok eTamy: 11.2021
3akiH4YeHHs eTamy: 12.2021

Buz 3BiTHOrO AOKYMEHTA: OCTaTO4HMIA 3BiT

I11. BizomocTi npo BukoHaBus JIiP

IToBHe HaliMeHYBaHHSI IOPUAHUYHOI 0co0H (a6o ITIB ¢izuyuHOi 0c00H): [lepskasuuii yHiBepcuTer

iHTesIeKTyalIbHUX TEXHOJIOTIH i 3B'S13Ky

Kopg 3a €IPIIOY: 43997335

Micue3HaxoaKeHHS: ByJ. Ky3neuna, 6yz. 1, m. Ozeca, Opecpka 0631., 65029, Ykpaina
dopma BaacHoOCTI:

Cdepa ynpaBitiHHS: MiHictepcTBo OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs

Poamip opranisarii:

Tenedon: 380487050431, 380487050333

IV. BimomocrTi nnpo criiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHYBaHHS IOPUIUYHOI 0coou (a6o ITIB ¢izuyHO0i 0c00H): MinicTepcTBO OCBiTH i HayKK
Ykpainu

Kopg, 3a EJPIIOY: 38621185

Micuesnaxo,szeHHa: npocnekt I[lepemoruy, 6yz. 10, M. Kuig, 01135, Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: KaGiser MiicTpis YkpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

TenedoH: 380444813221

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hanpsm ¢inaHcyBaHHS: 2.5 - nporpamu i 1poekTH y cepi MiKHAPOIHOrO HayKOBO-TEXHIYHOTO

CHiBpOGITHULTBA
I>xepesia ¢piHaHCYBaHHS

7713 - KOIITH eP>KO0I0AKeTy

Kopg, nporpamnoi kinacudikanii BuaaTKiB i KpeauryBaHHs (KIIKBK): 2201380

dakTHyHui 00csar ¢piHaHCyBaHHs (THC. rpH.): 160.000




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Cucrema nepeiaBaHHsI CEKPETHOTO KJI0Ya Ha OCHOBI IIPOTOKOJIiB KBAHTOBOI Kpurnrorpadii

Ha3sBa po6oTH aHIJIilICbKOIO:

Secret key transmission system based on quantum cryptography protocols

Pedepar yKpaiHCBKOIO:

O6’ekTOM JOCTiIXEHHS € 6e3leYHa CUCTeMa KBAHTOBOTO PO3IOIisIEHHS KJIOYiB [0 ONTUYHOMY BOJIOKHY. MeTO10
[IPOEKTY € CTBOPEHHS EKCIIEPUMEHTAIbHOIO 3pa3Ka CUCTEMU II€PEJABAHHSA CEKPETHOTO KJII0Ya HA OCHOBI
IIPOTOKOJIiB KBaHTOBOI Kpunrorpadii. Po3ryisiHyTo 0oCHOBHi crioco6u 3HiMaHHS iHdopMallii 3 OIITUYHOTO BOJIOKHA,
SKi MOXYTb OyTU BUKOPUCTAHI [17151 TAaCMBHUX aTaK HAa CUCTEMU KBAaHTOBOT'O PO3IIOZiJIE€HHS KJII04iB. BCcTaHOBIIEHO,
10 HAKOiIbII Hebe3MeYHUM € KOMIIeHCALiHUI CII0Ci6 BHACIIOK CKIATHOCTI oro BusBieHHs. [IpoaHanizoBani
Pi3Hi BUIM aTak Ha CUCTEMU KBaHTOBOI Kpurnrorpadii. Po3risiHyTo oguH 3 epeKTUBHUX METO/iB ITPOTU i aTani
po3JiseHHs y1cia POTOHIB — BUKOPUCTAHHS CTaHiB IpUMaHKU. PO3IVISIHYTO MaTeMaTU4He OOI'PDYHTYBAaHHS Ta
[IpOaHaJIi30BaHi BiATIOBiAHI aJIrOPUTMU [JIS1 TPHOX €TAIliB CTEKY ITPOTOKOJIIB KBAHTOBOI'O PO3MOIiIEHHS KIIIOYiB.
[IpoananizoBaHO ajJirOPUTM OLIiHIOBAHHS PiBHA IIYMY B IIPOCISIHUX KJII0YaX JIETITUMHUAX KOPUCTYBadiB. PO3ryIgHyTO
IIMTaHHS BUOOPY PO3Mipy MiIMHOKMHY OiTiB, 5SIKi BUKOPHUCTOBYIOTH JIETITUMHI KOPUCTYBauyi 18 iX BiIKpUTOro
IIOPiBHSIHHS [TPY OLIiHIOBAHHS PiBHA MIyMy. 3 Li€l0 METOX BUKOHAHO OOYMCJIIOBAJIBHUAN €KCIIEPUMEHT Ta
IIpe/ICTaBJIeHi BilIOBiIHI pEKOMEHI0BaHi pO3MipH MiAMHOXMH 6iTiB. PO3IJISIHYTO 1Ba arOPUTMU MOIIYKY Ta
BUIIPABJIEHHS [TIOMUJIOK B [IPOCISIHUX KJII04YaX. JleTasbHO JOCTIIKEHO MUTAaHHS BUOOPY PO3MIipy GJIOKY /1S
QJITOPUTMY IOLIYKY Ta BUIIPABJIEHHS [IOMUJIOK Y 3QJIEXKHOCTI Bifl piBH4 myMy. Ha mifcraBi BAKOHaHUX PO3PaxyHKiB
PEKOMEHI0BaHi BifiNIOBiIHI po3Mipu 6J10KiB. [TpoaHani3oBaHO MaTeMaTUYHE OOI'PYHTYBaHHS POLENyPHU
igcrIeHHs CeKpeTHOCTI. Po3paxoBaHo iH(popMallilo MOPYLUIHKKA B 3aJ7IEXKHOCTI Bifi JOBXUHU (PiHAIBHOTO
CEKPETHOTO KJII0Ya IPY Pi3HUX 3HAYEHHSX JOJATKOBOTO IapaMeTpa 6e311eKU Ta BCTAHOBJIEHO, 110 [171S BAKOHAHHS
IIpoLieAypH MiJiBUILIEHHSI CEKPETHOCTI JOCTaTHbO BUOUPATHU LieH apameTp nopsaxy 0,1 npu noBxuHi piHanbHOro

KJ1t04a, 6inpmoi Hixk 40-50 6iTiB.

Pedepar aHIJIiHCBKOIO:

The object of research is a secure system of quantum key distribution on optical fiber. The objective of the project
is to develop an experimental model of a secret key transmission system based on quantum cryptography
protocols. The main methods of extracting information from optical fiber, which can be used for passive attacks on
quantum key distribution systems, are considered. It is cleared up that the most dangerous is the compensatory
method due to the complexity of its detection. Different types of attacks on quantum cryptography systems are
analyzed. One of the effective methods of counteracting the photon number splitting attack is the use of decoy
states. The mathematical background is considered and the corresponding algorithms for three stages of the stack
of quantum key distribution protocols are analyzed. The algorithm for estimating the noise level in the sifted keys
of legitimate users is analyzed. The question of choosing the size of a subset of bits used by legitimate users for
their open comparison when estimating the noise level is considered. For this purpose, a computer simulation was
performed and the corresponding recommended sizes of bit subsets were presented. Two algorithms for finding
and correcting errors in sifted keys are considered. The issue of choosing the block size for the search and error
correction algorithm depending on the noise level is studied in detail. Based on the performed calculations, the
appropriate block sizes are recommended. The mathematical background of the privacy amplification procedure is
analyzed. The eavesdropper's information was calculated depending on the length of the final secret key at
different values of the additional security parameter. It was found that to perform the privacy amplification
procedure it is enough to choose this parameter of 0.1 for the final key length greater than 40-50 bits.

Inpexc YIK: 65.012.8; 003.26; 004.56.5, 531:530.145
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Vasiliu Ye., Okhrimenko T., Fesenko A., Dorozhynskyy S. Passive Eavesdropping Attack of Several Intruders on
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