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II. Etran BukoHnauus JiP

Homep erany: 4
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IToyaToK eramy: 01.2024

3akiHYyeHHs eTamy: 12.2024

Bupz 3BiTHOTO AOKYMEHTA: [IpOMIXKHUIA 3BiT

I11. BizomocTi npo BuKoHaBus JIiP

IloBHe HaliMeHYBaHHS IOpHUAUYHOI 0coou (a6o ITIB ¢izmyHOi 0c06H): HauioHanbHMil TPAHCTIOPTHUIL

yHiBEpCcUTET

Kopg 3a €IPIIOY: 02070915

Micue3HaxoaKeHHS: ByJl. M. OMenaHoBuua-IlaBnenka, 6ym. 1, M. Kuis, 01010, Ykpaina

dopma ByracHoOCTI:

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu
Inentudikarop ROR: He zacrocosyerbcs

Po3mip opranisamii:
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IV. BimomocrTi nipo ciiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHYBaHHS IOPHAHYHOI 0coou (a6o ITIB pizuuHO0i 0c06H): HanjoHansHMit TpaHCTIOPTHUI

yHiBEpCUTET

Kog, 3a €EPIIOY: 02070915

Micue3HaxoaKeHHS: ByJ. M. OMengHoBuya-IlaBneHka, 6yz. 1, m. Kuis, 01010, YkpaiHa
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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

InpopmanifiHo-aHaniTUYHA [is/IBHICTD Ta (Pi3MKO-MaTeMaTUYHi MeToAM iHpopmalliiiHoi 6€e311eKu Ha TPaHCIIOPTi

Ha3sBa po6oTH aHIJIilICbKOIO:

Information analysis and physical-mathematical methods of information security on transport

PedepaT ykpaiHCbKOIO:

OG’eKT HocCiiKeHHS Ha YeTBepPTOMY eTari «TexHiuHi MeToau iHpopMaliiiiHoi 6e31eKu Ha TPAaHCIIOPTi» HAyKOBO-
mociinHoi poboTtu Kadenpu 3a Temoro «IHbopMaLiiHO-aHATITUYHA AisSJIbHICTD Ta Pi3NKO-MaTeMaTHU4Hi METOOH
iHpopmaliitHOi 6e3reKu Ha TPAHCIIOPTi» CTaJX MPOILECH BIPOBAKEHHS TEXHIYHUX MeTOiB iHhopMaIlifiHOi
6e3MeKH, 10 3aCTOCOBYIOThCS IJ1s1 6€3I1€KA aBTOMATU30BaHUX CUCTEM, I1I00YI0BU MoZesiel e(peKTUBHUX CUCTEM
3aXMCTy TPAHCIOPTHUX iHPOPMALITHUX MepeX. MeTa po6oTu — IOCTiIKEeHHS Ta y3arajJbHEeHHS TEXHIYHUX METOTiB
Ta 3aco0iB, 1110 BUKOPUCTOBYIOTHCSI B Cy4YaCHUX CUCTeMax 3abe3rnedeHHs iHdpopMaLiiiHOI 6e3reky aBTOMaTU30BaHNUX
CUCTEM [1J151 pO3pOOKH i BIpOBaJpyKeHHs Mozesieil iHdpopMalliiiHoi 6e31eKy TpPaHCIIOPTHOI ranysi. Metonu
IOCIIIKEHHS — METOAM TEOPii crucTeM, TeOPisa aHali3y, MOJEIOBaHHS Ta ONTUMI3allii poLeciB yrpaBiliHHS,
imiTauifiHe MoJeI0BaHHS, OPIBHAIBHUI aHAJIi3, BAKOPUCTAHHS MaTEMAaTUYHUX MOjieJlell n(PyBaHHS CTaTUYHUX
aTpubyTiB, po3pobka iHpopmaliiiHuX Mozeslell Ta METOIVK iX NOCIIiI>)KeHHs, @ TAaKOXK TEXHOJIOT] iX BIPOBalKeHHSI
y TPaHCIIOPTHY rajny3sb. [IpemMeToM AOCIiIpKeHHS € MeTOM i 3acobu 3abe3nedeHHs iHpopMaLifiHOi 6e31eKn Ha
TpaHCcnopTi. Pe3yspTaTty po60TU. PO3rISIHYTO Cy4acHi TEXHIUHI METOHY, 1[0 3aCTOCOBYIOTHCS [1J151 TOOYIOBU
epeKTUBHUX cucTeM iHpopmaliitHoi 6e31eKy aBTOMaTU30BaHMX CUCTEM, a CaMe BUSIBJIEHHSI Ta [10IIepeKeHHS
BTOPrHEHb Y TPAHCIIOPTHOMY cekTopi. [Tofasnbii fociaKeHHs: MOXKYTbh 6yTH CIIPSIMOBaHi Ha NOPiBHSJIBHUI aHai3
POBIVISIHYTUX TEXHIYHUX METO/IB 3aXUCTY iH(pOpMallil 3 METOI0 PO3POOKU TaKMX KOMOiHALi METOZ|B, SIKi JO3BOJISITh
yCyHyTH 260 MiHIMi3yBaTy iCHYI04i HEJJOJIIKY Cy4acHUX Mojienel iHpopmaniitHoi 6e3neku. JJoCKOHai CUCTeMU
BUSIBJICHHSI Ta TIOTIepe/I>KeHHs iHPOpMaliifHUX aTak MMOBUHHI BiAPi3HITUCS HU3bKOIO OOUKCIIIOBAIbHOIO CKIAHICTIO,
BHICOKOIO aJalITUBHICTIO, JOCTaTHbOIO CTIMKICTIO, MiHIMaIbHOIO KiJIbKiCTIO XMOHUX CIIPallbOBYBaHb, KOPEKTHICTIO,

BepudikoBaHICTIO Ta iH.

Pedepar aHIJIiHCBKOIO:

The object of research at the fourth stage ‘Technical methods of information security in transport’ of the
department's research work on the topic ‘Information and analytical activities and physical and mathematical
methods of information security in transport’ was the processes of implementing technical methods of information
security used to secure automated systems, building models of effective systems for the protection of transport
information networks. Purpose - to study and summarise the technical methods and tools used in modern
information security systems for automated systems for the development and implementation of information
security models for the transport industry. Research methods - methods of systems theory, theory of analysis,
modelling and optimisation of management processes, simulation modelling, comparative analysis, use of
mathematical models of encryption of static attributes, development of information models and methods of their
research, as well as technologies for their implementation in the transport industry. The subject of research is
methods and means of ensuring information security in transport. Results. Modern technical methods used to
build effective information security systems for automated systems, namely, detection and prevention of
intrusions in the transport sector, are considered. Further research may be aimed at a comparative analysis of the
considered technical methods of information protection with a view to developing such combinations of methods
that will eliminate or minimise the existing shortcomings of modern information security models. Perfect systems
for detecting and preventing information attacks should be characterised by low computational complexity, high
adaptability, sufficient stability, minimum number of false positives, correctness, verifiability, etc.

Inpekc YIK: 656:002, ,, 519.25, 004.056, 51-74
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII ykpaiHCBKOIO: KoHuenuii Ta HayKOBi OCHOBYM METOJIiB Ta 3aC06iB iHdOpMaLiitHOi Ge3nekn Ha

TPaHCIIOPTI

Haszpa HTII anrJi#icbKor0: Concepts and scientific foundations of methods and means of information

security in transport

HTII, sixy nepen6a4asiocsi CTBOPUTH:

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:

OTpHMaHi P€3yJIbTAaTH: MeTOANYHI JOKYMEHTH, AHAJIITUYHI MaTepiaau

FaJIy3b 3aCTOCYBaHHSI: OCBiTHS rajysb Ta MiJIIPUEMCTBA TPAHCIIOPTHOI rajysi. Pes3yibTaTu 3aCTOCOBYIOTHCS B
HaBYaJIbHOMY IIPOLECi 10 AucuMILIiHAX «IHopmaTnKa», «kKoMI'ioTepHa TexHiKa Ta IPOrpaMyBaHHSI»,
«InpopmaniiiHi cucrtemu i TexHosorii», «CUCTEMU IITYYHOTO iHTEIEKTY», IUCLMUILIIH HAIIPSIMKIB
«JJOKyMEHTO3HABCTBO Ta iHpopMaliiiHa AiNbHICTbY i «3axucT iHPopmallii» Ta iHIMNX, a TAKOXK B HAYKOBiil POOOTI
acnipaHTiB Kadenpu

PeecTpanifiHuil HOMep KapTKH T€XHOJIOT1ii:
Omnuc HTII: Konuenuii Ta HaykoBi 0CHOBM METO/IIB Ta 3aC06iB iHMOpPMAaILiiTHOI GE3MIEKM HA TPAHCTIOPTI
ConjiannbHO-eKOHOMIYHA cipsimoBaHicTh HTII: Minpumenns npoaykrusnocTi npargi
Bnyius HTII Ha mOoBKijIs:
BnposagskeHHs1 HTII: He snpoBamxeHo
IIpakTHyHa peasnisanis HTII
IloyaTok eramy:
3aKiHYeHHs eTamny:
Crnio>KuBavi NPOAYKILii: [TifnpreMcTsa TpaHCIOPTHOI raysi
IlepcneKTHBHI PUHKH: Ykpaina
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiGHMI 0OCAT IHBECTHILiH, THC. TPH.:
IIpaBa, 110 HaAAIOTHCSI iIHBECTOPY MiCJIsA 3aBEPLIEHHS POOOTH:
HasaBHicTb Oi3Hec-IJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IloTeH1iaIbHUE 0OCAT IIPOJASKY, THUC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTi (POKiB):

JopaTkoBa iHpopmanist:
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