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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MeToau nobyA0BY 3aXUILEHUX 6araTomapoBUX CTILHUKOBUX MepeX 5G/6G Ha OCHOBI BUKOPUCTAHHS aJIrOPUTMIB

IITYYHOTO iHTEJIeKTY IJ1s1 MOHITOPUHTY 06'€KTiB KPUTHUYHOI iHPPACTPYKTYpH AepP>KaBU

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Methods of building protected multi-layer 5G/6G cellular networks based on the use of artificial intelligence
algorithms for monitoring critical state infrastructure facilities

Pedepar yKpaiHCBKOIO:

OO6’eKXT BOCIIIPKEHHS — MIPOLeC eKCIlyaTallisi CTiIbHUKOBUX Mepex 5G/6G 00'eKTiB KpUTUYHO BaXKJIMBO]
inppacrpykrypu Ykpainu. [IpegmeT goCaiIpKeHHS — METOY OOYJOBY 3aXUIE€HNUX 6araTouapoBUX CTiIbHUKOBUX
mepex 5G/6G. MeToro MPOeKTy € CUHTEe3 Ta aHaJli3 HOBUX METO/iB ITPOEKTYBaHHS, MIiABUILIEHHS HAiHHOCTI Ta
3aXUIIEHOCTI JaHUX, 110 IepealoThCs B CTINBHUKOBUX Mepeskax 5G/6G 115 ix BUKOpUCTaHHS 171 6e311epepBHOTO
MOHITOPUHTY CTaHy 06'€KTiB KPUTUYHOI iHPpacTpyKTypu Aep>kaBu. OCHOBHUMU TEOPETUYHUMU Ta TPAKTUYHUMU
pe3yibpTaTamiu €: 1) HOBi METOIM OIiHKM KJIIOYOBUX IIOKA3HUKIB 6e31eKy 3pi3iB Mmepesxi 5G, iXx aBToMaTH30BaHOTO
TeCcTyBaHHS, MUPpPyBaHHS, KBAHTOBOTO PO3MOIiTy KIIOYiB Ta BU3HAYEHHS KibepiHLleIeHTiB; 2) HOBi METOOUKYU
(opMyBaHHS CTPYKTYPH LIEHTPY 30MpaHHS Ta 00pOOJIEHHS JaHUX I1if] YaC MOHITOPUHIY CTaHy 00’€KTiB KpUTUYHOI
inppacTpykTypy; 3) HOBi MOJi€JIi ONIUCY TPEHIiB 3MiHM BU3HAYaJIBHUX [1APAMETPIB Ta IOKA3HUKIB HAJIIHOCTI; 4)
HOBA METO/I0JIOTisSl BUKOPUCTAHHS 3aXUIIEHOI apXiTeKTypy CTiIbHUKOBUX MepexX 5G/6G 1J1s MpoBeleHHs
6e3repepBHOr0 MOHITOPUHTY CTaHy 00’eKTiB KpUTU4YHOI iHdpacTpykTypu. HaykoBa HOBU3HA PO3PO6IEHUX
TEXHOJIOTI!, METOLIB Ta aJITOPUTMIB IIOJISITA€ y: — HAYKOBOMY ITOSICHEHH] OLIJIbHOCTI YIOCKOHAJIEHUX METOZIB,
MogeJlell Ta TEXHOJIOTii 3a6e3neyeHHs Kibep6e3neKku CTiTbHUKOBUX Mepex 5G/6G Ha OCHOBI arTOPUTMIB
LITYYHOT'O iHTEJIEKTY; — MOKJIMBOCTI [TOJAJIbIIOI MiHIMI3allil eKCIIyaTaliMHUX BUTPAT I1iJ] YaC BUKOPMCTAaHHA 33
[IPM3HAYEHHSIM CTiIbBHUKOBUX MepeX 5G/6G; — nofaibloMy PO3BUTKY Ta BUKOPUCTAHHIO IIifl 4ac eKCIlyyaTariii
nepenoBUx iHQOpMaLiMHUX TEXHOJIOTIN AJ1s1 TOTPe6 Jep>KaBHUX iHCTUTYLH, IO LO3BOJIATh 3HAYHO MiJBUIUTU
eKCILTyaTaliiiHy e(peKTUBHICTb Ta 3aXUILIEHICTb CTIIbHUKOBUX MEPEX 11711 MOHITOPUHTY CTaHy 00'€KTiB KDUTUYHO
BaXJINBOI iHppacTpykTypu YKpainu. Pe3ysbTaT HOCiIKeHb MOXYTbh OyTU BUKOPUCTAaHI y IiAnpremMcTBax Ta

oprasizallisix 3 BIIPOBAJpKEHHS Ta €KCIITyaTallii CTiIbHUKOBUX MepexX 5G/6G.
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The object of the research is the process of operating 5G/6G cellular networks of critical infrastructure of
Ukraine. The subject of the research is methods for building secure multilayer 5G/6G cellular networks. The goal
of the project is to synthesize and analyze new methods for designing, increasing the reliability and security of
data transmitted in 5G/6G cellular networks for their use for continuous monitoring of the state of critical
infrastructure facilities. The main theoretical and practical results are: 1) new methods for assessing key security
indicators of 5G network segments, their automated testing, encryption, quantum key distribution and
identification of cyber incidents; 2) new strategies for forming the structure of the data collection and processing
center during monitoring the state of critical infrastructure facilities; 3) new models for describing trends in
changes in key parameters and reliability indicators; 4) a new methodology for using the secure architecture of
5G/6G cellular networks for continuous monitoring of the status of critical infrastructure facilities. The scientific
novelty of the developed technologies, methods and algorithms lies in: - a scientific explanation of the feasibility of
improved methods, models and technologies for ensuring cybersecurity of 5G/6G cellular networks based on
artificial intelligence algorithms; - the possibility of further minimizing operating costs during the intended use of
5G/6G cellular networks; - further development and use during operation of advanced information technologies
for the needs of state institutions, which will significantly increase the operational efficiency and security of
cellular networks for monitoring the status of critical infrastructure facilities of Ukraine. The results of the



research can be used in enterprises and organizations for the implementation and operation of 5G/6G cellular
networks.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII yKpaiHCBKOIO: KommsiekcHa cuctema jijis 3abesrnedeHHs Kibepoesneky, HaifiHOCTi Ta oCTiiHOro

MOHITOPUHTY 00’€KTiB KpUTUYHOI iH(PPACTPYKTYpU B 3aXUILEHUX TeJIeKOMYyHiKalilHUX mepexax 5G/6G.

Ha3zpa HTII aHrsi#icbKOI0: A comprehensive system for ensuring cybersecurity, reliability, and continuous

monitoring of critical infrastructure facilities in secure 5G/6G telecommunications networks
HTII, sixy nepen6a4asiocss CTBOPHTH: CTBOPEHO
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PeecTpanifiHuil HOMep KapTKH TE€XHOJIOTii:

Omnuc HTII: HaykoBo-TexniyHa po3po6ka CripssMoBaHa Ha CTBOPEHHS KOMITJIEKCHOI METOI0JIOTIi 3a6€e3reyeHHs
Kibep6e3neKu, HaJiltHOCTi Ta MOCTITHOTO MOHITOPUHTY 06'€KTiB KpUTUYHOI iIHPPACTPYKTypy Ha OCHOBI 3aXUIIEHUX
Mepex 5G i3 mepcrneKTUBOI0 pO3BUTKY 0 6G. 3arporIoHOBaHO METOAM OLiHIOBAaHHSI [I0Ka3HUKIB KibepbesneKy,
BIOCKOHaJIEHHS s1pa Mepex 4G /5G, afanTUBHI Ta KOHTEKCTyaslbHi MeXaHi3Mu mU(PYBaHHS 3 BAKOPUCTaHHSIM
IITYYHOTO iHTEJIEKTY, a TAKOX iHTerpalilo KBAaHTOBOTO PO3IOLiTy KIIOYiB 1715 MiABULEHHS KPUNTOrpagiyHoi
crifikocTi. Po3po6aeHo anroputmu BusiBieHHs DDoS-aTak, Mozesi OLiHKM HaZilHOCTI TeJIeKOMYHIKaLiliHuX Ta
PanioTeXHIYHMX CUCTEM, a TaKOXK apXiTEeKTypy L€HTPIiB 30MpaHHs i1 00pOOJIeHHS eKCIITyaTalifHUX JaHUX Ta
KJIIOYOBUX NTAPAMETPiB (PYHKLIOHYBAaHHS 00'€KTiB KpUTUYHOI iHPpaCcTPyKTypu. 3alIpOIIOHOBAHA METOL0JIOTiS
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