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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Mopesi Ta METOIM 3aXUCTY KOPIIOPAaTUBHUX MePeX (IpUBAaTHOI XMapH) MiJIIPUEMCTB Ta OpraHisariil

Ha3sBa po6oTH aHIJIilICbKOIO:

Models and methods for secure corporate networks and /or private cloud of enterprises and organizations

PedepaT ykpaiHCbKOIO:

HaykoBo-gociigHa po6oTa NpucBsiY€Ha KOMILJIEKCHOMY aHaJli3y Cy4aCHUX iHCTPYMEHTIB, TEXHOJIOTIN i MiAXOLiB IO
3a6e3reyeHHs 6e3MeKu eJeKTPOHHUX PECYPCiB Y KOPIIOPAaTUBHOMY CEepeloBulli. Y POOOTi PO3IJISIHYTO MUTaHHS
aBTOMATHM30BAHOI OLIiHKM 3aXUIEeHOCTi iHhOpMaIiiHUX CUCTEM, BUSIBJIEHHS (PIIIMHTOBUX 3arpo3, OpraHi3allii
BipTyaJIbHUX pOOOYMX Miclib, T0OY0BM IPUBATHOI XMapy Ta peaslidallii cCucTeMu pe3epBHOrO KOIMiloBaHHS I
BigHOBIeHHS maHuX. O6'€KTOM JOCIiIpKeHHs BUCTyIae iHpopmaniitHa iHppacTpyKTypa mifprueMCTBa, IO BKII0YaAE
eJIEKTPOHHI pecypcy, XMapHi cepBicy, BipTyasi3oBaHi cepefoBuLia Ta 3aco0u 3a6e3eyeHHs Kibepoesnexi.
[IpegMeT JOCIigKEHHS — IHCTPYMEHTH, METOAM Ta TEXHOJIOTII 3aXUCTY €JIEKTPOHHUX PECYPCIB, 30KPEMA: CUCTEMU
OLIiHKM 6€3MeKHU, 3aC00U BUSBJIEHHS (PIIIMHTOBUX CAWTiB, XMapHi IIaTGOPMU Ta MOJEJIi pe3€PBHOrO KOMiIOBaHHSI.
MeTo10 po60TH € OOrPyHTYBaHHS BUGOPY Ta MOE€NHAHHS CYYaCHUX TEXHOJIOTIH 1715 TOOYN0BY 6e311e4HOi Ta
apantuBHOi IT-iHppacTpyKTypu Masnoro abo cepegHbOoro MifIpueMCTBa. Y X0i NOCiIKEeHHSI: ® IPOaHaJli30BaHO
icHyIO4i cuCTeMU OLIiHKU KibepOe3IneKy; ® po3IJIsIHYyTO CYy4acHi MiIXonx 4O BUSIBIEHHS (PIIMHTOBUX PECYPCIB;
BU3HAYE€HO HEJ0JIiKM HAsIBHUX iHCTPYMEHTIB Ta OOIPYHTOBAHO CTBOPEHHSI HOBOTO PilllEHHS; ® 3[ilICHEHO BUOIp
ONTUMAJIbHUX TE€XHOJIOTIH Ta MOB IIPOrPaMyBaHHS; ® JOCJIIKEHO MOieli BipTyaJlbHUX PpOO0YUX MiCIlb; ® IPOBELIEHO
NOPIBHSIIIbHUI aHai3 1aTGopM [j1s PO3TOPTaHHS IPUBATHOI XMapy; ® po3p06JIeHO KOHIENTYalIbHY MOJEJb
CHACTEMU PE3EPBHOTO KOIMiIOBaHHS Ta BilIHOBJIEHHSI; ®* 3MOZEJIbOBAHO [100YIOBY IPMBATHOI XMapy Ha 6a3i
BipTyasnizaniiHux pimeHs. Pe3yibTatt po60TH MOXKYTb 6YTH BUKOPUCTAaHI AJ14 MiIBULIEHHS HANilTHOCTI
KoprniopaTuBHUX IT-cucrem, 3MEHIIEHHS PU3UKIB BTPATH JAHUX i BIIPOBAKEHHS €(DEKTUBHUX XMAPHUX PillleHb y

cdepi masoro ta cepeHbOro GizHecy.

Pedepar aHIJIiHCBKOIO:

The research work is devoted to a comprehensive analysis of modern tools, technologies, and approaches to
ensuring the security of electronic resources in a corporate environment. The study addresses the issues of
automated security assessment of information systems, detection of phishing threats, organization of virtual
workplaces, building a private cloud, and implementing a system of data backup and recovery. The object of the
research is the information infrastructure of an enterprise, which includes electronic resources, cloud services,
virtualized environments, and cybersecurity tools. The subject of the research is the tools, methods, and
technologies for protecting electronic resources, in particular: security assessment systems, tools for detecting
phishing websites, cloud platforms, and backup models. The purpose of the work is to substantiate the choice and
integration of modern technologies for building a secure and adaptive IT infrastructure of a small or medium-sized
enterprise. In the course of the research: « existing cybersecurity assessment systems were analyzed; * modern
approaches to phishing resource detection were considered; * shortcomings of existing tools were identified and
the creation of a new solution was justified; * the optimal technologies and programming languages were selected,;
» models of virtual workplaces were studied; * a comparative analysis of platforms for private cloud deployment
was conducted; ¢ a conceptual model of a backup and recovery system was developed; ¢ the construction of a
private cloud based on virtualization solutions was modeled. The results of the study can be applied to improving
the reliability of corporate IT systems, reducing the risks of data loss, and implementing effective cloud solutions
in the field of small and medium-sized businesses.
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