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Ha3sBa po60oTH aHIJIiHCBHKOIO:

Scientific basis and methods of ensuring the dependability of UAV fleets of intelligent monitoring systems for
potentially dangerous and military objects

Pedepar yKpaiHCBKOIO:

Mera eTany po6oTu noJsirae B IpoBeeHi TeOPeTUYHUX JOCIIiIKEHb 3 PO3POOKY METO/iB pe3epByBaHHs, Mozesei
HAJiHOCTI i )KMBY4YOCTi 6araToLinboBuX (JIOTIB OI1J1a, METO/IIB aHAJI3y Ta 3a0e3MeYeHHs 3aBaJJOCTIKOCTI,
KibepCTiMKOCTi, LislicHOCTi Ta KOHieHLiaIbHOCTi 0OMiHY TaHMMU B CUCTEMaX MOHITOPIHTY OTEHLiIHO
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BMKOPHUCTaHHSI, METOI U 3a0e31euyeHHs HaliHOCTi i Kibep6e3NeKy iHTeIeKTyaJlbHUX CUCTEM MOHITOPUHTY
MOTEHLINHO He6e3MNeYHUX i BiliCbKOBUX 00'€KTIiB 3 BUKOPHCTaHHSIM 6araTouinboBux ¢ioTis BITJIA. PesynbraTtu
IPYroro eTamy yTBOPIOIOTh OCHOBY [1JIsS CTBOPEHHS METOJO0JIOTIYHOTrO Ta iHpOPMaLiiHO-aHATI TUYHOTO
3a0€3e4eHHs CCTEM MOHITOPUHIY [IOTEHLiHO Hebe3eyHuX i BiiCbKOBUX 00’€KTIB y Iiepe] Ta MicisaBapiiHux
cuTyauisax Ha 6a3i goris BIIJIA. Pe3yspTaTl Ipyroro erany pob0Ty BIIPOBAIPKEHO B iHAYCTPIi i BUKOPUCTAHO A1
MiArOTOBL IIPOMO3UILiH 10 HOBUX NPOEKTAaX. B 3BiTi HaBeIeHO pe3yabTaTH APYrOro eTany poooTH, CIIPSIMOBAHOTO HA
[IPOBEJEHHSI TEOPETUYHUX JAOCJIIPKEHb 3 PO3POOKM METO/IiB Pe3ePBYBaHHSI, MOJiesel HaliiHOCTi 1 )KUBY4OCTi
6araTouinboBux (JIOTIB OI1J1a, METOIiB aHai3y Ta 3abe3neYeHHs 3aBaOCTIMKOCTi, KibepPCTIMKOCTI, LiylicCHOCTI Ta

KoHQimeHianbHOCTI OOMiHY JaHMMU B CUCTEMax MOHITOPIHTY MOTEHLIHO He6e3eYHnx 06 EKTIB.

Pedepar aHIJIiHCBKOIO:

The purpose of the work stage is to conduct theoretical research on the development of redundancy methods,
models of reliability and survivability of multi-purpose UAV fleets, methods of analysis and ensuring interference
resistance, cyber resistance, integrity and confidentiality of data exchange in monitoring systems of potentially
dangerous objects. The results of the work stage can be applied in the creation of methods of planning the use,
methods of ensuring the reliability and cyber security of intelligent monitoring systems of potentially dangerous
and military objects using multi-purpose fleets of UAVs. The results of the second stage form the basis for the
creation of methodological and information-analytical support for monitoring systems of potentially dangerous
and military objects in pre- and post-accident situations on the basis of UAV fleets. The results of the second stage
of work were implemented in the industry and used to prepare proposals for new projects. The report provides the
results of the second stage of work aimed at conducting theoretical studies on the development of backup
methods, models of reliability and survivability of multi-purpose UAV fleets, methods of analysis and ensuring
interference resistance, cyber resistance, integrity and confidentiality of data exchange in monitoring systems of
potentially dangerous objects.
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