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JaTa peecrpamnii: 12-12-2019

II. Etran BukoHnauus JiP
Homep eramny: 1

HasBa €Tamy: Bubip Ta aHasi3 HanpsaMiB gocigpkeHHs. TeopeTnyHi Ta eKCIIepUMEHTAIbHI JOCTIIPKEHHS.

Y3arasibHEHHS i OL[iHIOBAaHHS PE3YJIbTaTiB NOCIiIKeHb. CKIIa[aHHS 3BiTHOI JOKYMEHTALlii.
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yHiBepcuTeT YKpainu "KuiBCbKUM MOITEXHIYHMM IHCTUTYT iMeHi Irops CikopcpKoro”

Kopg 3a €IPIIOY: 02070921

Micue3Haxoa KeHHS: npocnekt [lepemory, 37, M. Kui, Kuicbka 061., 03056, Ykpaina
dopma BaacHoOCTI:

Cdepa ynpaBitiHHS: MiHictepcTBo OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs

Poamip opranisarii:

TenedoH: 0442369673, 380442367989, 0442049858, 0442044862

IV. BimomocrTi nnpo criiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHyBaHHS IOPHAHYHOI 0cooH (a6o ITIB PizuuHO0i 0c06H): Cryx6a 3aBHImHBOI PO3BiAKY
Ykpainu

Kopg, 3a €IPITIOY: 332408451

Micue3HaxoaKeHHS: Bysauls HaripHa, 6ygunok 24 /1, M. KuiB, KuiBcbka 0641., 04107, Yxpaina

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocoyerbcs
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VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa pjist npoBemeHHs JiP: 52 - norosip 3 BiTunsHAHOW OpraHizauiero (Opranamu MiclieBoi pau,

dboHIoM, acorijailieo, KOHIIEPHOM TOIIIO)

Hampsam (l)iHchyBaHHﬂ: 2.2 - IpUKJIaHi AOCTiIKeHHS i po3pOOKU
I>kepesia piHaHCYBaHHS

7722 - KOWTH MiZIIPUEMCTB, YCTaHOB, OpraHi3anii YKpaiHu

dakTHyHHUM 00cAT QpiHaHCYBaHHSA (THC. IPH.). 789




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

JocminKeHHs1, po3po6JIeHHs Ta 3aCTOCYBaHHS HOBITHIX METOiB KpUNTOrpadiuHOro aHauidy CUCTEM 3aXUCTY

iHdopmauii B pi3HUX MOJEJISIX OOUMCIIEHDb 3 YPAaxyBaHHSM YMOB iX QyHKUIioHyBaHHS", mu@p "Hopano”

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Research, development and application of the newest methods of cryptographic analysis of information security
systems in various computing models with respect to the conditions of their functioning”, cipher "Dorado"

Pedepar yKpaiHCBKOIO:

Meroro BukoHaHHS H/IP € oTprMaHHS HOBUX Ta afanTalis iCHyIounxX MaTeMaTUYHUX MOJIeJIEN, METOLIB Ta
JITOPUTMIB aHasi3y Cy4acHUX CUCTeM KpUNTOrpadivHOro 3axucty iHpopmaliii y pisHUX MOZESAX 06YUCIIEHD 3
ypaxyBaHHAM ix QpyHKUioHyBaHHS. OCHOBHI pe3ysibTaT HIIP. [T06yn0BaHO aHAMITUYHI OLIiHKY CTilIKOCTI 10
y3araJibHeHOro JIiHITHOro KpUIITOaHasi3y 1J1sl IeBHUX KiaciB SP mepesx Ta mogudikoBanux cxem QencTess; OLiHKA
napaMeTpiB CTIMKOCTI 1o nudepeHLiabHOTO Ta JiHIMHOr0 KPpUIITOaHAi3y [J1s1 OKpeMUX KJ1aciB 6€3KII040BUX
[IEPETBOPEHbD, 4 TAKOX 3aIIPOIIOHOBAHO HOBI METOAM 117151 BUSBJIEHHSI aHOMAJIH Ta IPUXOBAHUX are6paiyHnx
CTPYKTYp II€BHOT'O TUILY ¥ OE3K/II0Y0OBUX IIEPETBOPEHHSIX. HaBOeHO OLiHKY IMOBIpHOCTI IOMUJIKOBOT'O
posmndpyBaHHs noBigomieHs y cucrtemax Ty NTRU. Takoxx no6yj0BaHO aTaky Ha CUCTEMY Ha OCHOBI JIiHIMHUX
KOJiB i 3a[IpOIIOHOBAHO METOJ], PO3B'sI3aHHS 337ja4i BiIHOBJIEHHS IOBiJIHOTO JIiHIITHOIO KOJy 32 HA60OpOM
CIOTBOPEHMX KOJOBUX CJIiB. 3[iliICHEHO aHai3 KpuntorpapivyHUx IPOTOKOJIiB, HAIPABJIEHUX Ha 3aXUCT
inenTrdikauilinux gaHux Ta iHmoi inpopmatiii, 0 CTOCYETHCS MOBELIHKY Ta HisyIbHOCTI Pi3nyHUX 0Cib.
JocigKeHo Kjlacu NIEPECTAHOBOK CIIELjaJIbHOTO By, HABEL,EHO aHAJIITUYHI Ta €KCIIEPUMEHTAJIbHI OL[iHKA
MOTY>KHOCTI TaKMX KJIaCiB, @ TAKOX 3alIPONIOHOBAHO CTAaTMCTUYHUI KPUTEPill IEPEBIPKU SIKOCTi reHeparopa
BUIIaJIKOBUX [1€PECTAaHOBOK. JlOCIiIPKeHO HeOOXiIHI BIAaCTUBOCTI apu(pMeTrKH 3a MOLyJieM yucia MepceHHa Ta
copmMyIbOBaHO HOBI anrebpaiuHi 3agadi AJ1s 1oo6yosyu Moaudikalliil MoCTKBaHTOBOI Kpunrtocucremu AJPS.
Posrngneno anre6paiuHy MOZEJb, SIKa JO3BOJISIE Y3araabHUTH PSJi HOBITHIX airebpaiuHux 3a/1a4 Ha peliTKax, a
TaKOX [IPOaHaJi30BaHO MPOoLenypy MOOYI0BY KBAHTOBUX CTaHiB JliKKe, SIKi BUKOPHUCTOBYIOThCS IIPY aTakax Ha
KPUIITOIIPMMITHBY Ha OCHOBI 3a3HavyeHux 3an1a4y. ChopmysiboBaHO MeTo[, pakTopu3aliii uuces, SKUM € aHajloroM
meTopy JleHcTpa Ha KpuBux EnBapiica, o6IpyHTOBAHO MOr0 KOPEKTHICTh, 3HAIIEHO BEPXHi OL[iHKY /1J1s1 LIBUAKOIII
Ta HDKHI 1J151 iIMOBIpHOCTI ycnixy. Po3riisiHyTO Ta IpoaHasi3oBaHO TpY BapiaHTa [10OYI0BU aITOPUTMIB IIOMIYKY

reHepaTopa KpuIrocructemu (6a30B0i T

Pedepar aHI1iliChKOIO:

Goals of this work are synthesis of new mathematical models, methods and algorithms of analysis for modern
cryptographic security systems, as well as adaptation of existing ones under different computation models and
consideration of functioning conditions. Main results of this work includes the following. Analytic security bounds
against generalized linear cryptanalysis were constructed for SP-networks of special kinds and modified Feistel
schemes. Security against differential and linear cryptanalysis for selected classes of keyless mappings was
estimated. New techniques were proposed for anomaly detections and hidden algebraic structure recovering in
keyless mappings. Estimations of error decryption probability were given for NTRU-type cryptosystems. An attack
was proposed for cryptosystems based on linear error correction codes; besides, we described solution method
for linear code recovering problem based on a set of corrupted codewords. Cryptographic security protocols for
identification data and individual’'s behavior information were analysed. Special classes of permutations were
analyzed, their cardinality was estimated analytically and experimentally, and also statistical criterion was
proposed for testing a quality of random permutation generators. Properties of arithmetic modulo Mersenne
number were studied, and new algebraic problems were formulated for modifications of post-quantum AJPS
cryptosystem. We considered an algebraic model which allows to generalize a set of modern algebraic problems



based on lattices, and also we studied a procedure of Dicke’s quantum states creation, which are used in attacks on
cryptosystems based on mentioned problems. We proposed a factorization technique which is analogous for
Lenstra’s algorithm, but uses Edward’s elliptic curves; for this method we gave proof of correctness, upper bounds
for efficiency, and lower bounds for success probability. We proposed and gave a comparative analysis of three

variants for Edwa
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)
Haszsa HTII ykpaiHCBKOIO: 3Bit npo H/IP 3akmoyHmii

Hazpa HTII aHrsiiicbKo¥0: Final raport cipher “Dorado”

HTII, aKy nepenba4asiocsi CTBOPHTH:

IIpuunnu, yepe3s saki HTII e Gysio cTBOpeHO:

OTpmvxaHi Pe3yJabTaTH: HaykoBo-TexHiynuii 3BiT 11po HIIP , JlaHi TEOPETUYHUX Ta EKCIIEPUMEHTAIbHUX

JOCJIiZI>KEeHb, BUCHOBKY 10JI0 NMEPCHEKTUB MOJAIbIINX JOCIiIKEHb.
l'asmy3b 3acTocyBaHHs: 73.10.1-locifkeHHs i po3pOGKY B rastysi IPUPOJHUX Ta TEXHIYHUX HAyK
PeecTparifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: OcHosni pesynbratu HIIP. V nepuomy po3piji mo6y10BaHO aHAMITUYHI OLIHKY CTIAKOCTI 10
y3araJlbHEHOro JIiHITHOro KpUIITOAHAai3y 1J1s1 IEBHUX KiaciB SP mepesx Ta MogudikoBanux cxem Qericrens. Y
IpyroMy po3zini no6ygoBaHO OLiHKY IIapaMeTpiB CTIMKOCTI 40 Au(EPEHLIaIbHOrO Ta JIiHIMHOrO KPUIITOAHAIIi3Y
IJ151 OKPEMHUX KJIaciB 6€3KIII0YOBUX [1IEPETBOPEHb, @ TAKOXK 3aIIPOTIOHOBAHO HOBI METOY /1J1sI BUSIBJIEHHSI aHOMaJIifl
Ta [IPUXOBAHUX are6paiyHuX CTPYKTYP I€BHOTO TUIY y O€3KJII0YOBUX I1IEPETBOPEHHSIX. Y TPETbOMY PO3/isi
HaBOZSTHCS OLiHKM MIMOBIPHOCTI IOMUJIKOBOTO po3Mmu¢pyBaHHs NoBigomieHs y cucteMax tuny NTRU. Takox
no6yJ0BaHO aTaKky Ha CUCTEMY Ha OCHOBI JIiHIHUX KOJIiB i 3aIIPOIIOHOBAHO METO] PO3B’sI3aHHS 3a/1a4i BiTHOBIEHHS
IOBLNIBHOTO JIIHIMHOTO KOALy 32 HA00POM CIIOTBOPEHUX KOJOBUX CJIiB. Y YETBEPTOMY PO3[Liji 3MiliCHEHO aHali3
KpunrorpadiyHuxX MPOTOKOJIIB, HAlPaBJAEHUX Ha 3aXUCT imeHTudikauiiiHux JaHux Ta iHmoi ingopmatiii, mo
CTOCY€TbCS [IOBEMIiIHKU Ta AisVIBHOCTI (i3UYHUX OCib. ¥ I'ITOMY pO3Aiji JOCIiAKYIOThCS KJIACHU [1€PECTAHOBOK
CIIELiaJIbHOTO BUAY, HABOJATLCS aHAJIITUYHI Ta EKCIIEPUMEHTAJIbHI OLIiHKU IOTYKHOCTI TaKMX KJIACIB, a TAKOXK
3aIMPOINIOHOBAHO CTATUCTUYHUI KPUTEPIN NTEPEBIPKU IKOCTi FTeHEpAaTOPa BUIIAIKOBUX [TIEPECTAHOBOK. Y IOCTOMY
PO31ii JOCiIKYIOTbCSI HEOOXiIHI B1aCTUBOCTI apu(PMETHKU 3a MOJyJIeM yucia MepceHHa Ta GOPMYJIIOI0TbCS
HOBI asnre6paivHi 3apadi A5 1o6ynoBM Mogu@ikaliil TOCTKBaHTOBOI Kpuntocucremu AJPS. V cbomomy po3zini
PO3IJISIIAETHCS anrebpaidHa MOJIeib, SIKa LO3BOJIS€E y3arajJbHATY Psif, HOBITHIX anre6paivHMX 3a7a4 Ha peliTkax, a
TaKOX [IpOaHasi30BaHa IpoLeaypy ooyA0BY KBAaHTOBUX CTaHiB [likke, sIKi BUKOPUCTOBYIOThCS IIPY aTaKax Ha
KPUINTONPUMITHMBY Ha OCHOBI 3a3HAYEHUX 3371a4. Y BOCBMOMY PO31iji cpopMyIbOBaHO MeTOJ, paKTopu3allii unuce,
KU € aHallorom meToxy JleHcTpa Ha KpuBuXx EnBapzca, OOrpyHTOBaHO OrO KOPEKTHICTb 3HANEHO BEPXHi OL[iHKU
IJ1s1 MIBUAKOZII Ta HAKHI AJ151 IMOBIPHOCTI yCIIiXy. Y IE€B'ATOMY pPO3Ziji pO3IJISIHYTO Ta ITPOAHali30BAaHO TPU BapiaHTa

11o6yJ0BY aJIFTOPUTMIB IIOIIYKY FreHepaTopa KpUITocucremu (6a30B0i TOUKM) Ha KpuBiil Ensapzca Hap

ConiannbHO-eKOHOMIYHA cripsimoBaHicTh HTII: teopetnuni nocnimkenns B ranysi KpunrorpadiyHoro

3axucTy iHpopmarii
Brnyius HTII Ha moBKiJjs:
BnposagskenHst HTII: 3sit no HIJIKP, BpoBamKeHHs! B OCTIAHUIbKIM Ta IPAKTUYHIN OisSIbHOCTI 3aMOBHUKA
ITpakTuyHa peasnizanis HTII
IToyaTok eramy: 05.2019
3akiHyeHHs eTamy: 11.2019
Crnio>kuBavi NPOAYKILii:
IlepcneKTHBHI PUHKHU:
XapakTep cniBpOOIiTHHIITBA 3 iIHBECTOPOM

IToTpiOHUI 06CAT iHBECTHILiH, THC. TPH.:



IIpaBa, 0 HaAAIOTHCS iHBECTOPY MiCJIsA 3aBEPIIEHHSI POOOTH:[IpaBa He HATAIOTHCS
HasiBHiCTB Gi3Hec-myIaHy: Hi

TexHiKO-eKOHOMiYHe OOrpyHTYBaHHsI: Hi

IloTeHuiaIbHUI 00CAT IPOJAXKY, THC. TPH.:

OuikyBaHHI TepMiH OKYIHOCTi (pPOKiB):

JoapaTrkoBa iHdpopmawist:
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