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TloBHe HaliMeHyBaHHs IOPHIHYHOI 0coou (a6o ITIB ¢izumyHO0i 0c00H): HanionanbHwii TEXHIYHMIA
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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Jloriko-MIMOBipHiCHU TifXin B 3afa4ax 6€3[1eKu CTPYKTYPHO-CKJIaHUX CUCTEM

Ha3sBa po6oTH aHIJIilICbKOIO:

Using logical-probabilistic approach for enhancing security of a systems with complex structure

PedepaT ykpaiHCbKOIO:

CTBOpEHO HOBY HayKOBY KOHIIEIIIiI0, HOBi METOIY aHAJIi3y Ta YIIPaBJiHHS 6€3I€K0I0 CTPYKTYPHO-CKIaAHUX CUCTEM
(CCC). ITobymoBaHO 10TiKO-MMOBIpHICHI MogeJIi, o [03BOJAI0Th popMaizyBaTu onuc 3aaad 6esnexku CCC ta
3a6€3MeYnTH €JMHY METOI0JIOTIYHY 6a3y 1J14 iX po3B'd3aHHs. 3aKIaleHO HAyKOBi OCHOBU J1Jisl IOOYIOBM HOBOTO
KJIacy KOMIJIEKCHUX CUCTEM 3axXUCTy iHpopmalii. 3apornoHoBaHO HOBi MOJieJli, METOJIA Ta AJIFOPUTMU
KiOEpPHETMYHOTO 3aXMCTy Ha OCHOBI JIOTiKO-iMOBIpHICHOTO MiAX0Y, SIKi 3aCTOCOBYIOTbCS IJIs1 BUPILIEHHS 33134
aHasli3y 3aXUIIEHOCTi Ta CUHTE3y 3axulleHuX iHpopMaLiliHO-KOMYHIKaLiliHuX cucteM. [106y0BaHO aIropuTMu
(onTManbHi Ta cy6ONTHMAIIbHI) IAPAMETPUYHOTrO Ta CTPYKTYPHOTO CUHTE3Y CUCTEM KiODEpHETUYHOIO 3aXUCTY 3
BMKOPHCTaHHSIM METO/IB HeJIiHITHOTO IPOrpaMyBaHHs, TeOpii IPUMHSTTS pillleHb Ta irposoro niaxony. Po3pobieHo
ONTHUMI30BaHi asroputMu ayreHTUdiKaii i udpoBoro mianucy B KpUNTOMOILYJI CTPYKTYPHO-CKJIaAHOI
indopmaniitnoi cuctemu. CTBOPEHO HOBi METOIY aHAJIi3y CTPYKTYPHU CKJIAIHUX CUCTEM, IIJIaHyBaHHS
€KCIIEPMMEHTY - TECTYBaHHSI 3aXUIIEHOCT] CKJIaJIHOI CUCTEMU, OLIIHIOBAHHSI Ta KOPETYBaHHS BILJIMBY JIIOICBKOTO
¢dakTopy Ha 1ioro pesysbpTaTi. Po3pobseHi metoau Ta moaeni 6e3nexky CCC noknaneHo B OCHOBY BOX
iHpopmaLiiHUX TEXHOJIOTi Ta BilIIOBIAHMX KOMILJIEKCiB IIPOrPaMHUX MOZYJIIB: "ABTOMAaTH30BaHOTO [TPOEKTYBaHHS

iHopmaliiiHo-KOMyHiKaliliHMX cucteM" Ta "CucTeMa MOHITOPUHTIY colliasibHUX Mepexx NetMonitor”.

Pedepar aHIJ1iHCBKOIO:

Created new science concept, new methods of analysis and control in the field of security of complex systems.
Constructed new logical-probabilistic models allows to formalize the description of complex systems security
problems and ensure a unified methodological framework for its solution. Created new scientific approaches for
constructing a new class of complex information security systems. The new models, methods and algorithms of
cyber security based on logical and probabilistic approach were proposed and used for solving security analysis
and synthesis of protected information and communication systems. Created algorithms (optimal and suboptimal)
of parametric and structural synthesis of cyber security with using methods of nonlinear programming, decision
theory and game approach. Developed optimized algorithms of authentication and digital signature in complex
information system. Created new methods of analyzing the structure of complex systems, design of experiment -
testing complex system of protection, evaluating and correcting human factor influence on the results. Prepared
improved sample of basic software system for automated design and safety assessment of complex systems.
Examples of the developed models, methods and algorithms in practice, cyber security.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)
Haszsa HTII yKpaiHCBKOIO: JIoriko-iMOBipHICHMI ITifIXi/ B 3a1a4aX GE3MEKM CTPYKTYPHO-CKIIAJHUX CUCTEM

HaszBa HTII anrJificbKo10: Using logical-probabilistic approach for enhancing security of a systems with

complex structure

HTII, sixy nepezn6ayasiocsi CTBOPUTH:

IIpuunnmu, yepe3s aki HTII ne 6ysi0 cTBOpeHoO:

OTpumaHi pe3yJbTaTH:

l'anmy3b 3acTocyBaHHS: indopmalliiiHa Gesneka, 3aXUCT 6e3neku iHpopmarii
PeecTparifiHuii HOMep KapTKH T€XHOJIOT1i:

Onuc HTII: Hosa HaykoBa KOHIIEIIIisl, HOBI METO/IY aHAJII3y Ta YIIPABJIiHHS GE3IEKOI0 CTPYKTYPHO-CKIAJHUX
cucreM. HoBi Mopesi, METOIM Ta aIFTOPUTMU KiGEPHETUYHOTO 3aXUCTy Ha OCHOBI JIOTiKO-iMOBipHiCHOTO Hifgxomy
1714 3a4a4 aHasli3y, IapaMeTPUYHOro Ta CTPYKTYPHOro cuHTe3y 3axuineHux IKC. OnTuMisoBaHi anroputmu
aBreHTH®IKaLii i HHPPOBOro niAnucy B KPUNTOMOIYJIi CTPYKTYPHO-CKJIaAHOI iH(popMaliiiHoi cuctemu. Hosi
METO/IM aHaJli3y CTPYKTYPU CKJIAJHUX CUCTEM, OLiHIOBaHHS Ta KOPETYBaHHS BIJIMBY JIIOJCbKOTO (PAKTOPY HA HOTO

pe3ybTaTu.
ConiasibHO-eKOHOMIYHA cipsimoBaHicTs HTTI:
Bnyius HTII Ha mOoBKijIs:
BnposagskeHHs1 HTII: He snpoBamxeHo
ITpakTuyHa peasnizanis HTTI

IToyaTok eTamy. Bix 1 10 3 pokiB
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IlepcneKTHBHI PHHKHU: KibepHeTHYHA Ge3eKa
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