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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

JocmimKeHHsI MeTOIiB KPUIITOAHAaJli3y B 3aCTOCYBAHHI 10 CY4aCHUX CUCTEM KPUNTOrpaidyHOro 3Xax1cCTy

iHopmalii 3 ypaxyBaHHSIM IIEPCMEKTUB PO3BUTKY KBAHTOBUX OOUUCJIEHD

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Research of cryptoanalitic methods used in modern systems of cryptografic security from the perspectiv quantum
computing development

Pedepar yKpaiHCBKOIO:

[TpoBeneHO TEOpPETHUYHE [OCIIKEHHS Cy4aCHUX METO/iB PO3POOKU Ta KPUIITOAHAi3y CUMETPUYHUX Ta
ACUMETPUYHUX KPUIITOCUCTEM; y3araJbHEHO MAT. MOJIeJli METO/IB Y KJIACUYHil Ta KBAHTOBIl MOJIEJISIX OOUMCIIEHD;
3alPOIIOHOBAHO HOBI MaT. METOA Y aHAJi3y OKPEMUX IIEPETBOPEHD y crucTemax K3I; mokasaHo 3aCTOCYyBaHHS
METO[IiB 10 [esIKUX KPUIITOCUCTEM. [I7151 T0OYLOBaHUX METO/iB 00YMCIIEHO OLiHKY CKJIaTHOCTI, Oflep>KaHO
€KCIIEPUMEHTAJIbHE MiITBEPAKEHHS. OHOBJIEHHO PE3yJIbTaTU Ta TBEPAXKEHHS WOA0 CTIMKOCTI cuctem K31,
II€PEBIPOK KOHKPETHUX OLIiHOK CTiIKOCTI, aIeKBaTHOCTI MOJEJIbHUX IIPUIIYIIEHD, OL[iHOK CKJIAIHOCTI IIEBHUX
aJITOPUTMIB y Pi3HUX 00Y. cCUCTEMaX. YTOYHEHO Ta y3arajbHEHO iCHYI04i MaT. METOM KPUIITOAHali3y, OHOBJIEHO

METOJH, IIPOLeypY Ta aJlfOPUTMHU aHAJIi3y OKpEMUX KpUNTOrpadiuHUX [1epeTBOPEHb.

Pedepar aHIJ1iHCBKOIO:

This work provides theoretical research of modern methods of symmetric and asymmetric system analysis and
synthesis. Some generalizations of mathematical models in mentioned methods are developed for classical and
quantum computational models, as well as new techniques for analysis of distinct mappings in cryptosystems.
Proposed methods were shown to be applicable to analyze for particular cryptosystems with experimental proofs
and complexity estimation. Existing methods of cryptosystem analysis and synthesis are using wide specter of
known techniques, e.g. algebraic, probabilistic, statistical and so on. Instant development of mathematical
apparatus and growth of computational possibilities drive us to reconsider cryptographic security claims
continuously, including verification of specific security estimations, verification of how model assumptions are
adequate and how hard specific algorithms are in different computational architectures. So refinement and
generalization of existing mathematical cryptographic methods are actual and of purpose with other
cryptographic problems.5481
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