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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3pobka cuMeTpUYHOI KPUIITOCUCTEMHU HA OCHOBI BUKOPHCTaHHSI 3TOPTKOBOI IITYYHOI HEMPOHHOI Mepexi

Ha3sBa po6oTH aHIJIilICbKOIO:

Development of a symmetric cryptosystem based on the use of a convolutional artificial neural network

PedepaT ykpaiHCbKOIO:

OG6’eKT HOCiIKEHHS — CUCTEMU 3aXUCTy iHPOpMaLiiHUX pecypciB y KibeppiznyHUX cUCTeMax, 30Kpema
OaHKiBCbKUX iHPOpMaLIiiHMX PEeCYPCiB, colliaIbHUX iHTEpHET-CEePBICiB Ta KaHaJIiB 3B'S13Ky B IOCTKBAHTOBUIA IIEPio,
Meta po60oTu - nizBUIIeHHS €PEKTUBHOCTI NOOYL0BY Ta BUKOPUCTAHHS CUMETPUYHUX KPUIITOCUCTEM B PE3YJIbTATI
3aCTOCYBAaHHS HEMPOKPUIITOJIOTIYHUX MOJIeJIel Ta aJITOPUTMIB Ha OCHOBI LITyYHUX HEMPOHHUX MepexX. MeTonu
nociuigxeHb: TeopeTU4HM aHali3 KpUNTOrpadpiyHMX aJrOPUTMIB Ta KOZIB KOPEKLii IOMUJIOK. MOZle/II0BaHHS Ta
aHaJli3 BJIACTUBOCTEN riOpUIHUX KPUIITO-KOJOBUX KOHCTPYKLil. EKCliepuMeHTaIbHi AOCHiIKeHHs ePeKTUBHOCTI
KPUIITOCUCTEM Yy Pi3HMX YMOBax 3arpo3. [IpoBeieHO JOCiIKEHHS BJIaCTUBOCTEN HECUMETPUYHUX KPUIITO-KOJOBUX
CHCTEM, 30Kpema cucreMm Mak-Eica Ta Hineppaiitepa, Ha MoangiKoBaHUX aIred6poreoMeTpUYHMX KOJAX.
JocminkeHo ribpuaHi KpUnTo-KOoA0Bi KOHCTPYKLII 3 BAKOPUCTAHHSAM 30MTKOBUX KoZiB Ta LDPC-koziB nis
3abe3nevyeHHs KOHDiIeHIiNHOCTI, [iMiCHOCTi Ta aBTeHTUYHOCTI iHdopMmariii. Omep>kaHO MaTeMaTU4YHi Moei
ribpUIHMAX KPUNITO-KOAOBUX KOHCTPYKIiH, SIKi JEMOHCTPYIOTh BUCOKY CTilIKiCTh JJO KBAHTOBUX aTaK i e(peKTHUBHE
BUIIPABJIEHHS TIOMUWJIOK Y 6€3[IPOTOBUX KaHalaxX 3B's13Ky. Po3po6eHo BoockoHaneHuit npotokon SSL/TLS, mo
3abe3redye 3aXUCT Bif] Cy4acCHUX aTak, Takux sk 0-RTT-araxu. BussieHo, 110 3apor1oHOBaHi METOAU JO3BOJISIIOTh
3HAYHO MiBULIUTY PiBeHb 3aXUCTy iHPOpPMaLiiHUX PeCypCiB [1pY 3MEHIIE€H] €eHeProClO>KUBaHHSI Ta 3a0€31eYUTU
IOBrOTPUBAJYy HAMiMHICTh JAHUX Y KPUTUYHUX iHPpaCcTpyKTypax. [IpoBeieHO aHajli3 Cy4aCHUX 3arpo3 i HEJIOJIKiB
icHy104MX IPOTOKOJIIB 1BO(daKTOPHOI aBTeHTH(iKALlii Ta 3aIIPOIIOHOBAHO HOBUI METO/ aBTeHTUdIKaLlil Ha OCHOBI

riOpyuIHMAX KPUNITO-KOLOBUX KOHCTPYKLH, SIKUH MiJBUIIY€E CTIMKICTb 0 aTaK y BiIKPUTUX KaHajax 3BS13KY.

Pedepar aHIJ1iHCBKOIO:

The object of the research is information resource protection systems in cyber-physical systems, in particular
banking information resources, social Internet services and communication channels in the post-quantum period.
The purpose of the work is to improving the efficiency of building and using symmetric cryptosystems due to the
use of neurocryptological models and algorithms based on artificial neural networks. Research methods:
Theoretical analysis of cryptographic algorithms and error correction codes. Modeling and analysis of properties
of hybrid crypto-code structures. Experimental studies of the effectiveness of cryptosystems under various threat
conditions. The properties of asymmetric crypto-code systems, in particular the McAleese and Niederreiter
systems, were studied using modified algebrogeometric codes. Hybrid crypto-code structures using lossy codes
and LDPC codes were studied to ensure confidentiality, integrity and authenticity of information. Mathematical
models of hybrid crypto-code structures were obtained, which demonstrate high resistance to quantum attacks
and effective error correction in wireless communication channels. An improved SSL/TLS protocol has been
developed that provides protection against modern attacks, such as O-RTT attacks. It has been found that the
proposed methods allow to significantly increase the level of protection of information resources while reducing
energy consumption and ensuring long-term reliability of data in critical infrastructures. An analysis of modern
threats and shortcomings of existing two-factor authentication protocols has been conducted and a new
authentication method based on hybrid crypto-code constructions has been proposed, which increases resistance

to attacks in open communication channels.
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