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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MeropoJsioriusi 3acaiv Ta TEXHOJIOTI OlliHIOBaHHS Ta 3a0e3M1eYeHHs Oe3M1eKH (3aXUCTy) KPUTUYHUX iHpopmMaLiiHUX
iH(pacTpyKTyp
Ha3sBa po60oTH aHIJIiHCBHKOIO:

Methodological fundamentals and technologies for assessing and ensuring the safety (protection) of critical

information infrastructures

Pedepar yKpaiHCBKOIO:

Mera eTany noJisirae B IpOBeleHH] aHai3y 3a1a4y Ta pO3pOoOLi 10JI0)KEHb METOOJIOTI] OIiHIOBaHHS Ta
3abe3nedyeHHs 6e3l1eKy KPUTUYHUX iHpopmaliiiHux ingppacTpykryp (KII), o6rpyHTyBaHHS MaTeMaTU4HOrO anapary
Ta METOJOJIOTI] TOCHiIKEHD. [0 pe3yJIbTaTiB IEPLIOrO €TaIly HAJIEXKATh: €JIEMEHTH METOL0JIOTII OLiHIOBAHHS Ta
3abe3nedyeHHs 6e3leky KPUTUYHUX iHpopMaliiiHuX iHPPaCTPYKTyp; KOHLIENIIisl Ta IPUHLUIIN YIIPABJIiHHS
6e3mnexolo posnoginenux IT-iHppacTpyKTyp, 10 BXOISTh A0 CKIALY CMapT-TPis eHeproiHppacTpyKTypHy;
METOJIOJIOTIYHi 3acafy OLiHIOBAHHS Ta 3a6€e3e4eHHs 6€3MeKU KPUTUYHUX iH(pOpMaLiiHUX iHPPaCTPYKTYP,
Ba)KJIMBUX 17151 6€311€K1; METOL0JIOTIYHI 3acafy OLiHKY HA[iTHOCTi yrpynoBaHb (JIOTIB 6€3MiOTHUX JIiTalbHUX
arapariB 3 KOB3HUM pe3€pBYBaHHSIM [1J1s1 MOHITOPUHIY KpUTUYHUX iHPPACTPYKTYP; MOIEJli PO3IIOBCIOIPKEHHS
KibepaTak Ha KOMIIOHeHTU MmapupyTtusaropa loT cucremu po3ymHuii oic; metoy, 3abe3neyeHHs iHpopmaliiHoi
6€3MeKu CUCTEM KPUTUYHUX iHGOpMaLiliHMX iH(PPpaCTPYKTYP Ha MiICTaBi BIPOBAI)KEHHSI CUCTEM KEPYBaHHS
sKicTio. PeaysnbTaTy nepioro etamny MOXXyTh OYTH 3aCTOCOBAHO IIpU po3po0Lii eseMeHTiB indpopmaLiiiHO-
aHaJliTHYHOro 3abe3nedeHHs cucremu 3axucty KlI mozo onjiHoBaHHS Ta 3abe3neyeHHs 6e3neKy (PyHKLioHaIbHOI
Ta iHopmaliiiHoi), a TaKOX ITPY BIOCKOHAJIEHHI METOOJIOTIYHUX 3acaf i3 3axucty KlI, ne metomosoris
OLIiHIOBaHHS Ta 3a0e3Me4eHHs 6€311eKU BUCTYIIae€ CUCTEMOTBOPYOIO OCHOBOIO. Pe3ysibTaTy MepIIOro eTamy
YTBOPIOIOTh METO/IOJIOTIIO OLiHIOBAHHS Ta 3abe3nedenHs 6e3neku Kl 3 ypaxyBaHHSIM (PaKTOpPiB OOMEKEHHS
pecypcis, eBosmowii KII Ta BUMor 1o 6e3nexu (BKJo4aouu iHpopmaliiiiny 6e31eKy), a TaKoXK HalaloThb
iHCTpyMeHTapill o0 po3po6JIeHHS Ta BIIPOBAKEHHS iHPOpMaLIiTHMX TEXHOJIOTii Ta iHpOopMaLiiHUX CUCTEM JIs
BUpilI€HHS IPaKTUYHUX 3aBJaHb KEPYBaHHS 0€3I1eKU Ta CTBOPEHHS eJIeMeHTIiB iHPpopMaLiliHO-aHaTi TUIHOTO

3a6e3MeYeHHs] CUCTEMU 3aXMCTY HalioHanbHOI KII B yMOBaxX CydyacHUX 3arpos.

Pedepar aHIJIiHCBKOIO:

The aim of the first stage is to analyze the problems and develop the provisions of the methodology for assessing
and ensuring the safety of critical information infrastructures (ClIs), as well as the justification of the mathematical
apparatus and methodology of the research. The results of the first stage include: elements of the methodology for
assessing and ensuring the safety of critical information infrastructures; the concept and principles of managing
the safety of distributed IT infrastructures that are part of smart grids for energy infrastructure; the
methodological principles for assessing and ensuring the safety of Clls, which are important to safety;
methodological bases for assessing the reliability of unmanned aerial vehicle fleet groups for CIIs monitoring;
cyberattack extension models for IoT intelligent office router components; a method for ensuring information
safety of ClIs systems based on the implementation of quality management systems. The results of the first stage
can be applied in the development of elements of information and analytical support of the ClIs protection system
for assessing and ensuring the functional and information safety, as well as in improving the methodological bases
for CII protection, where the methodology for assessing and ensuring the safety serves as a systematic basis. The
results of the first stage form a methodology for assessing and ensuring the safety of ClIs, taking into account the
factors of resource constraints, the evolution of CIIs and safety requirements (including information security), as
well as providing tools for the development and implementation of information technologies and information
systems to solve practical problems of security management and creation of elements for information and



analytical support of the system of the national CII protection in the conditions of modern threats.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII yKpaiHCBKOIO: AHaui3 3a/1a4 Ta PO3POOKA IOJIOKEHb METOOJIOTIT OLIiHIOBAHHS Ta 3a6€3eYEHHS
Ge3reKy KPUTHYHUX iHGOpMaLiiHUX iHPPACTPYKTYpP, OGIPYHTYBAHHS MAaTEMATUYHOrO arapary Ta METOIOJIOT

IOCiIKeHb. AHAJI3 iCHYIOYMX IIiAXOIiB 10 CTBOPEHHS CUCTEMU 3aXUCTy KPUTUYHUX iHpopmMamiitHux
iHppacTpyKTyp
Hazpa HTII aHrsificbKoIO: Task analysis and development of a methodology for assessing and ensuring the

safety of critical information infrastructures, substantiation of mathematical apparatus and research methodology.
Analysis of existing approaches to creation of the system for protection of critical information infrastructures

HTII, sixy nepezn6a4asiocsi CTBOPUTH:

Ipuyunu, yepes siki HTII we 0yJi0 cTBOpeHo:

OTpnmaHi pe3yJabTaTH: Metoau, Teopii, AHanmiTUYHi MaTepianu

l'asry3p 3aCTOCYBaHHS: ['any3s 3a6e3nedeHHs iHpopManiiHOI 6e3MeKu KpUTUIHUX iHPpacTPyKTyp
PeecTpariifiHuil HOMep KapTKH Te€XHOJIOT1i:

Omnuc HTII: enementu MmeTonoorii oLiHIOBaHHS Ta 3a6e3MeYeHHs 6e3MeKr KPUTUIHUXK iHPOPMALiTHIX
iH(pacTpyKTyp; KOHLEMNLis Ta IPUHLUIIN YIPaB/IiHHS 6€3M1eK0I0 po3nofineHux IT-iHppacTpyKTyp, 110 BXOASTb 1O
CKJIZly CMapT-TPif, eHeproinpacTPyKTypH; METOOJIOTIUHI 3acaii OLIiHIOBAHHS Ta 3a6e3MeYeHHs 6e3MeKu
KpUTUYHUX iHPOpMaLifHUX iHPPACTPYKTYP, BAXXJINBUX [1J1 6€311eKH; METOI0JIOTIYHi 3acany OLiHKY HallifHOCTI
yrpynoBaHb GJI0TiB 6€3MiIOTHUX JIiTalbHUX allapaTiB 3 KOB3HUM Pe3€PBYBAaHHSM [1J11 MOHITOPUHTY KDUTUYHUX
iHppacTpyKTyp; MOAEI PO3MOBCIOIKEHHS KibepaTak Ha KOMIIOHEHTU MapuipyTtu3aropa loT cucremu po3yMHUi
odic; metop 3abe3nedeHHs iHpopMalliliHOi 6e311eKU CUCTeM KPUTUYHUX iHPOpMaLiliHKX iHPPACTPYKTYp Ha

MifCTaBi BIIPOBAJI)KEHHS CUCTEM KEPYBaHH4 SKiCTIO

ComniannbHO-eKOHOMIYHA crpsimoBaHicTh HTII: Exonomis enepropecypcis, IlinsuienHs aBromaTusargi

BMPOOHUYMX IPOLIECIB

Bnyiue HTII Ha mOBKiJIS:

BnposagskeHHst HTII: Briposamkeno

ITpakTuyHa peasisanis HTTI
IToyaTok eramy: 01.2019
3akiH4yeHH4 eTamy: 12.2019

Crnio>KHuBavi NPOAYKILii:

IlepcneKTHBHI pUHKH:

XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHMI 00CAT iHBECTHILiH, THC. TPH.:
IIpaBa, 10 HaAAIOTHCS iIHBECTOPY MiCJIsA 3aBEPLIEHHST POOOTH: [IpaBa He HAaIAKOTHCS
HasaBHicTb 0i3Hec-1yIaHy: Hi
TexHiKO-€eKOHOMiYHE OOrpyHTYBaHHSI: Hi
IloTeH1iaILHU 0OCAT IIPOAASKY, THUC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTi (pPOKiB):

JoaaTkoBa iHdpopmanist:



IX. Bi6sriorpadiuHuii onuc

Kharchenko, V., Ponochovnyi, Y., Boyarchuk, A., Brezhnev, E., Andrashov, A., 2019. Monte-Carlo simulation and
availability assessment of the smart building automation systems considering component failures and attacks on
vulnerabilities, in: Advances in Intelligent Systems and Computing, vol. 761. Springer Verlag, pp. 270-280.
doi:10.1007 /978-3-319-91446-6_26.

Sklyar, V., Kharchenko, V., 2019. Green assurance case: applications for internet of things, in: Studies in Systems,
Decision and Control, vol. 171. Springer International Publishing, pp. 351-371. doi:10.1007/978-3-030-00253-4_15.

Kolisnyk, M., Kharchenko, V., 2019. A Markov model of IoT system availability considering DDoS attacks, patching
and energy modes, in: Studies in Systems, Decision and Control, vol. 171. Springer International Publishing, pp.
185-207. d0i:10.1007 /978-3-030-00253-4_9.

Gordieiev, O., Kharchenko, V., Leontiiev, K., 2019. Usability, security and safety interaction: Profile and metrics
based analysis, in: Advances in Intelligent Systems and Computing, vol. 761. Springer Verlag, pp. 238-247.
doi:10.1007/978-3-319-91446-6_23.

Kharchenko, V., Ponochovnyi, Y., Boyarchuk, A., Andrashov, A., 2019. Multi-fragmental markov models of
information and control systems safety considering elimination of hardware-software faults, in: CEUR Workshop
Proceedings. CEUR-WS, pp. 738-748.

Sklyar, V., Kharchenko, V., 2019. Application of the booking.com analytics software tools in reliable processing of
big data in hotels management, in: CEUR Workshop Proceedings. CEUR-WS, pp. 664-677.

Sklyar, V., Kharchenko, V., 2019. Assurance Case Based Licensing for Nuclear Power Plant Post-Accident
Monitoring System Based on Unmanned Aircraft Vehicles, in: Conference Proceedings of 2019 10th International
Conference on Dependable Systems, Services and Technologies, DESSERT 2019. Institute of Electrical and
Electronics Engineers Inc., pp. 186-192. d0i:10.1109 /DESSERT.2019.8770014.

Fesenko, H., Kharchenko, V., Zaitseva, E., 2019. Evaluating Reliability of a Multi-fleet with a Reserve Drone Fleet:nan
Approach and Basic Model, in: Proceedings of the International Conference on Information and Digital
Technologies 2019, IDT 2019. Institute of Electrical and Electronics Engineers Inc., pp. 128-132.

doi:10.1109 /DT.2019.8813738.

Kharchenko, V., Dotsenko, S., Illiashenko, O., Kamenskyi, S., 2019. Integrated Cyber Safety Security Management
System: Industry 4.0 Issue, in: Conference Proceedings of 2019 10th International Conference on Dependable
Systems, Services and Technologies, DESSERT 2019. Institute of Electrical and Electronics Engineers Inc., pp.
197-201. doi:10.1109 /DESSERT.2019.8770010.

Kolisnyk, M., Kharchenko, V., Iryna, P., 2019. IoT Server Availability Considering DDoS-attacks: Analysis of
Prevention Methods and Markov Model, in: Conference Proceedings of 2019 10th International Conference on
Dependable Systems, Services and Technologies, DESSERT 2019. Institute of Electrical and Electronics Engineers
Inc., pp. 51-56. doi:10.1109 /DESSERT.2019.8770012.

Brezhniev, Y., 2019. Multilevel Fuzzy Logic-Based Approach for Critical Energy Infrastructure’s Cyber Resilience
Assessment, in: Conference Proceedings of 2019 10th International Conference on Dependable Systems, Services
and Technologies, DESSERT 2019. Institute of Electrical and Electronics Engineers Inc., pp. 213-217.

doi:10.1109 /DESSERT.2019.8770034.

Fesenko, H., Kharchenko, V., 2019. Reliability Models for a Multi-fleet of Drones with Two-level Hot Standby
Redundancy Considering a Control System Structure, in: Conference Proceedings of 2019 10th International
Conference on Intelligent Data Acquisition and Advanced Computing Systems: Technology and Applications,
IDAACS 2019. Institute of Electrical and Electronics Engineers Inc., pp. 213-217. doi: 10.1109 /IDAACS.2019.8924404.



Illiashenko, O., Pevnev, V., 2019. Development of Large Numbers Factorization Algorithm, in: Conference
Proceedings of 2019 10th International Conference on Intelligent Data Acquisition and Advanced Computing
Systems: Technology and Applications, IDAACS 2019. Institute of Electrical and Electronics Engineers Inc., pp.
1078-1081. doi: 10.1109 /TDAACS.2019.8924341.

decenko, I'. B. MiHiMi3allist yacy no4aTKy BUKOHaHHS (JIOTOM Oe3IiJIOTHUX JIiTaJIbHUX anapaTiB 3aBAAHHS 3
pafialiiiHOro MOHITOPMHTIY y HOBIl 30Hi BianosiganpHOCTi / T. B. ®ecenko // Cucremu Ta TexHosorii. — 2019. — N2
1(57). = C. 5-20. d0i:10.32836 /2521-6643-2019-1-57-1

®ecenko, I'. B. Mogeni napifiHoCTi yrpynoBaHb ¢ioTiB BI1JIA 3 KOB3HMM pe3epBYBaHHSIM /1151 MOHITOPUHTY
NOTeHLiliHO Hebe3neyHux oo’ektiB / I. B. ®ecenko, B. C. XapueHko // PaioeneKTpOHHI i KOMITIOTEPHI CUCTEMU. —
2019. - N2 2(90). - C. 147-156. doi: 10.32620 /reks.2019.2.14.

decenko, I'. B. BusHayeHHs ONITUMaJIbHOTO MapIIPYTy O0JIbOTY 3aJlaHUX TOUOK TE€PUTOPIi MOTEHLiIMHO
Heb6esneuHoro o6’ekty ¢potom BITJIA / T. B. Pecenko, B. C. XapueHko // PafiioeneKTpOHHI i KOMITIOTEpPHi
cuctemu. — 2019. - N2 3(91). - C. 63-72. doi: 10.32620 /reks.2019.3.07.

decenko, I'. B. MapuipyTusarisi 1oJab0Ty MyJIbTUPOTOPHOTO BITJIA 3 BUKOpUCTaHHSM IOBITPSIHOI aBTOMATUYHO]
CEPBiCHOI CTaHLji il Yac MOHITOPUHTY TEPUTOPIi NOTEHLiHO Hebe3nedHoro ob’ekra / I'. B. ®ecenko // Cucremu
Ta TexHosorii. - 2019. - N2 2(58). - C. 50-66. doi: 10.32836 /2521-6643-2019-2-58-3.

®eceHkKo, I'. B. Oco61MBOCTiI BUBHAYEHHSI MOKJIMBOCTEM Ha3€MHOTO IyHKTY yIpaBiliHHA BI1JIA mozno pearyBaHHs Ha
[103allTaTHI CUTyalii i, YaC MOHITOPUHTY TEPUTOPIl 3 ypaxyBaHHSM IIOMUJIOK OIIEPATOPIB Ta iX PiBHS MiATOTOBKU

/ I'. B. ®ecenko // Inmxenepis npupogokopuctyBaHHs. — 2019. - N2 3(13). - C. 118-125.

IBanueHko, O.B. AHaITUKO-CTOXaCTUYHMI METO], I0OYL0BU CTPYKTYPHUX CXeM Oe3Ieku KibepHeTUYHNX aKTUBIB
cucremu SCADA kputnuHoi indppacTtpykrypu / O. B. IBaHueHko // Cucremu Ta TexHosorii. — 2019. - N2 1(57). - C.
81-106. doi: 10.32836 /2521-6643-2019-1-57-6.

decenko, I'. B. [Ipo HeoOXinHICTb ypaxyBaHHs PiBHS MiZITOTOBKY OIIEpaTOPiB Iif, YaC BU3HAUEHHSI MO>KJIMBOCTE
Ha3eMHOTO0 IyHKTY ynpasiinHs BITJIA mono pearyBanHs Ha nosawratHi curyauii /T. B. ®ecenko // CyuacHi
HaNpsIMU PO3BUTKY iHPOpMaLiTHO-KOMYHIKAL[IITHUX TEXHOJIOTi Ta 3aC0O6iB ynpaByiHHs : MaTepianu 9-i MixkHap.

HayK.-TeXH. KoH(., baky-Xapkis—KuiHa, 11-12 xBiTHs 2019. - XapkiB : [letpos B. B., 2019. - C. 21.

YepenHsos, 1. A. [Ipo MOXJIMBOCTi BUKOPUCTAHHS IIOTY>KHOCTEN YKPaiHChbKUX aBTOMOOIIBHUX MiJIIPUEMCTB 7151
BUTOTOBJIEHHSI MAIlIMH [I71s1 TPAHCIOPTYBAHHS, ITyCKy Ta ynpasiinHs BIUIA / 1. A. Yepennsos, . B. Pecenko //
ABTOMOOGI/IbHUI TPAHCIIOPT B arpapHOMY CEKTOpi: ITPOEKTYBaHHsI, A13ailH Ta TEXHOJIOTiYHA eKCITyaTallis :

marepianu Bceykp. HayK.-pakT. KOHQ., XapKiB, 16-17 TpaBus 2019. - Xapkis : XHTVYCT, 2019. - C. 20.

Ousneuiko, B. O. TIpo MOXIMBICTb BUKOPUCTAHHS O€3MiJIOTHUX JITaJIbHUX alapaTiB IiJ 4ac MOHITOPUHIY MOTEHLIMHO
Heb6e3neyHux 06'ekTiB / B. O. Onewko, I'. B. ®eceHko // MeTpoJIOriuHi acreKTy NPUIHATTS pillleHb B YMOBaxX
pobOTH Ha TEXHOTE€HHO Hebe3neyHux ob'ekrax: Marepianu BeceykpaiHCbKoi HAyKOBO-IIPaKTUYHOI iHTEpHET-
KOoH(epeH1ii 3100yBayiB BUIO] OCBITU i MOJIOAMX y4eHUX, XapKiB, 4-5 nucronaza 2019 p. - Xapkis: XHALY, 2019. -
C.182-183.

Kharchenko, V.S., llliashenko, O.0., Andrzej Rucinski, Ah-Lian Kor, 2019. Fundamentals of Internet of Things and
Internet of Everything, in: Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 1.
Fundamentals and Technologies (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National
Aerospace University KhAI, pp. 45-76.

Tkachenko, V.A., Brezhniev Y.V., 2019. Technologies of Internet and Web of Things, in: Internet of Things for
Industry and Human Application. In Volumes 1-3. Volume 1. Fundamentals and Technologies (V.S. Kharchenko, Ed.),
Ministry of Education and Science of Ukraine, National Aerospace University KhAI, pp. 77-107.

Kolisnyk, M.O., Kharchenko V.S., 2019. Standards and Metrics of IoT Based Systems, in: Internet of Things for
Industry and Human Application. In Volumes 1-3. Volume 1. Fundamentals and Technologies (V.S. Kharchenko, Ed.),



Ministry of Education and Science of Ukraine, National Aerospace University KhAI, pp. 108-160.

Tarasyuk, O., Gorbenko, A., 2019. Big Data for IoT Based Systems. In Volumes 1-3. Volume 1. Fundamentals and
Technologies (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace University
KhAI pp. 303-338.

Kharchenko, V.S., Kolisnyk, M.O., 2019. Markov’s Modelling of IoT Systems. In Volumes 1-3. Volume 2. Modelling
and Development (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace
University KhAI pp. 76-109.

Sklyar, V.V., Kharchenko, V.S., 2019. Dependability and Security Models of IoT. In Volumes 1-3. Volume 2. Modelling
and Development (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace
University KhAI pp. 283-316.

Sklyar, V.V., Kharchenko, V.S., 2019. Assurance Case for IoT. In Volumes 1-3. Volume 2. Modelling and Development
(V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace University KhAI, pp.
341-367.

Brezhniev, E.V., Kolisnyk, M.O., 2019. Availability Assessment of IoT Based IT Infrastructure of Power Grids, in:
Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 3. Assessment and Implementation
(V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace University KhAI, pp.
83-128.

Brezhniev, E.V., 2019. IoT for Smart Grid Safety and Security Management, in: Internet of Things for Industry and
Human Application. In Volumes 1-3. Volume 3. Assessment and Implementation (V.S. Kharchenko, Ed.), Ministry of
Education and Science of Ukraine, National Aerospace University KhAI, pp. 129-194.

Fesenko, H.V., 2019. Internet of Drone Based Systems, in: Internet of Things for Industry and Human Application. In
Volumes 1-3. Volume 3. Assessment and Implementation (V.S. Kharchenko, Ed.), Ministry of Education and Science
of Ukraine, National Aerospace University KhAI, pp. 436-483.

Kharchenko, V.S., Uzun, D.D., Strielkina, A.A., llliashenko, O.0., 2019. Infrastructure of the IoT for Healthcare
Systems, in: Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 3. Assessment and
Implementation (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace
University KhAI, pp. 484-508.

Kharchenko, V.S., Uzun, D.D., Strielkina, A.A., llliashenko, O.0., 2019. Security and Privacy in IoT for Healthcare
System, in: Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 3. Assessment and
Implementation (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace
University KhAI, pp. 509-534.

Fesenko, H.V., Kharchenko, V.S., 2019. IoT Based Systems for Monitoring of Severe Accidents, in: Internet of Things
for Industry and Human Application. In Volumes 1-3. Volume 3. Assessment and Implementation (V.S. Kharchenko,
Ed.), Ministry of Education and Science of Ukraine, National Aerospace University KhAI, pp. 672-712.

Yurchak, O.V., Kharchenko, V.S., llliashenko, O.0., Kolisnyk, M.O., Babeshko, Ye.V., Dotsenko, S.I., 2019. Industry
4.0/5.0 and Industrial Internet of Things, in: Internet of Things for Industry and Human Application. In Volumes 1-
3. Volume 3. Assessment and Implementation (V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine,
National Aerospace University KhAI, pp. 866-901.

Brezhniev, E.V., 2019. Availability assessment of IoT based IT infrastructure of Power Grids. Training 1. Integration
of reliability methods into safety assessment processes for IT infrastructure of power grid, in: Internet of Things
for Smart Energy Grid: Trainings (E.V. Brezhniev, Ed.), Ministry of Education and Science of Ukraine, Ternopil
National Economic University, Petro Mohyla Black Sea National University, National Aerospace University “KhAI”,
pp. 78-86.



Kolisnyk, M.O., 2019. Availability assessment of 10T based IT infrastructure of Power Grid. Laboratory work 1.
Dependability assessment of smart grid systems, in: Internet of Things for Smart Energy Grid: Trainings (E.V.
Brezhniev, Ed.), Ministry of Education and Science of Ukraine, Ternopil National Economic University, Petro
Mohyla Black Sea National University, National Aerospace University “KhAI”, pp. 87-96.

Brezhniev, E.V., 2019. IoT for smart grid safety and security management. Training 1. Application of stamp method
for smart grid safety/security accident analysis, in: Internet of Things for Smart Energy Grid: Trainings (E.V.
Brezhniev, Ed.), Ministry of Education and Science of Ukraine, Ternopil National Economic University, Petro
Mohyla Black Sea National University, National Aerospace University “KhAI”, pp. 97-109.

Brezhniev, E.V., 2019. IoT for smart grid safety and security management. Training 2. Accident root cause analysis
of IoT based smart grid with five whys method, in: Internet of Things for Smart Energy Grid: Trainings (E.V.
Brezhniev, Ed.), Ministry of Education and Science of Ukraine, Ternopil National Economic University, Petro
Mohyla Black Sea National University, National Aerospace University “KhAI”, pp. 110-118.

Fesenko, H.V., 2019. Internet of Drone-Based Systems. Training 1. Determining the optimum number of single
operator controlled unmanned aerial vehicles for NPP monitoring missions, in: Internet of Things for intelligent
transport system: Practicum (A.O Sachenko, Ed.), Ministry of Education and Science of Ukraine, Ternopil National
Economic University, Volodymyr Dahl East Ukrainian National University, National Aerospace University “KhAI”,
pp. 93-102.

Fesenko, H.V., 2019. Internet of Drone-Based Systems. Training 2. Optimal redistribution of UAVs in case of
changing monitoring zones after an NPP accident, in: Internet of Things for intelligent transport system: Practicum
(A.O Sachenko, Ed.), Ministry of Education and Science of Ukraine, Ternopil National Economic University,
Volodymyr Dahl East Ukrainian National University, National Aerospace University “KhAlI”, pp. 103-112.

Kharchenko, V.S., Uzun, D.D., Strielkina, A.A., llliashenko, O.0., 2019. Analysis of normative profile-generated base
for security and privacy of healthcare systems. Seminar 1. Analysis of normative profile-generated base for security
and privacy of healthcare systems, in: Internet of Things for Healthcare Systems: Trainings (V.S. Kharchenko, L.S.
Skarga-Bandurova, Eds.), Ministry of Education and Science of Ukraine, NAU “KhAI”, EUNU, pp. 19-23.

Kharchenko, V.S., Fesenko, H.V., 2019. IoT-based systems for monitoring of severe accidents. Training 1. Evaluating
reliability of a multi-fleet with a reserve drone fleet, in: Internet of Things for Ecology, Safety and Security
Monitoring Systems: Trainings (V.S. Kharchenko, H.V. Fesenko, Eds.), Ministry of Education and Science of Ukraine,
NAU “KhAI”, EUNU, pp. 56-65.

Kharchenko, V.S., Fesenko, H.V., 2019. loT-based systems for monitoring of severe accidents. Training 2. Evaluating
reliability of a multi-fleet of drones with two-level hot standby redundancy considering a control system structure,
in: Internet of Things for Ecology, Safety and Security Monitoring Systems: Trainings (V.S. Kharchenko, H.V.
Fesenko, Eds.), Ministry of Education and Science of Ukraine, NAU “KhAI", EUNU, pp. 66-74.

Kharchenko, V.S., Illiashenko, O.0O., Babakov, R.M., 2019. Development and hardware optimization of control units
for IoT devices in industry systems. Seminar 1. Industrial Internet of Things and trends of technologies in Industry
4.0/5.0, in: Internet of Things for Industrial Systems: Trainings (Yu.P.Kondratenko, V.S. Kharchenko, Eds.), Ministry
of Education and Science of Ukraine, NAU “KhAI", EUNU, pp. 110-115.

Kharchenko, V.S., Illiashenko, O.0., Babakov R.M., 2019. Development and hardware optimization of control units
for IoT devices in industry systems. Practicum 1. Technique of development and hardware optimization of control
units for IoT devices, in: Internet of Things for Industrial Systems: Trainings (Yu.P.Kondratenko, V.S. Kharchenko,
Eds.), Ministry of Education and Science of Ukraine, NAU “KhAI”, EUNU, pp. 116-125.

Kolisnyk, M.O., Kharchenko, V.S., 2019. Standards and metrics for IoT systems. Seminar 2. Analysis of IoT reference
models, in: Internet of Things for Industry and Human Application. Fundamentals of Internet of Things: Practicum
(V.S. Kharchenko, Ed.), Ministry of Education and Science of Ukraine, National Aerospace University KhAI, pp.
39-46.



Gorbenko, A.V., Tarasyuk, O.M., 2019. Big Data Benchmarking for IoT Based Systems. Laboratory work 1. Deploy an
HDinsight Hadoop cluster on Linux, in: Data Science for Internet of Things and Internet of Everything: Practicum
(I.S. Skarga-Bandurova and A.V. Gorbenko, Eds.), Ministry of Education and Science of Ukraine, Volodymyr Dahl
East Ukrainian National University, National Aerospace University “KhAI”, Ternopil National Economic University,
pp. 123-133.

Gorbenko, A.V., Tarasyuk, O.M., 2019. Big Data Benchmarking for IoT Based Systems. Laboratory work 2. Connect
to the cluster via SSH, in: Data Science for Internet of Things and Internet of Everything: Practicum (I.S. Skarga-
Bandurova, A.V. Gorbenko, Eds.), Ministry of Education and Science of Ukraine, Volodymyr Dahl East Ukrainian
National University, National Aerospace University “KhAI”, Ternopil National Economic University, pp. 134-137.

Gorbenko, A.V,, Tarasyuk, O.M., 2019. Big Data Benchmarking for IoT Based Systems. Laboratory work 3. Analyze an
Aapache log file with HIVE, in: Data Science for Internet of Things and Internet of Everything: Practicum (I.S.
Skarga-Bandurova, A.V. Gorbenko, Eds.), Ministry of Education and Science of Ukraine, Volodymyr Dahl East
Ukrainian National University, National Aerospace University “KhAl”, Ternopil National Economic University, pp.
138-144.

Gorbenko, A.V., Tarasyuk, O.M., 2019. Big Data Benchmarking for IoT Based Systems. Laboratory work 4. Use Map-
Reduce to analyze a text file with Python, in: Data Science for Internet of Things and Internet of Everything:
Practicum (I.S. Skarga-Bandurova, A.V. Gorbenko, Eds.), Ministry of Education and Science of Ukraine, Volodymyr
Dahl East Ukrainian National University, National Aerospace University “KhAI”, Ternopil National Economic
University, pp. 145-152.

Gorbenko, A.V., Tarasyuk, O.M., 2019. Big Data Benchmarking for IoT Based Systems. Laboratory work 4. Use Map-
Reduce to analyze a text file with Python, in: Data Science for Internet of Things and Internet of Everything:
Practicum (1.S. Skarga-Bandurova, A.V. Gorbenko, Eds.), Ministry of Education and Science of Ukraine, Volodymyr
Dahl East Ukrainian National University, National Aerospace University “KhAI”, Ternopil National Economic
University, pp. 153-156.

dopmyBay oguHOYHOI TpUPasHoi cepii iMIyJIbCiB 3 IEPEHACTPOIOBAHOIO TPUBAJIICTIO | 3aTPUMKOIO [104ATKY
($hopmMyBaHHS BiZTHOCHO CTapTOBOTO iMITyJIbCY: MaTeHT YKpainu 134512, 3asas. 22.11.2018, ony61. 27.05.2019, 61071, N©
10 / Kopobkos Mukona I'puroposuy; Kopo6kosa Onena MukosaiBHa; [Tickauos Osnekcannp IBanosuy; KosicHuK

MapuHa OsiekcaHpiBHA; BIACHUK NTaTeHTy: HalioHanpHU aepoKocMiuHUE yHiBepcuTeT “XAl”.

dopmyBad oguHOYHOI TprdasHoi cepii iMITyJIbCiB 3 TEpEeHaCTPOIOBAHOIO TPUBAJIICTIO i BaTPUMKOIO TOYATKY
(opMyBaHHS BiJHOCHO CTapTOBOTO iMIIyJ/bCy: AaTeHT YKpainu 137613, 3assi1. 26.04.2019, ony6:1. 25.10.2019, 61071, N2
20 / Kopo6kos Mukosa I'puroposuy; Kopobkosa Osnena MukosaisHa; ITickauos Osnexkcanap IBanosuy; [Tickauosa
Ipuna BikropiBHa; KosicHuk MapyHa OjieKcaHIpiBHa; BJIACHUK MaTeHTY: HallioHaJIbHMI aepOKOCMIYHUN

yHiBepcureT “XAI”.

Cucrema moHiTopuHry aBapiit AEC: narenT Ykpainu 134592, 3agsi. 17.12.2018, ony6:1. 27.05.2019, 61051. N2 10 /
XapueHnko Bsuecnas CepriitoBuy; @ecenko I'epman Bikroposuy; CayeHko AHaToJliit OnekciitoBuy; Koyan
Bonopumup Bononumuposud; ['op6eHko AHaTos1il BIKTOpOBYY; BJIaCHUK NaTeHTy: HallioHambHUI a€pOKOCMIYHUIM
yHiBepcuTeT “XAl”".



X. 3aKJIlI0YHi BiTOMOCTI

KepiBHHK I0pHAHYHOI 0COOH

IlepeJtik 0CiO-BHKOHaBILiB

IBanuyenko OJier BacuiaboBu4

(k. T. H.)

[nnamenko Oner OsiekcaHPOBUY

(. T. H.)

l'opnees Onekcanap OyeKCaHAPOBUY

(k. T. H.)

KomicHuk Mapuna OsiekcaHapiBHa

(k. T. 1)

JletnuyeBcbkuil Onexkcanap OneKkcaHIpOBUY

(o. d.-m. H., 01.05.03)

[TonovosHu IOpiit Jleonimosuy

(x. T. H.)
Tapactok Osibra MuxaiiniBHa

decenko 'epmaH BikropoBuy
(x.T.H., 20.02.14)

XapueHKo BauecsnaB CepriioBuy
(7. . 1., 05.13.03)

BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB
Tenedpon

PeecTparop

KepiBHuKk Bigginy YKpIHTEI, mpo €

BiZIOBiZasIbHUM 32 peecTpallilo HayKOBOi

OisIIBHOCTI

Heuunopyk MukoJsia BacuiaboBuy

O. T. H.

®ecenxko I'.B.

+38 (097) 241-53-66




