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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3po6sieHHs MeTO/IiB 3a6€311e4eHHS KibepHETUYHOI 6e3reku PyHKIioHyBaHHA O6'€IHaHOI €eHEPreTUYHOI CUCTEMU

YKpainu B paMKax BIIPOBAIPKEHHS KOHLEIL|I iHTe/IeKTyalbHUX MepeX. (uup: InTenenepro)

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of methods for ensuring the cybernetic safety of the functioning of the United Energy System of
Ukraine within the framework of the implementation of the concept of intellectual networks.

Pedepar yKpaiHCBKOIO:

O6'eKT mocCiyKeHHs - Ipolec 3abe3neyeHHs Kibepoesneku PyHKUioHyBaHHs O6’elHaHOI eHepreTU4HOI CUCTEMU
YkpaiHu B paMKax BIIPOBAPKEHHSI KOHLEILiI iHTe/IeKTyalbHUX MepeXX. MeTa po60TH - IPOBEEHHSI IOCTIiI>)KEHb 3
METOI0 PO3POOKM METOAUYHMUX 3aca], 3abe3leueHHs KibepHeTUYHOI 6e3neky PyHKLIioHyBaHHS O6’eJHAHO]
€HEProCucTeMu YKpaiHu B paMKax BIIPOBA/PKEHHS KOHIEI|i iHTeJIeKTyalbHUX MepeX. JloCiIKeHHs
BUKOHYBAJIMCS HA MiJICTaBi 3aCTOCYBAHHS MiIX0iB, IPUNHATUX B MKHAPOJHUX HOPMATHUBHO-TIPABOBUX aKTaX i
CTaHJapTaX, BilOMUX 3 Teopii 6e3neku iHdpopmalii, Teopii TOBOIXEHHS 3 iHpopMaliiHUMU pU3uKaMu. Po3pobiieHo
METOIWYHI pekoMeHzaii mozao 3a6e3nedeHHs KibepHeTH4HOI 6e3nexkn O6'eqHaHOI eHeprocucTeMu YKpainu B
PaMKax BIIPOBa/I)KEHHS KOHILEIIi iHTeIeKTyanbHuX Mepex. Pesyssratn HJIP BripoBagykeHi B HanionanbHiN

€eHepreTyyHil KoMmnanii «YKpeHepro» Ta Jlep>kaBHiil cy1yK0i crewiaJbHOro 3Bs13Ky Ta 3aXUCTy iHdopMallii YkpaiHu.

Pedepar aHIJIiHCBKOIO:

The object of research is the process of ensuring cybersecurity of the United Energy System of Ukraine in the
framework of the implementation of the concept of smart grids. The purpose of the work is to conduct research to
develop methodological principles for cyber security of the United Energy System of Ukraine in the
implementation of the concept of smart grids. The research was performed on the basis of the application of
approaches adopted in international regulations and standards known from the theory of information security, the
theory of information risk management. Methodological recommendations for ensuring the cyber security of the
United Energy System of Ukraine in the framework of the implementation of the concept of smart grids have been
developed. The results of the research have been implemented in the National Energy Company "Ukrenergo” and
the State Service for Special Communications and Information Protection of Ukraine.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII ykpaiHCBKOIO: MetouuHi pekomMeHAaLji o0 3a6e3nedeHHs KibepHeTMYHOI 6e3mnexkn O6'eIHaHOi

€HEProCnucTeMn YKpa'l.HI/I B paMKaX BIIPOBaJI>)KEHHS KOHU,eHLlﬁ iHTeJIeKTyaJIbHI/IX MEpPEXK.

Ha3zpa HTII anrsiiicbKo0: Methodical recommendations for cyber security of the United Energy System of

Ukraine in the framework of the implementation of the concept of smart grids.
HTII, sixy nepen6a4asiocsi CTBOPUTH:

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:

OTpuMmaHi pe3yJIbTaTH: MeTtoay, Teopii

l'asy3s 3acToCcyBaHHs: OG'eHaHa eHeprocucteMa YKpaiHu
PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Onuc HTII: 3anpornoHoBaHo MeTo oLjiHIOBaHHS PpU3KKY Kibep6esneku indopmauiiiHoi cucremu Smart Grid,
SIKMI O3BOJISIE OLIiHIOBAaTH PUBUK CKJIaAHOI iHpOPMaLifiHOI CUCTEMU Y 3aJIEKHOCTI Bifl yMOB, B SIKUX (PYHKIIOHYE
KOKHa CKJ1a70Ba iHopmaniitHoi cuctemu, Bumy iHdopmaliii, o HUpKyJIIoe y Hill, MoZesi 3arpo3, Mozeri
NOPYUIHMKA. BUKOPUCTaHHS 3alIPONIOHOBAHOTO METOAY JJa€ MOXKJIMBICTh PO3POOJIEHHS allapaTHO-TIPOrPaMHUX
KOMILJIEKCIB [1711 aBTOMaTU3allii po3paxyHKy pu3uKy iHpopMmaliiiHux cucteM Smart Grid, a Tako>X CTBOPEHHS

CHCTEM MiITPUMKU [IPUUAHSTTS pillleHb 3 METOIO 3a6e3Ne4eHHs Kibepoesneku inpopmauiiHux cucreM Smart Grid.
CouiasibHO-eKOHOMIYHA cipssmoBaHicTh HTII: Moni6wenns 6esnexn
Bnius HTII Ha moBKiJj1s:
BnposagskeHHs1 HTII: Tlonyueno nosutusHuii Bigryk
ITpakTnyHa peasnisanis HTII
IToyaTok eramy:
3aKiHYeHHs eTamy:
Crnio>KuBavi NPOAYKILii:
IlepcneKTHBHI PHHKHU:
XapakTep cniBpOOIiTHHIITBA 3 iIHBECTOPOM
IToTpiOHUI 06CAT iHBECTHILiH, THC. TPH.: 1000
IIpaBa, 0 HaAAIOTHCS iHBECTOPY MicCJIsA 3aBEpPLIEHHsT POOOTH: CrisbHi npasa Ha HTII
HasiBHicTb Gi3Hec-mjIaHy: Hi
TexHiKO-€eKOHOMiYHE OOrpyHTYBaHHSI. Hi
IToTeHUiaILHUM 00CAT IIPOJAAKY, THUC. TPH.:
OuiKkyBaHHI TepMiH OKYIHOCTi (POKiB):

HopaTrkoBa iHdopmamist:
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