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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MeToau Ta Keic-TeXHOJIOri JOKa30BOro OLiHIOBaHHS Kibep6e3neKy IPOrpaMOBHUX CUCTEM [1Jis 3a6e3T1e4eHHs

3axUCTy KpuTH4HOi IT-inppacTpykTypu

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Methods and case-technologies of evidence-based assessment of software systems cybersecurity to ensure
protection of critical IT infrastructure

Pedepar yKpaiHCBKOIO:

Po3ryissHyTO KOMILIEKCHUH Tiaxin no nmpobsiaemu Bepudikanii ta nouyky Bpasnusocteil B [1JIIC Ta anapatHoMy
3a6e31e4YeHHi 3 BUKOPUCTAHHSM iHCEPLiMHOrO MOJIeII0BaHHS. MaTeMaTUyHUN anapar ajarebpy MoBeiHOK Jlae
3mory npezacraButu mogedi [JIIC Ta anapaTHOro 3a6e3neyeHHs y 3po3yMinioMy anre6paiyHOMy BUTTISII] Ta
BHMKOPHUCTATH BiATIOBiTHI METOAU MOIIYKY Bpa3juBocTel Ta popmanbHOi Bepudikarii. Pospobyieno anrebpaiyni
MoJeJIi 17151 OIMCY i BUSIBJIEHHS BPa3/IUBOCTEN B crielu@ikallisix eJIeKTPOHHUX IIPOEKTIB Ha Pi3HUX eTarax
SKATTEBOTO LIUKJTY, SIKi Ha BiIMiHY Bifl BifOMUX 0a3yI0TbCS Ha CEMaHTUILi iHCEPLIMHOTO MOJIEIIOBAaHHS MOBOIO
anre6py MOBEiHOK i TO3BOJISIOTH 320€31€YUTH TapaHTOBaHy IOBHOTY Bepu@ikallii i TecTyBaHHg HDL KOMIOHEHT,
eJIeKTPOHHUX 1poeKTiB ais [1JIIC B uinomy, joriku kopuctyBalbkux gopatkis [ICK3. Po3po6eHo nociigoBHICTb
Bepudikaliii i3 BUKOPUCTaHHSIM anredpaiyHuX MOAesel i MeToqu TECTYBaHHS LJIIXOM reHepallii TeCTiB i3 Mogesne,
nobyoBaHUX Ha Pi3HUX eTanax po3po6JIeHHs, SIKi Ha BifMiHY Bif BimoMux 6a3yi0ThCsl HA aBTOMaTUYHil reHepartii
Message sequence chart, 0 103B0JIsI€ 3a6€3N€YUTHU rapaHTOBaHy [IOBHOTY Bepudikarii i ecryBanns HDL
KOMIIOHEHT, €JIEKTPOHHUX NPOeKTiB aJis [1JIIC B niomy, JIoriku KopucryBaubkux gogatkis [ICK3. 3anponoHoBaHO
KOMIIJIEKC CKJIaZIOBUX 3a0e3neueHHs Kibepoesneku mnargopm FPGA as a Service, 10 BiNOBigae CydacHUM
3arpo3am TaKWX CHCTEM Ta BKJIIOYAE PETyJIIpHE OHOBJIEHHS [TPOTPAMHOr0 3abe3eyeHH s, MOHITOPYHT Ta aHaJli3

Oe3reku, ayguT Ta TeCTyBaHHS Ha IPOHMUKHEHHS, BilIOBiAHICTh CcTaHiapTaM 0e3I1eKU Ta HaBYaHHS [IepCOHAY.

Pedepar aHIJ1iHCBKOIO:

A comprehensive approach to verifying and finding vulnerabilities in FPGAs and hardware using insertion
modeling is considered. The mathematical apparatus of the algebra of behaviors makes it possible to present the
FPGA and hardware models in a comprehensible algebraic form and to use the appropriate methods of finding
vulnerabilities and formal verification. Algebraic models have been developed for the description and detection of
vulnerabilities in the specifications of electronic projects at various stages of the life cycle, which, unlike the
known ones, are based on the semantics of insertion modeling in the language of the algebra of behavior and allow
to ensure the guaranteed completeness of verification and testing of HDL components, electronic projects for
FPGAs in general, logic programmable systems of critical applications (PSCA) user applications. A verification
sequence has been developed using algebraic models and testing methods by generating tests from models built at
various stages of development, which, unlike known ones, are based on the automatic generation of a Message
sequence chart, which allows for guaranteed completeness of verification and testing of HDL components,
electronic projects for FPGAs in general, the logic of user applications of PSCA. A set of components for ensuring
the cybersecurity of FPGA as a Service platforms is proposed, which meets modern threats of such systems and
includes regular software updates, security monitoring and analysis, audit and penetration testing, compliance
with security standards, and personnel training.
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