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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

IHdopMaliiiHa TEXHOJIOTiS TICMXOJIIHTBICTUYHOTO aHali3y TEKCTY JJIs CTeraHorpadiyHux CUCTEM

Ha3sBa po6oTH aHIJIilICbKOIO:

Information technology of text psycholinguistic analysis for steganographic systems

Pedepar yKpaiHCBKOIO:

Bax/IMBUM HANPSIMKOM PO3BUTKY NMOJIOHUX iH(POPMaLIHUX CUCTEM JIHIBICTUYHOI cTeraHorpadii € 3a6e3nedeHHs
BMCOKOTO PiBH CTIiMIKOCTi BIpOBaAKeHOi iHdopmallii 0 cTeroaHamnisy Ta KpunroaHanisy. O6’€eKTOM NPOBELEHOTO
IOCTiI)KeHHs € rpoliecy creraHorpadiyHoro NpruxoByBaHHs iHGopMaliil y TeKCTi Ta 3abe3nedeHHs ii CTIMKOCTI.
[IpenmeToM po6OTH € METOLM Ta 32COOU BIIPOBAIPKEHHSI cTeraHorpagivyHoro noBifoMIIEHHS Y TEKCTOBUI
KOHTEVHEP Ha OCHOBI JAHUX [ICUXOJIIHIBICTUYHOIO aHali3y Ta MKUQpPYBaHHS LbOTO MOBiTOMJIEHHS 32 PaXyHOK
Kpurnrorpa@iyHoro nepeTBopeHHs. MeToio HayKoBO-IOCIiIHOI pOOOTH € MifBUIleHHS e(peKTUBHOCTI
creraHorpagiyHux iHpopMaLiliHUX CUCTEM, IIJIIXOM PO3POOKM METOiB Ta 3aC00iB KOMITIOTEPHOT0 aHali3y TEKCTY
Ha OCHOBI IICUXOJIIHIBiCTUYHUX BJIACTUBOCTEN IOT0 CEMAaHTUYHOI CK/Ial0BOi. OCHOBHUM HAayKOBUM PE3YJIbTATOM €
iHpopMmaliiiHa TEXHOJIOTiS ICUXOJIIHTBICTUYHOTO aHali3y TeKCTY [Ji NOJAJIbIIOrO CTEraHOrpadiuHOro
BIIPOBAJPKEHHS CTiIKOr0 LM(POBOrO BOJSHOIO 3HAKY Y MiIFOTOBJIEHOMY TEKCTOBOMY CTEraHOrpadiyHOMY
KOHTeMHepY. 3alporOHOBAaHO METOIU Ta 3aco6M KpUITOrpadiyHoro 3axXucTy u@poBOro BOASHOTrO 3HaKy. Y
HAyKOBO-AOCIiTHiN po6OTi 6y710 po3p06JIeHO Psii METOIB 171 ICUXOJIIHIBICTUYHOTO aHai3y CEMaHTUYHO]
CKJIaJIOBOi TeKCTOBOI iHPopmariii 17151 epeKTUBHOrO BIPOBAIKEHHS LX(PPOBOro BOASHOIO 3HAKY 32 JI0IIOMOTOI0
CEeMaHTUYHUX MeToiB. PeasizoBaHo 3acobu Ta iHdpopMaliliHi CUCTEeMU Ha OCHOBI 3aIIPOIIOHOBAaHUX METO/IiB, SIKi
IO3BOJISIIOTh BIPOBAIKYBAaTH UU(PPOBUM BOASHUI 3HAK Y TEKCT HA OCHOBI ICUXOJIIHIBICTUYHHUX Ta
IICUXOCEMAHTUYHUX BIACTUBOCTEN CEMAaHTUYHOI CKJIaZ0BOI TEKCTOBOI iHpopMmalii. OTpuMaHi pe3ybTaTu
D03BOJIAIOTh HA 9% MiABUIIUTY €(PEKTUBHICTb BIIPOBAIPKEHHS LM(PPOBOrO BOASHOIO 3HaKy Y TEKCTOBUI KOHTEHED
3a JOIIOMOT0I0 CEMAaHTUYHUX METO/IIB 32 YMOBHU 3aXUCTY Bifl BUSBIJIEHHS Ta BUQJIEHHS BIIPOBAI)KEHUX
ineHTHpikaniiHux ganux. Cdepa NpakTUIHOIO 3aCTOCYBAHHS 3alIPOIIOHOBAHOI TEXHOJIOTII — MiATIPUEMCTBA,

YCTaHOBU Ta OpraHisatiii, [0 crieiani3yloThCsl Ha CTBOPEHHI 00’€KTIB iHTE€JIeKTyabHOI BIACHOCTI TEKCTOBOTO BULY.

Pedepar aHr1ilicbKOIO:

An important direction in the development of such linguistic steganographic information systems is ensuring a
high level of resilience of the embedded information against steganalysis and cryptanalysis. The object of the
research is the processes of steganographic information embedding into text and ensuring its robustness. The
subject of the research is the methods and tools for embedding steganographic messages into a text container
based on psycholinguistic analysis data and encrypting such messages using cryptographic transformation
techniques. The aim of this research is to increase the effectiveness of steganographic information systems
through the development of methods and tools for computer-based text analysis grounded in the psycholinguistic
properties of its semantic component. The main scientific result is the development of an information technology
for psycholinguistic text analysis, intended for the subsequent steganographic embedding of a robust digital
watermark into a prepared textual steganographic container. The proposed approach includes methods and tools
for cryptographic protection of the embedded digital watermark. Within the scope of the research, a set of
methods for the psycholinguistic analysis of the semantic component of textual information was developed to
enable the effective embedding of a digital watermark using semantic techniques. Based on the proposed methods,
tools and information systems were implemented to support watermark embedding into text, taking into account
the psycholinguistic and psychosemantic properties of the text’s semantic content. The obtained results
demonstrate a 9% increase in the effectiveness of digital watermark embedding into text containers using
semantic methods, while maintaining resistance to detection and removal of the embedded identification data.



The proposed technology is practically applicable in enterprises and organizations specializing in the creation of
textual intellectual property.
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