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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Anre6poiuHO-MIMOBIPHICHI METOIY AOCJIIPKEHHS CTiKOCTI Ta €(peKTUBHOCTI KpunTorpagiyH1X alropuTMiB i

IIPOTOKOJIIB

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Algebraic-probabilistic methods of investigation of cryptographic algorithms and protocols resistance and
effectiveness

Pedepar yKpaiHCBKOIO:

3BiT npo HJP: cropinok 213, pucyHkiB 5, Tabsup 11, anroputmis 8, Teopem 19, nem 6, TBeprkeHs 0, popmyi 104,
o3HaueHs 16, mxeped 114. O6'eKT LOCHIIPKEHHS - CUCTEMHU Ta NIPOLeCH KpUNTorpagivHoro 3axucty iHgopmarii,
croco6u nNo6ynoBY KPUNTOATaK HA CUCTEMU 3aXUCTy iHPOpMallil; BUIIAJKOBI [IOCiJOBHOCTI, TeHepaTopu
BUIAIKOBUX Ta MICEBIOBUINAAKOBUX ITOCIiIOBHOCTEN. [IpeIMET LOCTII>KEHHS - MaTeMaTUYHi MOZEJIi KPUIITOATaK Ha
CHACTEMHU 3aXUCTy iHpopmallii Ta MeTonU iX NOCIiIP)KEHHS, METOJY OLIIHKM CTiMKOCTi KpUIITOrpaiyHuX CUCTEM
3axucTy iHpopMallii, IPUHLMINN CTBOPEHHS HALiHUX i €EeKTUBHUX CITOCO6iB KPUNITOrpaidyHOro 3aX1CTy; METOIU
OLIIHKY SIKOCTi BUIIAIKOBUX [1OCJIiIOBHOCTEN, FT€HEPATOPIB BUMALKOBUMX Ta [ICEBAOBUINALKOBUX I10CIILOBHOCTEN,
He3aJIeXXHOCTi ab0 3aJIeXKHOCTi TecTiB. MeTa po60THU I10J1sirae B yJOCKOHAJIEHH], PO3BUTKY Ta PO3POOLi
iHHOBaLiTHUX anre6paiyHO-MMOBIPHOCHUX METOIiB KPUIITOAHAIi3Y, 3aCc06iB KpUNITOIPa(idyHOro 3aXUCTy
iH(pOpMaLIIHUX TEXHOJIOTI CUMETPUYHAMU Ta aCHMETPUYHUMU KPUNTOCUCTEMAMU 3 YPAXyBaHHSIM OCTaHHIX
IIOCSITHEHb KPUITTOJIOTii. PO3p061€HO TaKOK HOBi CTaTUCTUYHI KpUTEPii 47151 mepeBipku KpunrtorpadivyHoi SIKOCTi
BUIAIKOBUX i IICEBL,OBUIAIKOBUX [TOCIIiZOBHOCTEN Ta FT€HEPATOPIB TAKUX MOCIiLOBHOCTEN. Pesynbratu manoi HJIP
3HAXOJAThCS HA PiBHI CBITOBMX aHAJIOTIB Ta iX 3aCTOCYBAaHHS 1€ MOKJIUBICTb OTPUMAHHS OLIIHOK CTiMKOCTi
iCHYI0UMX Ta HOBUX aJITOPUTMiB KPUNITOTpaivHOro 3aXUCTy iHopMaliii, BU3HaUYEHHSI YMOB 6€3[1€4HOT0
(pyHKIiOHYBaHHS cUcTeM 36epiraHus Ta nepesayi indpopmarii. KPUTITOAHAJII3, KOPEJIALIVHI TA AJITEBPAIYHI
KPUIITOATAKY, CKJIAIHICTD AJITOPUTMIB, TECTYBAHHS BUTIAIKOBUX TA IICEBIOBUITAIKOBMX
MMOCTIAOBHOCTEN, HE3AJIEXKHICTb CTATUCTUYHMX TECTIB.

Pedepar aHIJIiHCBKOIO:

Report on SRW: pages 213, drawings 5, tables 11, algorithms 8, theorems 19, lems 6, statements 0, formulas 104,
determinations 16, references 114. A research object are the systems and processes of IT security, methods of
construction of cryptographic attacks on the IT security systems; random sequences, generators of random and
pseudorandom sequences. The subject of research is mathematical models of cryptographic attacks on IT security
systems and methods of their investigation, methods of estimation of the scurity level of the cryptographic
systems, principles of creation of reliable and effective methods of cryptographicprotection; methods of
estimation of quality of random sequences, generators of random and pseudorandom sequences, independence or
dependence of tests. The aim of the work consists in an improvement and development of innovative algebraic
probabilistic methods ofcryptanalysis, facilities of cryptographic protection of information technologies by
symmetric and asymmetric cryptosystems taking into account the last achievements of cryptology. New statistical
criteria are worked out also for testing cryptographic quality of random and pseudo random sequences and
generators of such sequences. Results of this SRW are at the level of world analogues and their application enables
tj achieve the estimation of security level of the existing and new algorithms of cryptographic protection,
determination of safe operating conditions on the systems of information storage and transfer. CRYPTANALYSIS,
CORRELATION AND ALGEBRAIC CRYPTOGRAPHIC ATTACKS, COMPLEXITY of ALGORITHMS, TESTING of
RANDOM AND PSEUDORANDOM SEQUENCES, INDEPENDENCE of STATISTICAL TESTS.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Hazsa HTII yKpaiHCBKOIO: 3BiT po HayKOBO-AOCIiIHY POGOTY "Are6paidaHo-MOBIPHICHI METO/M

IOOCJIiIKEHHS CTIMKOCTi Ta €()eKTUBHOCTI KPUIITOrpapiyHMX aJITOPUTMIB i IPOTOKOJIIB"

Ha3zpa HTII aHrsiicbKO0: Report on SCW "Algebraic-probabilistic methods of investigation of cryptographic

algorithms and protocols resistance and effectiveness”
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Omnuc HTII: Nocnimkeno cucremu ta npouecu KpuntorpadiyHoro 3axucty indopmatiii, crioco6u nobyosu
KPUINTOATaK Ha CUCTEMHU 3aXUCTy iHPpopmauii. Po3pobiieHo Ta BIOCKOHAJIEHO iHHOBAllifHI anre6paiyHo-MMOBipHIiCHI
MEeTO/IM KPUIITOAHAJI3y, 3acO0M KpUITOrpadivHOro 3axmcTy iHpopMaliliHuX TEXHOJIOTi CUMETPUYHUMU Ta
aCUMeTPUYHUMU KPUIITOCUCTEMAMU 3 YPaXyBaHHSIM OCTaHHIX JOCSTHEHb KPUNTOJIOTii. TakoX po3po6JieHO HOBI
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