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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3pobka MeToziB Ta 3ac00iB MiBUILEHHS )KUBYYOCTi iH(popmMaliiiHO-KOMYyHIKallillHUX CUCTEM B YMOBAX BILJIUBY

KiOEPHETMYHMX aTaK.

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of methods and tools of increase of vitality of the Informative-telecommunications systems in the
conditions of influence of cybernetic attacks.

Pedepat yKpaiHCBKOIO:

B po6orTi BupiuyeThcsl HayKoBa IIpo6sieMa, sika I10J1Ira€e B po3po0OLii MeTO/iB Ta 3aX0iB 1100y10BY PYHKIiOHATIBHO
cTilikoi iHpopmaniitno-komMyHikaniHoi cuctemu (IKC) B ymoBax BIIMBY KibepHeTnuHUX aTak. CydyacHi IKC
XapaKTepU3yeThC HaAIMHICTIO, JKUBYYiCTIO, BiIMOBOCTIMKICTIO, IKi HE B IIOBHII Mipi ONKUCYIOTH CUCTEMY B yMOBax
PYViHYBaHb, BiIMOB i KibepHeTnyHUX 3arpo3. [lobynosa dyHKIioHaNbHO cTilikoi IKC no3Bosise peryaoBaTi
HEUITaTHi CTaHU CUCTEMH, 1J0 BUKJIMKaHI BiIMOBaMH, SIK JOIYCTUMI, i 17151 HUX GOPMyBaTU aJieKBaTHE YIIPaBJIiHHS,
IO CIIPSIMOBaHE HAa NIapUPYBaHHS HACJIIIKIB BiIMOB i MifTPUMKY BUKOHAHHS 3aaHUX PYHKIIN CUCTEMU. 32 PaXyHOK
1bOro, (PYHKIIOHAIBHO CTiliKe yIIpaBJIiHHA 3a0e3Ievye epeposois peCypciB CUCTEMU [JIsl JOCATHEHHS TOJIOBHOI
METH, HaBiTbh B YMOBax BifiM0B. [IpoBefieHO aHani3 o6sacTi PpyHKIioHaNbHOI cTilikocTi IKC. O6rpyHTOBaHO OCHOBHI
IIPUHLUIINA PO3POOKU KOHLENLii 106y0BU PyHKLiOHANIBHO CTilKoi IKC. YI0CKOHanIeHO MeTo, BUSIBJIEHHS
Kibep3arpos B IKC, sikuii I'pyHTYETbCSI HA PEKYPCUBHUX AIFTOPUTMAX PO3NOJiTIEHOTO MEPEXEBOTO CAMOHABYAHHS Ta
BUOOPY KOHTP3aXO[liB y 3aJI€XKHOCTI Bif] BUIy 3arpo3u. HaykoBa HOBU3HA yIOCKOHAJIEHOTO METOJY MOJISITAE Y
MOXJIMBOCTI BU3HAYaTH BapiaHTU pillleHb [IPO HEOOXiAHUI BUJ, Ta PiBEHb 3aXUCTy HAa OCHOBI iHopMallii
Pi3HOPIIHUX AKepesl B yMOBax OMHAMIYHOI 3MiHU Linel ynpasiiHHg IKC y peanbHOMY 4aci. 3alporoHOBaHO
MEeTOJMKY 3abe3neueHHs PyHKIioHaNbHOI cTilikocTi IKC, sika 6a3yeTbCst HA METOJAX ONEPAaTUBHOTO YIIPAaBJIiHH i
no3sosisie IKC BukonyBaTu cBoi PyHKLIi B ymoBax jerpapatiii, mo 3adesneuye >xuBydicTs IKC 3a paxyHOK

004K CII0BaIbBHUX Ta KAHAJIBHUX pecypciB. [laHa MeTosiuKa 3abe3neuye 6e3BigmoBHy poboTy IKC B ymoBax
noripieHHs napameTpiB GyHKUiIOHyBaHHS. [IepCreKTUBHUMHY HaNpsIMKaMy NOJAabIINX AOCIiIKEHb MOXe OyTU
IIMPOKE KOJIO MUTaHb PO3POOKU METOXiB PYHKLIOHAJIbHOI CTIKOCTI, 10 I'PYHTYIOThCS HA IIO€HAHHI METOJ|B i
MigXoAiB Teopii HafiNHOCTI, onTUMi3awii Ta npuiHATTS pimeHs. IKC, XKVIBYUICTDb, METO/I, AJITOPUTM,
OYHKIIOHAJIBHA CTIVKICTD, TEXHOJIOTTS, CAMOOPTAHI3ALIIS, BE3TIEKA, KIBEPHETMYHA ATAKA

Pedepar aHIJIiHCBKOIO:

The scientific task is to develop methods and measures for building a functionally stable information and
communication system (ICS) in a cyber-attack. Modern ICS are characterized by reliability, survivability, fault
tolerance, which do not fully describe the system in terms of destruction, failure and cyber threats. The
construction of functionally stable ICS regulates the abnormal state of the system caused by failures as acceptable,
and to form adequate control for them, aimed at counteracting the consequences of failures and supporting the
performance of the specified system functions. This functional management provides redistribution of system
resources to achieve the main goal even in the event of a failure. Having analyzed the area of functional stability of
ICS. The basic principles of developing the concept of functionally stable ICS are obtained. A method for detecting
cyber threats in ICS, based on recursive self-learning algorithms for a distributed network and the choice of
countermeasures depending on the type of threat. The scientific novelty of the improved method is the ability to
determine solutions to the necessary type and level of protection based on information from heterogeneous
sources in the context of dynamic changes in the objectives of ICS control in real time. A technique is proposed for
ensuring the functional stability of ICS, based on operational management methods and allowing ICS to perform its
functions in conditions of degradation, which ensures the vitality of ICS due to computing and channel resources.
This technique ensures the smooth operation of ICS in conditions of deterioration of operating parameters. A



promising area for further research may be a wide range of functional stability methods based on a combination of
methods and approaches of the theory of reliability and optimization. ICS, SURVIVAL, METHOD, ALGORITHM,
FUNCTIONAL STABILITY, TECHNOLOGY, SELF-ORGANIZATION, SECURITY, CYBER ATTACK
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