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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

BrukonaHH4 3aBIaHb [1epCrieKTMBHOrO IJIaHYy PO3BATKY HAyKOBOTr'o HanpsAMy "TexHiyHi Hayku" 3axifHOYKpaiHCBKOTO

HalliOHAJILHOTO YHIBEPCUTETY

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Fulfillment of tasks of the Perspective plan of development of the scientific direction "Technical Sciences" of the
West Ukrainian National University

Pedepar yKpaiHCBKOIO:

ETan 30cepeykeHo Ha CTBOPEHHI IIOCTKBAHTOBUX KPUIITOCUCTEM. Briepie po3po61eHO aCUMETPUYHUI METO],
mr@pyBaHHS Ha OCHOBI Kpunrocucremu MakEstica Ta kopuryrouux kozis C3K, sikuii 3abe3nedye 3HaYHO MEHIINI
po3Mip BiIKpUTOro Kitoua (Mpr6IM3HO B 5 pasiB) Ipu 30e€pekeHHi BUCOKOI KPUNITOCTIMKOCTI Ta MOKJIMBOCTI
BUIIPaBJIEHHS [IOMWIOK Iif 9ac po3uudpysaHHs. [IpoBeieHO TeOpeTUYHY OLiHKY CTiMKOCTI 10 BiZlOMHUX aTak.
OTpumaHi pe3ysibTaTy BUPI3HSIOTHCS HAYKOBOIO HOBU3HOIO 3aBISIKM PO3POOLi OpUTiHAIbHUX METOIB Ta
aJNrOpUTMIB. BOHM MalOTh B)KJIMBE MPAKTUYHE 3HAYEHHS, CIIPUSIIOYM MiJBULIEHHIO 6€31eKy 36epiraHHs i1 06pobKu
IaHUX, 3pOCTAHHIO €(PEKTUBHOCTI CUCTEM MiATPUMKHU NPUIHSTTS PillleHb Ta IPUCKOPEHHIO PearyBaHHs Ha
HaJ3BUYalHi cuTyalii. OTprMaHi pesyabTaTu MOXYTb OyTU BIIPOBajKeHi B iHpopMaLifiHUX cCUCTEMaX Jep>KaBHUX
YCTaHOB i IPUBATHOTO CEKTOPY, a TAKOX y POOOTI Ciy>k6 HaA3BUYANHUX CATYallill @ TAKOX CJIYTyBaTU OCHOBOIO 11JIs1

[IOA/IBIINX TOCTIIPKEHb y Tajy3i 3axuIleHNX iHPOPMAaLiliHUX CUCTEM Ta IITYYHOTO iHTEJIEKTY.

Pedepar aHIJIiHCBKOIO:

Stage concentrated on developing post-quantum cryptosystems. For the first time, an asymmetric encryption
method based on the McEliece cryptosystem and error-correcting codes in the residue number system was
developed. It features a substantially smaller public key (approximately five times smaller) compared to the
classical McEliece system, while preserving high cryptographic strength and supporting error correction during
decryption. A theoretical evaluation of resistance to known attacks was conducted. The obtained results exhibit
scientific novelty through the development of original methods and algorithms and hold significant practical value
by improving data security, enhancing the efficiency of decision-support systems, and accelerating emergency
responses. These achievements can be implemented in information systems of public institutions and the private
sector, as well as in emergency services operations, and serve as a solid foundation for further research in secure

information technologies and artificial intelligence.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII ykpaiHCBKOIO: AcumeTpnynuii MeTos nbpyBaHHs

HaszBa HTII aHrJificbKOI0: Asymmetric encryption method

HTII, sixy nepen6ayasiocss CTBOPHUTH: CTBOPEHO

IIpuunnu, yepe3s saki HTII e Gysio cTBOpeHO:

OTpmvxaHi pe3yJbTaTH: Meroau, Teopii, rinore3u, MeToanYHi JOKyMEHTH, AHAIITUYHI MaTepianu

l'asmy3b 3acTocyBaHHs: M 72 HaykoBi focimkeHHs Ta po3pooku. KBEJL: 72.19 (nj1st TpUPOAHUYNX TA TEXHIYHUXK
HayK)
PeecTparifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: Pospo6ieno acumerpuanmii Metos mnbpyBaHHs HA OCHOBI Kpuntocuctemu MakEsiica ta
Kkopuryoouux kozis C3K, sikuii 3a6e3neuye 3Ha4HO MEHIINI PO3Mip BiIKPUTOro Kjtoya (IpubJIM3HO B 5 pasiB) Ipu
36epesKeHHI BUCOKOI KPUNITOCTIMKOCTI Ta MOKJIMBOCTI BUIIPABJI€HHS [IOMUJIOK IIifl 4ac po3imundpyBaHHs. [IpoBeneHo

TEOPETUYHY OLiHKY CTI¥KOCTI IO BiJOMMX aTaK.

ConjiasibHO-eKOHOMIYHA CHpﬂMOBaHiCTb HTII: 3a6e3neyenHs mpoMUCIOBOCTI YU HACEIEHHS] HOBUM

BUJIOM iHpOPMaLiiHO-KOMYHIKaLiTHUX MTOCIIYT
Bnyins HTII Ha moBKiJjis:
BnposaaskeHHst HTII: Briposampkeno
ITpakTuyHa peasnizanis HTTI
IToyaTok eramy: 03.2025
3aKkiHyeHHs eTamy: 12.2025
Cno>kuBavi NPOAYKILii: [lixnpuemcTBa, yCTaHOBU Ta OpraHisarii
IlepcrieKTHBHI PUHKH: Vkpaina
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:
IIpaBa, 0 HaAI0THCS iHBECTOPY MiCJIsA 3aBEPIIEHHSI POOOTH:
HasaBHicTb 0i3Hec-1JIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
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OuikyBaHHI TepMiH OKYIHOCTi (pPOKiB):

JopaTtkoBa iHdpopmamist:

IX. Bi6siorpadivyHuii onuc

Yatskiv, V., Kulyna, S., & Ivasiev, S. (2025). Data Encryption Method Based on the Mceliece Cryptosystem and the
Redundant Residue Number System. Advances in Cyber-Physical Systems. Vol. 10, No. 2, 2025, pp. 214-222.
https://doi.org/10.23939 /acps2025.02.214



Yakymenko I., Kasianchuk, M., Martyniuk, O., & Martyniuk, S. (2025). A Symmetric Cryptoalgorithm Based on a
Hierarchical Residue Number System. International Journal of Computing, 24(1), pp. 92-101.
https://doi.org/10.47839 /ijc.24.1.3880

Kasianchuk, M., Shevchuk, R., Adamyk, B., Benson, V., Shylinska, I., & Holembiovskyi, M. (2025). Affine Cipher
Encryption Technique Using Residue Number System. Cryptography, 9(2), 26.
https:/ /doi.org/10.3390 /cryptography9020026

Yakymenko I., Kasianchuk M., Martyniuk O., Martyniuk S., Martyniuk A., Yakymenko Y. A Symmetric
Cryptoalgorithm in a Polynomial Hierarchical Residual Number System. Proceedings International Conference on
Advanced Computer Information Technologies, ACIT., 2025, pp. 501-504. DOI: 10.1109 /ACIT65614.2025.111858

T. Tsavolyk, P. Kasprowski, V. Yatskiv, A. Sachenko, I. Novosad. Zero-knowlege Proof Protocol based on the RRNS.
The 13th IEEE IEEE International Conference on Intelligent Data Acquisition and Advanced Computing Systems
(IDAACS'2025), 4-6 September, 2025, Gliwice, Poland, (Vol. 2, pp. 993-997)

SIoxis B., IBacees C., fAukiB H. Kpuntocuctema McEliece Ha OCHOBiI KOPUTYIOYMX KO/iB CUCTEMU 3aJIMIIKOBUX KJIACIB.
ITSec: Besneka ingpopmaniiiHux TexHosorii: matepianu XIV MixHap. HayK.-TexH. KOH®., M. TepHomninb, 22-24 Tpas.
2025 p. Tepnominb-Kuis: 3YHY-IVIKT, 2025. - C. 229 -231.

X. 3aKJII0YHI BiZOMOCTI

KepiBHHUK I0pHAUYHOI 0COGH KpucosaTtuii AHzpiit IropoBuy
I. e. H., 08.00.08

IlepeJtik 0Cci0-BHKOHABILiB
JasnertoBa AsiHa SIpocyaBiBHa

Komap Mupocsas IletpoBuy
(1. T. H., Tpodecop, 05.13.06)

Kit IBan PomanoBuy
TumunmuH Bacunb CtenaHoBu4

LlaBosiuk Tapac I'puroposuy

(x. T.H.)

[lInak Bosmogumup bormaHnosuy

BiamoBiganbHUH 32 MiATOTOBKY CemaHiok Bita 3eHoBiiBHa
00JIIKOBHX JOKYMEHTIB

Tenedon +380988340338

PeecTpartop FOpuenko TetsiHa AHaTOJTIiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZasIbHUM 3a peecTpallilo HAayKOBOi IOpuenko TeTsHa AHaTosiiBHA

OisIIBHOCTI




