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II. Etran BukoHnauus JiP
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IToyaToK eramy: 01.2022

3aKiHYeHHS eTamy: 12.2022

Bupz 3BiTHOTO AOKYMEHTA: [IpOMIXKHUIA 3BiT

I11. BizomocTi npo BuKoHaBus JIiP

IloBHEe HaliMeHYBaHHS IOpUAUYHOI 0cobH (ab6o IIIB ¢iznuyHOi 0c00H): IncTUTYT IPO6IEM peecTpaii

ingopmauii HanionanpHoi akagemii Hayk Ykpainu

Kopg 3a €IPIIOY: 03771755

Micue3HaxoaKeHHS: ByJ. M. lllnaxka, 6yx. 2, M. Kuis, KuiBceka 06:1., 03113, Ykpaina
dopma ByracHoOCTI:
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Inentudikarop ROR: He zacrocosyerbcs

Po3mip opranisamii:
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IV. BimomocrTi nipo ciiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHyBaHHS IOPHAHYHOI 0coou (a6o ITIB PpizuuHO0i 0c06H): HaujoHanbHa akasemis Hayk

Ykpainu

Kog, 3a €EIPTIOY: 00019270

Micue3HaxoaKeHHS: ByJI. Bononumupceka, 6ya. 54, M. Kuis, Kuiscbka 06:1., 01030, Yrpaina
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VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hampsam (l)iHchyBaHHﬂ: 2.1 - pyHIaMeHTabHI JOCIIIPKEHHS
I>kepesia piHaHCYBaHHS

7713 - KOWTH ep>KO0I0A KeTy

Kopg, nporpamuoi kinacudikanii BupaTkis i KpegurysaHHs (KITKBK): 6541030

dakTuuHmi 06car ¢piHaHCcyBaHHS (THC. rpH.): 1303.304




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3po6bka TexHosorii 3a6e3neyeHHs >XUBY4OCTi TEPUTOPiaIbHO-PO3IOieHNX iHpopMaLlifHUX KOMIT'IOTEPHUX

CHCTEM y €IMHOMY iH(popmaniitHomy npocropi (mudp: TPIKC-2021)

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of technology to ensure the survivability of territorially distributed information computer systems in
a single information space (code: TDICS-2021)

Pedepar yKpaiHCBKOIO:

3anponoHoBaHo Kjacudikalito 3arpos, ypasnusocteit Ta atak Ha TPIKC €IIT; npencraBieHo Mogeri 3arpo3 Ta aTak
Ha TPIKC €II1. [IpoaHasnizoBaHo npouecy, o BindysaoTbes B TPIKC €111 npu peanizauii 3arpo3 pisHoro
[IOXOKEHHS Ta CIIPSIMyBaHHS, BCTAHOBJIEHUI B3a€MO3B'SI30K MK IIOTEHLIITHUMU 3aTPO3aMU, YPa3JIMBOCTIAMU |
HacJtigkamu Bif peanizarii 3arpo3 TPIKC €I1I1. TIpoananizoBaHO MeTOIM Ta 3aCOOU BUSIBJIEHHS 3arpo3 i aTak. Ha
IificTaBi MPOBEEHOro NOPIBHSJIBHOIO aHaJjli3y 3p006IeHUI BUCHOBOK, 110 JKO/IHA 3 PO3IJISIHYTHX BiIKPUTUX CUCTEM
He BIJITIOBiZla€ [MOBHOIO MiPOIO KPUTEPISAM «ifleaslbHOI» CUCTEMU BUABJIEHHS aTak. OCHOBHUM HEMIOJIIKOM €
BiZICYTHICTb QJAIITUBHOCTI IO HEBIIOMUX aTaK i HEMOXKJIMBICTb aHAJII3yBaTU MIOBEAIHKY €JIEMEHTIB CUCTEMU Ha BCIX
piBHsX opgHO4YacHO. Tox BiporimHoCTb ypakeHHs TPIKC €111 BitoMuMHU Ta HOBUMU BUIAMU 3arpo3 € IOCUTh
BHICOKOIO, HEOOXiIHiCTb PO3POOKU i 3aCTOCYBAHHS TEXHOJIOTI 3a0€3M1e4YeHHS KUBYYOCTI 3aJINIIAETHCS aKTYaJIbHOIO.
[To6bymoBana oHTOJIOTiYHA MOJesb 3arpo3 TPIKC €111, o HaacTh MOXKJIMBICTh aBTOMATU3YBATH IIPOLieC o6y I0BU
MoJeJIi 3arpo3 [J1s1 KOHKPETHOI CUCTeMU, BUSIBUTH 3arpo3y, 06paTH BifIOBiIHUY BapiaHT NPOTULII Ta IPUNHATH
pimeHHs mono oro peanisauii. Ilpencrasnena matematudna mogedb 3arpo3 TPIKC €111, mo 103B0oInTh
326€3MeYUTH aHasli3 XapaKTepPUCTHUK i TOBEMIiHKM CUCTEMHU B YMOBAX 3[1iICHEHHS] HETaTUBHUX BILJIUBIB I1pU

KOMII'FOTEPHOMY MOZEJIIOBaHHI.

Pedepar aHI1iliCbKOIO:

A classification of threats, vulnerabilities and attacks on the TDICS SIS is proposed; models of threats and attacks
on the TDICS SIS. The processes occurring in the TDICS SIS during the implementation of threats of various
origins and directions are analyzed, the relationship between potential threats, vulnerabilities and consequences of
the implementation of TDICS SIS threats is established. Methods and means of detecting threats and attacks are
analyzed. Based on the comparative analysis, it is concluded that none of the considered open systems fully meets
the criteria of an «ideal» attack detection system. The main drawback is the lack of adaptability to unknown
attacks and the inability to analyze the behavior of system elements at all levels simultaneously. Therefore, the
probability of the TDICS SIS survivability technology remains relevant. An ontological model of threats TDICS SIS
has been built, which will provide an opportunity to automate the process of building a threat model for a specific
system, identify a threat, select an appropriate countermeasure and make a decision on its implementation. A
mathematical model of threats TDICS SIS has been presented, which will allow analyzing the characteristics and
behavior of the system under the conditions of negative impacts in computer modeling.

Impexc YIK: 025.4.03; 002.53:004.65, 004.5

Koau TeMaTHYHHX PYyOPHK: 20.23.21

KepiBHuKH po60oTH
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Hassa HTII ykpaiHcbKOI0: Onuc i kinacudikanis sarpos TPIKC €IIT; onTosoriana mozens 3arpo3 TPIKC €111,

maremaruyHa mogess 3arpo3 TPIKC €111

Ha3zpa HTII aHri#icbKoO0: Description and classification of TDICS SIS threats; ontological model of TDICS
SIS threats; mathematical model of TDICS SIS threats.

HTII, sixy nepen6a4asiocss CTBOPHTH: CTBOPEHO

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:

OTpHMaHi P€3yJbTaTH: MeToau, Teopii, rinoresu

FaJIy3b 3aCTOCYBaHHSI: [HdopMaLiiiHa CTPYKTYPa KPUTUIHUX iHPPACTPYKTYP
PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: Onwc i knacudikanis 3arpos TPIKC €II1 micTuts: kiacudikaiio inhopManiiiHo-TeXHIYHNX BILIMBIB;
xiacudikauio 3aco6is iHpopManiiHO-TEXHIYHUX BIUIMBIB; Kjacudikalio iHpopmaliliHO-TeXHIYHOTO 30poi;
k1acudikalio BiggareHuX MepeXXeBUX aTak; Mogeri 3arpo3 ta arak Ha TPIKC €II1. OHTosoriyHa MOZENb 3arpo3
TPIKC €111 Hafjae MOXKJIMBICTb aBTOMATU3YBATHU IIpoLiec NOOYJ0OBU MOJIeJli 3arpo3 [1Jis1 KOHKPETHOI CUCTEMU,
BUSIBUTH 3arpo3sy, 00paTy BifIOBiIHMUY BapiaHT NPOTHUIi Ta NPUMHSTY PillleHHs WOA0 HOro peasisauii.
MaremaTtuuna mogeb 3arpo3 TPIKC €111 3a6e3nedye aHasi3 XapakKTepUCTHUK i MOBEAiHKMA CUCTEMHU B yMOBaX

3iICHEHHS HETaTUBHUX BIUIMBIB IIPY KOMIT'IOTEPHOMY MOJEJIIOBAHHI.

ConiannbHO-eKOHOMIYHA crpsiMmoBaHicTh HTII: Inme (CTBopeHHs TexHOIOTI], 10 3a6€3ME4UTD 3HATHICTD
KOMIT'IOTEPHUX CUCTEM AJIATNITYBATKCS [0 HOBUX YMOB (DYHKIIOHYBaHHS Ta MPOTUCTOSATH HETaTHBHVM BIUIMBAM B

yMOBax Jierpagallii pecypcis)

Brnyius HTII Ha moBKiJ1jIs: He BriBae

Bnposag>keHHs1 HTII: He snposamxeHo

IIpakTHyHa peasnisanis HTII
IToyaTok eramy:
3aKiHYeHHS eTamy:

Crnio>KkuBavi NPOAYKILii:

IlepcneKTHBHI PUHKHU:

XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IloTpiOHMI 006CAT iHBECTHILiM, THC. TPH.:
IIpaBa, 0 HaAAIOTHCS iIHBECTOPY MiCJIsA 3aBEpPLIEHHs POOOTH:
HasaBHicTb Oi3Hec-IJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IloTeH1iaIbHUE 0OCAT IIPOAAIKY, THUC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTI (POKiB):

HoparkoBa iHdopmamist:
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