O6J1ikoBa KapTKa [IiP

I. 3arasibHi BimOMOCTI
Jep>kaBHHH 00J1iIKOBHI HOMep: 0221U105968

Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpamnii: 20-09-2021

II. Etran BukoHauus JIiP
Homep eramny: 1

Ha3zBa €TaIy: Po3po6Kka METOAMKU CYOBUX KOMII'IOTEPHO-TEXHIYHUX EKCIIEPTU3 3 JOCIIIIKEHHA MIKiITMBOrO

[IPOrpamMHOro 3abe3neyeHHs
IToyaTok eramy: 01.2019
3akiHyeHHs eTamy: 12.2020

Buz 3BiTHOro JOKYMEHTa: Bes 3BiTy

I11. BizomocTi npo BukoHaBus JIiP

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0COOM: KuiBchbKuii HAyKOBO-IOCTIIHUE IHCTUTYT CyIOBUX €KCIIEPTU3

MiHicTepcTBa roctuiii Ykpainu

Kog, 3a €EIPIIOY: 02883096

Micuesnaxo,r.pKeHHa: ByJl. CMOJIeHChKa, 6y, 6, M. Kuis, 03057, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: MinicrepcTso ocTuuji Ykpainu
Imentudikarop ROR: He zacrocoyerbcs

Po3mip opranisanii:

TenedoHn: 380442002910, 380442002911

IV. BimomocrTi nipo ciiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HafIMeHyBaHHH Iopn,rmqﬂoi 0CO0H: HanioHanbHU# HAyKOBUIA IIEHTP "[HCTUTYT CyOBUX KCTIEPTHU3

iM. 3aca. npo@d. M. C. Bokapiyca" MinictepcTa ocTutlii Ykpainu

Kog, 3a €EIIPIIOY: 02883133

Micue3Haxoa>KeHHSI: ByJ. 30/104iBCbKa, 6y/1. 8-a, M. XapKiB, XapkiBcbkuii p-H., XapkiBcbka 0611., 61177, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: Minicrepcrso ocTuuii Ykpainu

ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

Tenedon: 380573722001, 380573721323

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hampsam (l)iHchyBaHHﬂ: 2.2 - IpUKJIaHi AOCTiIKeHHS i po3pOOKU
I>kepesia piHaHCYBaHHS

7713 - KOWTH ep>KO0I0A KeTy

Kopg, nporpamuoi kinacudikanii BugaTkis i KpegurysaHHs (KITKBK): 3601070

dakTuuHui 00car ¢piHaHCyBaHHA (THC. IPH.): 36.800




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3pobka METOIUKHY Cy[I0BUX KOMII'IOTEPHO-TEXHIYHMX €KCIIEPTU3 3 AOCJIIIPKEHHS IIKiJIMBOTO IPOrPaMHOr0

3a6e3neYeHHs

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of the methodology for forensic computer-technical examinations for the investigation of malicious

software

Pedepat yKpaiHCBKOIO:

Y HJIP HaBeneHO JBa OCHOBHUX IIPUHIMIM aHAai3y ¢aiiliB Ha IpeMeT BUSBJIEHHS O03HaK LIKiIJI1BOrO
IIPOrpaMHOro 3abe3reyeHHs: ab0 HETUIIOBOI MOBEJ[iHKY, & CAME CTaTUYHUII Ta JUHAMIYHUI aHasi3 gaiiiB. Takox
PO3IJISIHYTO OJMH 3 METO/IiB IMHAMIYHOTO aHAJIi3y i3 3aCTOCYBaHHSAM MIATGOPMHU AUHAMIYHOTO aHali3y WKiAJINBUAX
ainiB Cuckoo Sandbox, Ha mpuKIIami AEKiIbKOX TECTIB, [0 BUKOPUCTAHi ITpY po3po6Ili METOUKY /ISl EKCIIEePTiB
3a crienjanbHicTio 10.9 «JlociikeHHs1 KOMITIOTEPHOI TEXHIKU Ta IPOrpaMHUX NPOAYKTiB». Pe3yspTaTul Liei podoTu
MOXYTb OYTU peasi3oBaHi B €KCIEPTHIll NPAKTULi, a TAKOXK Y HaBYaHHI CIeLjaliCTiB y raaysi KOMII'IOTEpHO-
TEXHIYHOI €KCIIEPTU3H, 1O CIIPUATHMME PO3MKUPEHHIO NIPEAMETY TOCIIIKEHHS BKa3aHOTO HAPSAMKY CyIOBOI

eKCIlepTu3u

Pedepar aHIJ1iHCBKOIO:

The research work provides two basic principles of analyzing files in order to identify signs of malicious software
or atypical behavior, namely static and dynamic analysis of files. It is also considered one of the methods of
dynamic analysis using the platform for dynamic analysis of malicious files Cuckoo Sandbox, on the example of
several tests used in the development of methods for experts in the specialty 10.9 “The study of hardware and
software”. The results of this work can be implemented in expert practice, as well as in the training of specialists in
the field of computer-technical examination, which will contribute to the expansion of the subject of study in this

area of forensic examination.

Ingexc YIK: 343.98, 343.98

Koau TeMaTHYHHUX PyOpHK: 10.85.31

KepiBHUKH po6oTH

BiacHe IlpizBuie Im'sa I10-6aTbKOBI: Tumko €Bren BaneHTMHOBUY
HaykoBH# CTyIiHb:

HaykoBe 3BaHHSI:

InenTudikarop ORCHID ID:

JonmaTkoBa iHpopmalist:



VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII yKpaiHCBKOIO: P03p06Ka METOAVKY CyZOBUX KOMITIOTEPHO-TEXHIYHNX EKCIIEPTUS 3 JOCTIIPKEHHS

LIKiJJIMBOTO NIPOTPAMHOr0 3a0€3I1€4EeHHS

Ha3zpa HTII auriiicbKo0: Development of the methodology for forensic computer-technical examinations

for the investigation of malicious software

HTII, sixy nepen6a4asiocsi CTBOPUTH:
IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:
OTpuMaHi pe3yJIbTaTH: MeToan4Hi JOKyMEHTH

l'asy3sp 3aCTOCYBaHHS: [loCioKeHHs i eKCIIepUMEHTaIbHI pO3pOGKY y cdepi IHIUK IPUPOAHUYHXK i

TEXHIYHMX HayK
PeecTpanifiHuil HOMep KapTKH TE€XHOJIOTii:

Omnuc HTII: Meroauika cymoBux KOMITIOTEPHO-TEXHIYHUX €KCIIEPTUS 3 JOCIIIIKEHHSI MIKiIJIMBOrO POrPAMHOTO

3a6e31e4YeHHs
ConiannbHO-eKOHOMIYHA crpsimoBaHicTh HTII: Minumennsa nponykrueHocTi npargi
Bnyins HTII Ha moBKiJjs:
Bnposaaskennss HTII: He snposamxeno
ITpakTuyHa peasnisaniss HTTI
IToyaToK eTamy:
3aKiHYeHHs eTamy:
Cno>kuBayi Hpo,uyKui'l': CynoBo-ekcrepTHi yctaHoBU MiHicTepcTBa I0CTUL] YKpaiHu
IlepcneKTHBHI PHHKHU:
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:
IlpaBa, 0 HaAAIOThCS iHBECTOPY MiCJIsA 3aBEPLIEHHSI POOOTH:
HasaBHicTb 0i3Hec-IJIaHY:
TexHiKO-€eKOHOMiIYHE OOrpyHTYBaHHSI.
IToTeH1iaIbHU O0OCST IIPOJASKY, THC. TPH..
OuikyBaHHI TepMiH OKYIHOCTI (pPOKiB):

HJonaTkoBa iHdopmaris:

IX. Bi6siorpadiuyHuii onuc



X. 3aKJIlI0YHi BiTOMOCTI

KepiBHHK I0pHAHYHOI 0COOH

IlepeJtik 0CiO-BHKOHaBILiB

Tumko €Brex BaneHTUHOBUY

BignoBigasibHuUI 3a MiATOTOBKY

00JIiIKOBHX JOKYMEHTIB
Tenedon

PeecTpaTtop

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peeCcTpallilo HayKOBOi

OisSIIBHOCTI

Pysin Onekcanap 'puroposuy

K. 0. H.

Kosoniok Bikrop IlerpoBuy

+38 (044) 200-29-18




