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iHctuTyT imeHi Irops Cikopcbkoro "
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V. BimomocrTi npo 3amoBHHKa [IiP

TloBHe HaliMeHyBaHHS IOPUIUYHOI 0coou (a6o ITIB ¢izuyHO0i 0c00H): IHCTHTYT CrienianbHOTO
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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

JocnimKeHHs MaTeMaTUYHUX METO/IiB aHAJIi3y BJaCTUBOCTE OyyieBuX QYHKIiN Ta IX BUKOPUCTAHHS IJ1s1 aHaJli3y

KpinTorpaiyHux CUCTEM

Ha3sBa po60oTH aHIJIiHCBHKOIO:

The study of mathematical methods for the analysis of singularities of Boolean functions and their use for the
analysis of cryptographic systems

Pedepar yKpaiHCBKOIO:

OO6’eKT IOCIIIIPKEHHS — OLiHIOBaHHS Ta OOTPYHTYBaHHS CTiMKOCTi KpunTorpadivHuX aJrOpUTMiB Ta IIPOTOKOJIIB
BiJHOCHO METO[iB KPUIITOAHaJi3y. MeTa poOOTH — JOCiI)KEHHS iCHYIOUMX Ta CTBOPEHHSI HOBUX MaTEMaTUYHUX
METO/IiB aHaJi3y BIACTUBOCTEN OyIeBUX (PYHKIIN 3 TOUKU 30PY iX BAKOPUCTAHHS IJIs1 OLiHKU CTiMKOCTi
KpurnrorpadiyHux aJrOpuTMIB Ta IPOTOKOJIIB, 3aCTOCYBAaHHS OTPUMAaHUX Pe3yJbTaTiB IIPU BUBUYEHHI HAaBYaJIbHUX
IVICLMILIIH crieniasibHoi Kadenpy N2 1. MeTtogu fOCIiIPKeHHST — METO Y Teopii 6yieBux QPyHKLi, JiHiliHOI anre6pu,
Teopii IMOBIpHOCTEN Ta MATEMATUYHOI CTATUCTUKU. POOOTA CIIPSIMOBAaHA HA BUPIlIEHHS HayKOBOTO 3aBAAHHS, CyTh
SIKOTO TIOJISITa€ B pO3p0o01li MaTEMAaTUYHMX METOIIB aHAJIi3y BIaCTUBOCTEN OyIeBUX QPYHKILiH 3 TOUKHU 30py iX
BUKOPHWCTaHHS [JIs1 OLIiHKY CTiIKOCTi KpuIntorpaiyHux aaropuTMiB Ta IPOTOKOJIB, 10 BKJIIOYAE B cede: pO3pOOKY
METOJly po3Ii3HaBaHHS -BUMipHOCTI 6ysieBux ¢yHkuin (b®), 3aganux 3a ONOMOro0 OPaKyJIiB; PO3POOKY
0JIIHOMiaJIbHUX aJITOPUTMIB OLIiHIOBaHHSI BifICTaHi MK 6yJ1eBOI0 (PYHKIIi€I0 Ta MHOKUHOIO -BUMipHUX B®;
PO3pOOKY MeToAy 1100yN0BU ~BUMIpHUX HabsokeHb B, 3aaHNX 3a JOIIOMOTOI0 OPAKYJIiB. Y pe3ysbTaTi BUKOHAHHS
HAyKOBO-Z0CJIiHOI poO60OTH po3p0o06sIeHO METO], po3Ii3HaBaHHS -BUMipHOCTI B®, 3ajaHuX 32 JOIIOMOT0OI0 OPaKyJIiB,
MOJTIHOMiaJIbHi a/ITOPUTMU OLiHIOBaHHA BifcTaHi Mixk BO Ta MHOKMHOIO -BUMipHUX BD, MeToz no6ynoBu
BUCOKOVMMOBIPHMX -~BUMIPHUX Ha0IMKeHb OysieBUX (PYHKIIiH Ta METOH, OOI PYHTYBaHHS BiJCyTHOCTI
BHCOKOMMOBIPHUX ~BUMIPHUX HabMKeHb OysieBux QyHKLi. OTprMaHi B HAyKOBO-OCiHIN poOOTi pe3yabTaTu
MOXYTb OyTM BUKOPUCTaHi B OCBITHbOMY IIpoLieci crienianbHoi Kadenpy N2 1 min yac nposeeHHs KLl Ta
IIPAKTUYHUX 3aHATh 3 HABYAJIbHUX AAcUUIIiH "OcHoBU Kpuntorpadii’, "MaTemaTuyHi MeToau Mo6YyLOBU Ta aHATI3Y

cUMeTpUYHUX Kpunrocuctem", "Kpunrorpadivsi mporokonu".

Pedepar aHr1ilicbKOIO:

The object of the study is to evaluate and justify the stability of cryptographic algorithms and protocols against
cryptanalysis methods. The purpose of the work is research of existing and creation of new mathematical methods
of analysis of properties of Boolean functions from the point of view of their use for estimation of stability of
cryptographic algorithms and protocols, application of the obtained results in studying of disciplines of special
department N2 1. Research Methods are methods of Boolean function theory, linear algebra, probability theory, and
mathematical statistics. The work is aimed at solving a scientific problem, the essence of which is to develop
mathematical methods for analyzing the properties of Boolean functions in terms of their use to evaluate the
stability of cryptographic algorithms and protocols, which includes: development of a method of recognition -
dimension of Boolean functions (BF), given by oracles; development of polynomial algorithms for estimating the
distance between the Boolean function and the multiple-dimensional BF; development of a method for
constructing -dimensional BF approximations, given by oracles. As a result of the research work, a method of
recognition of the BF dimensions measured by oracles was developed, polynomial algorithms for estimating the
distance between the BF and the multidimensional BF, the method for constructing high-dimensional Boolean
functions and the method for substantiating the absence of high-probability features. The results obtained in the
research work can be used in the educational process of the special department N2 1 during lectures and practical
training in the disciplines “Fundamentals of cryptography”, “Mathematical methods for constructing and analyzing
symmetric cryptosystems”, “Cryptographic Protocols”.
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Hazpa HTII aHrsiicbKO0: Report on research work

HTII, aKy nepenba4asiocsi CTBOPHTH:

IIpuunnu, yepe3s saki HTII e Gysio cTBOpeHO:

OTpuMmaHi pe3yJIbTaTH: Mertoay, Teopii

l'asmy3b 3acTocyBaHHs: Kpunrorpadis

PeecTpanifiHuil HOMep KapTKH T€XHOJIOTii:

Omnuc HTII: Orpumani B HayKOBO-IOCIiHIN POGOTI PE3YIIbTATH MOKYTh GYTU BUKOPUCTAHI B OCBITHOMY

npoiieci cneuianbHoi Kadpenpu N2 1 mig yac mpoBemeHHs JIEK1iN Ta TPAaKTUYHUX 3aHSTh 3 HABYAJIbHUX AUCUUTLIIH

"OcHoBu Kpunrorpadii’, "MaTeMaTnyHi MeTo1 NOOYOBYU Ta aHaJi3y aCUMETPUYHUX KPUIITOCUCTEM",
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