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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3po6bka TexHosorii 3a6e3neyeHHs >XUBY4OCTi TEPUTOPiaIbHO-PO3IOieHNX iHpopMaLlifHUX KOMIT'IOTEPHUX

CHCTEM y €IMHOMY iH(popmaniitHomy npocropi (mudp: TPIKC-2021)

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of technology to ensure the survivability of territorially distributed information computer systems in
a single information space (code: TDICS-2021)

Pedepar yKpaiHCBKOIO:

[IpencraBieHo pe3yabTaTy poOiT, 1[0 BUKOHAHI Ha Bcix etanax HIIP, a came: I etan: BukoHaHO orsisiy, AOCIIPKEHHS
ontoJoriuny mogesns TPIKC €IIT; po3pobneno matematnyny monenb TPIKC €I1I1. 1T eram: JlocaimkeHo i
npoanasizoBaHo 3arpo3u TPIKC €IIT: HaBeneHo onuc i knacudikauito 3arpo3 TPIKC €II1; po3po61eHO OHTOJIOTIYHY
mogeb 3arpo3 TPIKC €IIT; po3pobsieHo matemaTuuny mozesb 3arpo3 TPIKC €II1. 11 etan: Po3po6s1eHO TEXHOJIOT10
3a6e3neveHHs xxuBydocTi TPIKC €II1: HaBeneHO 3arajabHUI ONUC METOLIB i 3ac06iB 3abe3nedyeHHs kuBydocTti TPIKC
€II1; po3p0o6IeHO KOHLIETITYaIbHY CXeMy TeXHOJIOTi1 3abe3nedeHHs xuBydocti TPIKC €II1; HaBemeHo 3arajpHUN
onuc TexHosorii 3a6e3nedenHs xxusydocti TPIKC €II1; po3pobiieHo migcuctemy 3adesnedenHs sxupydocti TPIKC
€II1. IV eran: Po3pobseHo TexHoorio po3nizHaBaHHs 3arpo3 TPIKC €II1: HaBejeHO MeTOAM i iIHCTPyMEHTH
PO3IIi3HaBaHHS 3arpo3; po3po6JIeHO 3araJbHUM ajJrOpyUTM PO3IIi3HAaBaHHS 3arp03; MOJEb PO3ITi3HABAHHS 3arpo3.
Po3pobseno TexHosorio aHanizy 3arpo3 TPIKC €II1: HaBeleHO MeTOIM i IHCTPyMEHTHU aHaslizy 3arpos; 3arajlbHui
aJITOPUTM aHasi3y 3arpo3; MoZesb aHalidy 3arpos. V eramn: Po3pob6sieHo TexHoJiorito npotugii 3arpozam TPIKC €IIT:
HaBeJIEHO METOJM i iHCTPYMEHTH NPOTUAii 3arpo3am; po3po0JIeHO 3arajIbHUN aJIfOPUTM IIPOTUII 3aTPO3aM; MOJEJIb
nporupii 3arpozam. Po3pobseno texnosorito ouinku xxusy4docTi TPIKC €IIT: Bu3HavyeHo sKicHi i KinbkicHi
nokasHuky ouiHku xxuBy4yocTi TPIKC €IIT; po3pobseHo anropuTMu po3paxyHKiB nokazHukis xxusy4yocTi TPIKC €II1.
BukoHaHO MopeI0BaHHs 3a0€e3l1e4eHHs >XKUBY4OCTi Ha MozesolouoMy KoMIlekci. [TokasaHo fieBicTb
3aCTOCYBAHHS TEXHOJIOTI] 3a6e3Me4eHHs )KMBYJOCTi [IPY BiTHOBJIEHHI NIpoLecy GyHKLUiIOHYBaHHS CUCTEMU CJIst
HACTaHHS HeITaTHOi cuTyalii. Po3po6sieHo Ta mpecTaBieHo TePMiHOIOTIYHUI CIOBHUK TEXHOJIOTI 3a06e3e4yeHHs

sxuBy4ocTi TPIKC €IIT ykpaiHCBKOIO Ta aHIJIiICHKOI0 MOBAMM.

Pedepar aHIJIiHCBKOIO:

The results of the work carried out at all stages of the research are presented, namely: Stage I: A review, study and
analysis of the functioning of the TDICS SIS were carried out: a general description of the TDICS SIS and the
features of its functioning; an ontological and mathematical model of TDICS SIS has been developed. Stage II: The
threats of the TDICS SIS were studied and analyzed: a description and classification of the threats of the TDICS SIS
were provided; an ontological and mathematical model of TDICS SIS threats has been developed. Stage III: The
technology for ensuring the survivability of the TDICS SIS was developed: a general description of the methods and
means for ensuring the survivability of the TDICS SIS was provided; a conceptual scheme of the technology was
developed; a general description of the technology was provided; a subsystem for ensuring the survivability of the
TDICS SIS was developed. Stage IV: The TDICS SIS threat recognition technology was developed: methods and
tools for threat recognition were presented; a general threat recognition algorithm was developed; a threat
recognition model. The TDICS SIS threat analysis technology was developed: methods and tools for threat analysis
were presented; a general threat analysis algorithm; a threat analysis model. Stage V: The TDICS SIS threat
countermeasure technology was developed: methods and tools for threat countermeasure were presented; a
general threat countermeasure algorithm was developed; a threat countermeasure model. The TDICS SIS
survivability assessment technology was developed: qualitative and quantitative indicators for assessing the TDICS
SIS survivability were determined; algorithms for calculating the TDICS SIS survivability indicators were



developed. The survivability assurance modeling was performed on the Modeling Complex. A terminology
dictionary of TDICS SIS survivability technology has been developed and presented in Ukrainian and English.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Hazga HTII ykpaiHCBKOIO: Onuc TEXHOJIOTIH NPOTHii 3arpO3am Ta OL{iHKY KUBYYOCTi TEPUTOPIaJIbHO-
posnofineHux iHpopMaliiHUX KOMITIOTEPHUX CUCTEM Y €IMHOMY iH(popMaliiiHoMy poctopi. Onuc TexHosorii Ta
nigcucremu 3a6e3neyeHHs JKUBYIOCTi TEPUTOPiaIbHO-PO3NOAiNIeHNX iHPOopMaLiiTHUX KOMITIOTEPHUX CUCTEM Y

eIuHOMY iHpOpMalifiHOMY ITPOCTOPI.

Hazpa HTII aHrsi#icbKo0: Description of technologies for countering threats and assessing the survivability
of geographically distributed information computer systems in a single information space. Description of
technology and subsystems for ensuring the survivability of geographically distributed information computer
systems in a single information space.

HTII, aKy nepenb6a4asiocsi CTBOPUTH: CTBOPEHO

IIpuunnn, yepe3s saki HTII He Oysi0 cTBOpeHO:

OTpHMaHi P€3yJbTaTH: MeToau, Teopii, rinoresu

FaJIy3b 3aCTOCYBaHHS: [HdopMaLiiiHa CTPYKTYPa KPUTUIHUX iHPPACTPYKTYP
PeecTpanifiHuil HOMep KapTKH T€XHOJIOT1ii:

Omnuc HTII: Texnonorii nporupii 3arpo3am Ta OLiHKY KUBYYOCTI I03BOJISIOTh: MPOTU/IISTH Peasi3oBaHUM
3arpo3am Ta ix HeraTuBHUM BIIMBaM Ha TPIKC €IIT msxom 3aCTOCYBaHHS 3aC0O0iB Ta ME€XaHi3MiB 3a06e3Me4eHHS
SKMBYYOCTi 17151 1epebynoBY CUCTEMHU; SIKICHO Ta KiJIbKICHO OIL[{HIOBaTH CTaH CUCTEMH Ta ii 3maTHICTh afjanTyBaTrucCs
IO HOBUX YMOB (DYHKLIIOHYBaHHS [IpY HACTaHHI HEIITATHOI cuTyallii. TexHosorisg 3abe3nedeHHs XUBYYOCTi HaZlae
MOXJIMBICTb 3a6€3[1€YEHHS BYaCHOTO pearyBaHHs CUCTEMU HA HETaTUBHI BILIUBY, 30€PEXXEHHS 200 ONIEPaTUBHOTO
BiZIHOBJIEHHS! MOXJIMBOCTI BUKOHaHHS QyHKUi TPIKC €II1 B pasi gerpagauii a0 BUXOLy 3 J1aJly OKPEMUX
KOMITOHEHTiB cucremu. [lincucrema 3abesnedenHs xxuydocti TPIKC €II1 € mporpaMHo-aniapaTHUM KOMILJIEKCOM Y
CKJIaJli MOJlyJlell MOHITOPUHTY, aHali3y, JJoKali3alii, BUpoOJIeHHs i IPUUHATTS pillleHb, peaiisalii BUpo6IeHOoro
pimenHs, mwo no3soantb TPIKC €IIT 6yab-sKOro Npu3Ha4eHHs aBTOMAaTUYHO aJjalITyBaTHCS IO HOBUX YMOB

(PYHKIIOHYBaHHS Ta YHUKHYTHU PYHHIBHUX HACJIIKIB J€CTPYKTUBHUX BILJIMBIB HA CUCTEMY.

ConiannbHO-eKOHOMIYHA crpsimoBaHicTh HTII: Inme (CTBopeHHs TexHOIOTI], 10 3a6€3ME9UTD 3HATHICTD
KOMIT'IOTEPHUX CUCTEM AJIATITYBATHCS [0 HOBUX YMOB (DYHKIIOHYBAaHHS TA MPOTUCTOSATH HETATUBHYM BIUIMBAM,

CIIPSIMOBAHMM Ha IOTipIIEeHHS iX CIIPOMOXKHOCTI BUKOHYBATH LiJIbOBY (PYHKLiIO B yMOBaxX Jerpafgalii pecypcis)
Bnyius HTII Ha moBKiJ1jIs: He BriBae
Bnposag>keHHs1 HTII: He snposamxeHo
ITpakTuyHa peasnizanis HTTI
IToyaTok eramy:
3aKiHYeHHs eTamy:
Crnio>KuBavi NPOAYKILii:
IlepcneKTHBHI PUHKHU:
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IoTpiGHMIT 0GCAT iHBECTHILiH, TUC. TPH.:
IIpaBa, 110 HaAAIOTHCS iIHBECTOPY MiCJIsA 3aBEPLIEHHs POOOTH:
HasaBHicTb Oi3Hec-IJIaHY:

TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:



IloTeH1iaIbHUI 0OCAT IIPOJASKY, THC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTi (pPOKiB):
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