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dopma BaacHOCTI:
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Poamip opranisanii:
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VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,
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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3pobka HayKoBUX 3acaf, 10OYA0BU IpKEPEJ )KUBJIEHHS! MiKDOKOHTPOJIEPIB 17151 CTBOPEHHS HOBOI TEXHOJIOTII

3axXUCTy iHdopmallii B KOMI'IOTEPHUX CUCTEMAX

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of scientific fundamentals of buiding of microcontroller power sources for creation of the new
thecnology of information protection in computer systems

Pedepat yKpaiHCBKOIO:

B pesysibTarti NpoBeieHHs! pOOOTH BUKOHAHO IOPIBHSJIBHUM aHali3 iCHYI0UMX CUCTEM 3aXUCTy MIKpOIIPOLLECOPHUX
CHCTEM 3 METOIO BUABJIEHHS IX HELOIKIB Ta IEPCIIEKTUB [0 [IOKpaleHHs. JJOCIiI)KEHO iICHYI049i MIKDOKOHTPOJIEPU
Ha MpeaMeT 3aXUIIEHOCTI Bifl 3YUTYBaHHS 32 CTPYMOM CIIOKMBAaHHS, BU3HAYEHO PeaIbHY 3aXUILEHICTh Cy4YaCHUX
MiKpPOKOHTPOJIEPIB Ta 3aMIPOTIOHYBAHO LULJISIXU 11715 301/1bLIEHHS IX 3aXUIeHOCTi. PO3BMHEHO aJrOpUTM IMCKPETHOTO
BEUBJIET-aHaJIi3y Ta CIIEKTPaJIbHOrO aHAJIi3y B [IOJISIPHUX KOOPAMHATAX. 3alIPOIIOHOBAHO HOBE BEMBJIET-
[IEPETBOPEHHS B MNOJISIPHUX KOOPIAMHATAX;, PO3p06sIeHO HOBI crlocoOU Ta IPUCTPOI 3aXUCTy iHpopmalii B
MIKPOKOHTpOJI€pax BiJj HEIECTPYKTUBHUX aTaK MIJIIXOM Mogu@ikalii cTpymMy criokuBaHHs. CTBOPEHO aJlrOPUTMU
pO6OTH JIKEPEJ KUBJIEHHS i3 3aXMCTOM 33 CTPYMOM CIIOKMBAHHSL. 30KPEMa aJITOPUTMU OOYMCIIEHHS iHTErPaJIbHOTO
KoeillieHTy B [IOJISIPHUX KOOPAUHATAX 114 ifeHTuikalii KoMmaH], y pealbHOMy MacluTabi yacy, Ta IporpamHe
3a6e3reyeHHs] BUBHAYEHHSI PiBHS 3aXUIIEHOCTI aM'sTi Iporpam MiKpOKOHTPOJIEPiB; HOBI METOIY i aITOPUTMU
BelBJIET-aHali3y i3 334aHMUM YKCJIOM BUCOKOYACTOTHUX (iNbTPIB AJ1s1 JOCIIKEHHS CTPYMiB CIIOXKMBAHHS
MIiKpOKOHTpoJ1epa; GOpMyBaHHs 6a3U JaHUX YACOBUX 3aJI€KHOCTEN CTPYMIB CIIO>KMBAHHS /1151 KOXKHOI iHCTPYKIil
MiKpOKOHTpOJIEPA Ta iX CIIEKTPIB y pi3HUX 6a3ucax.. JocmimkeHo e(peKTUBHICTb pOOOTH 3alIpONIOHOBAHUX Y POOOTI
IDKepeJl )KUBJIEHHSI MiKDOKOHTPOJIEPIB, pO3PO6JIEHUX aJITOPUTMIB Ta IPUCTPOIB. Pe3ynbTaTtu po60TH 6yIyTh
BUKOPUCTAHI [171s1 CTBOPEHHS KOMIT'IOTEPHUX Ta MiKPOIIPOLLIECOPHUX CUCTEM, 3aXUIIEHUX BiJl HECAHKLiIOHOBAaHOTO
IOCTyIly. MOXKJIMBUMU KOPMCTYBa4yaMU € MiJIIPUEMCTBA Ta HAYKOBO-HOCIiAHI opraHisauii, sgKi 3aiiMaloThCs
PO3POOKOIO IPUCTPOIB MIKPOIIPOLIECOPHOI TEXHIKM Ta MiKpPOIIPOLIECOPHUX CUCTEM KEPYBaHHS i3 3aXUCTOM
indopmauii. Po3pobsieHi TeopeTUyHi 3acafiy Ta CUCTEMU € NEPCIIEKTUBHUMU 7151 3aXUCTY KOHQieHLiHHOI
iHngopmaii Bif HECaHKI[iOHOBAHOTO AOCTYIY y iH(POpMaLIHUX cUCTEMax Oe311eKH, CEKPETHOTO JOKyMEHTOO0Iry,
IIJIATIKHUX KapTKax, KapTKax eJIEKTPOHHOTO MiJNUCy Ta ayTeHTUiKalii KopucTyBaya pu BigajleHOMY OOCTYII 10

KOPIOPAaTUBHUX MEPEX.

Pedepar aHI1iliChKOIO:

As the result of research work a comparative analysis of existing security systems of microprocessor-based
systems was made with aim to identify their disadvantages and improvement prospects. Existing microcontrollers
were explore with aim to protection from readers on current consumption are researched and to determine the
real security of high end microcontrollers and suggest ways to improve it. The algorithm of discrete wavelet
analysis and spectral analysis in polar coordinates was further developed. A new wavelet transform in polar
coordinates is offered. The new methods and devices of information protection in microcontrollers from non-
destructive attacks by modifying the current consumption are developed. Algorithms of work of power supplies
with protection on a consumption current, in particular, algorithms of computing of integrated factor in polar
coordinates for identification of commands in real time, the software of definition level of security memory
programs of microcontrollers are development; the new methods and algorithms of the wavelet -analysis with the
set number of high-frequency filters to research the current consumption of the microcontroller; the databases of
time dependences of current consumption for each instruction of the microcontroller and their spectrums in
various bases are generated. Overall performance of the power supplies of the microcontrollers and developed
algorithms and devices is researched in work. The results of work will be used for development of the computer



and microprocessor systems protected from unapproved access. Potential users are companies and research
organizations that are developing of devices microprocessors and microprocessor control systems with protection
of information.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII yKpaiHCBKOIO: Po3po6Ka HayKOBHX 3aCaji OGY/J0BY IPKEPEJI KUBJIEHHSI MIKPOKOHTPOJIEPIB A1

CTBOPEHHS HOBOI TEXHOJIOTII 3aX1CTy iH(popMallii B KOMIT'IOTEPHUX CUCTEMAX

Ha3zpa HTII anriiicbKo010: Methods of reception and property nanocrystal silicon films
HTII, sixy nepezn6ayasiocsi CTBOPUTH:

IIpuunnmu, yepe3s aki HTII ne 6ysi0 cTBOpeHoO:

OTpumaHi pe3yJbTaTH:

l'asmy3b 3acTOCyBaHHS:

PeecTparifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: Possuneno anroputm AUCKPETHOTO BEMBIET-aHAII3Y Ta CIIEKTPAJIbHOTO aHAI3Y B OJISPHUX
KOOpJMHaTaxX. 3allpOIIOHOBAHO HOBE BEMBJIET-TIEPETBOPEHHS B MOJISIPHUX KOOPAUHATAX. PO3p06JIEHO HOBI Cr1IoCco6M
Ta IIPUCTPOI 3aXUCTy iHPopmalii B MIKpOKOHTpOJIEpax Bifi HEEeCTPYKTUBHUX aTakK IISIXOM MoAu@ikalii cTpymy
CIIOKMBAHHSI: CUCTE€MA K€PYBAHHS JIKE€PEJIOM )KUBJIEHHS HA OCHOBi 3MiHHOTO KOHJIEHCATOPA, HA OCHOBI 6JI0KY
KJIIOYiB, HA OCHOBI IONTIOMDKHOI'O ITPOLIECOPHOTO SI1IPa, 3 BUMipIOBaHHSIM CTPYMY Y peajbHOMY MacIluTabi yacy.
CTBOpPEHO aJIrOPUTMHU POOOTHU IPKEPEJ KUBJIEHHS i3 3aXMCTOM 332 CTPYMOM CIIO>KMBAHHS. 30KpeMa ajIrOPUTMU

004K CJIEHHS iHTErpaJbHOrO Koe(illieHTy B NOJIIPHUX KOOPAMHATAX AJ1d ifeHTrudikalii KoMaH[ y pealbHOMY
macuTabi yacy, Ta mporpamHe 3a6e3redeHHs] BU3HAYeHHS PiBHS 3aXUIIEHOCT] aM'sITi mporpam MiKpoOKOHTPOJIepiB;
HOBi METOIY i aJirOPUTMU BeBJIET-aHAI3Y i3 33JaHUM YMCJIOM BUCOKOYACTOTHUX (PiIbTPIB 18 JOCHiIKEHHS
CTPYMIB CIIO>KMBaHHSI MiKPOKOHTPOJIEPa; OPMYBaHHS 023U AaHUX YaCOBUX 3aJIEXKHOCTEN CTPYMiB CIIOKMBAHHS

171 KOJKHOI IHCTPYKLii MIKDOKOHTpOJIEpa Ta iX €
ConiasibHO-eKOHOMIYHA cipsimoBaHicTe HTII:
Brnyins HTII Ha moBKiJjs:
BnposaaskenHss HTII: Bnposamkeno
ITpakTuyHa peasnisaniss HTTI

IToyaToK eTamy: 2 poku

3aKiHYeHHs eTamy:

Cno>kuBaui Hpo,uyKuii: MinicTepcTBo BHYTpIlIHIX cipaB, Ciyxko6a 6e3neku Ykpainy, HanioHnansHui 6aHK
Ykpainn, TOB "Ulys Systems"

IlepcniekTHBHI pUHKH: CH]JI, €Bporna, [TiBHiuna AMeprika
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHMII 06CAT iHBECTHLiH, THC. TPH.: 500
IIpaBa, 0 HaAIOTHCS iHBECTOPY MiCJIsA 3aBEpPIIEHHSI POOOTH:
HasaBHicTb 0i3Hec-maHy: Tax
TexHiKO-€eKOHOMiYHe OOrPpYHTYBaHHSI: Tax
IloTeHniaJIbHUIH 00CAT IPOJAXKY, THC. TPH.: 10
OuikyBaHHI T€PMiH OKYIHOCTi (POKiB): 1

JlogaTkoBa iH(l)OpMauiﬂ: I0JIbOBA Y4aCThb y MPUOYTKAX Bill IPOJAXY NPOLYKLii
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