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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

CucreMa BUSIBJIEHHS aTak B JIOKAJIbHUX O€3MPOBiTHUX MepeXkax MiANPUEMCTB Ta ix 06’efHaHb HA OCHOBI T€XHOJIOTI

iHTeJIeKTyaJ]bHOFO aHaJIiBy JaHNX

Ha3sBa po60oTH aHIJIiHCBHKOIO:

System of detection of attacks in local wireless networks of enterprises and their associations on the basis of
technologies of intellectual data analysis

Pedepar yKpaiHCBKOIO:

O6'eKT JOCIIiKEHHS - CUCTeMa BUSIBIIEHHS aTak yepes 6e37pOTOBY JIOKaJIbHY MEpeXy opraisaiiii. Metoto
IOCJiIKEeHHS € MifBUILEeHHs €(DEKTUBHOCTI BUSIBJIEHHS aTaK 4yepe3 0e3[IpOTOBY JIOKAJIbHY MEPEeXy opraHisarlii
LIJISIXOM PO3POOKU MOZeJsIel i aIrOPUTMIB BUPIillIeHHSI JAHOTO 3aBJAHHSI HA OCHOBI TEXHOJIOTIH iHTEIeKTyalbHOTO
aHasizy JaHux. MeTony JOoCiIyKeHHs. Y Mpoleci LOCiI)KeHHsI BAKOPUCTOBYBAJIMCS MeToiy Teopii rpadis,
HEVPOHHUX MEPEX, METOJI, OIIOPHUX BEKTOPIB, METO k-Hallb/IKIMX CYyCifiB, AepeBa NPUNHATTS pillleHsb. [Is
OLiHKY e(PEKTUBHOCTI NPOTIOHOBAHUX PillleHb 3aCTOCOBYBAJINCS METOAU QYHKLIOHANBbHOTO, iHpopMaliiiiHOro Ta
imiTanifiHoro MogesoBaHHs. 3aIIPOIIOHOBAHMII METO]], BUSIBJIEHHS! aTak B 6€3pOTOBOI MepeXi Ha OCHOBI
ki1acudikyouoi Moziesii 3 BAKOPUCTaHHSIM METOJIiB iHTeJIeKTyaJIbHOT'O aHali3y JaHUX, L0 Ha BiAMiHY Bif, iCHyIOUMX
METO/IB 03BOJISIE MiBULIMUTY TOYHICTh BUSBJIEHH aTaK 1 3HU3UTH KiJIbKiCTh TOMUJIKOBUX CIIPALbOBYBaHb. 32
pe3yJbTaTaMu IIPOBEIEHUX B HABAHTAXKyBaJIbHOI MePesKi TECTiB, TAKOX po3p0o6yieHa METOIVKA 110 BUSBJIEHHIO
BPa3/IMBUX aTaKaM CKPUIITIB i MOZYJIiB B CUCTEMax yIIPABJIiHHS BMICTOM i MOJasbIIOl ONTUMI3alil. ApXiTeKTypa
iHTeJIeKTyaIbHOI CUCTEMU BUSIBJIEHHS 0€3[IPOTOBUX aTaK (PYHKIIOHY€ HA OCHOBI PO3PO6JIEHUX aJITOPUTMIB
BUSIBJIEHHS aTaK i X 00'€JHaHHS B aHCaMO0JIb, 3aCTOCYBaHHS IKMX JO3BOJISIE 3 OiJIbII BUCOKOIO TOYHICTIO i TOBHOTOIO
BUSIBJIATH i 6JI0KYBaTH aTaky Ha 6e31pOTOBUI KOMIIOHEHT iHpopmaliiiiHoi cucremu. Po3pobiieHo nporpamue
3a0€e31e4eHHs JOCiIHULIBKOTO [TPOTOTHUITY iHTEJIeKTyaIbHOI CUCTEMU BUSIBJIEHHS 6€3[IpOTOBUX aTak. EQeKkTuBHiCTh
PO3p006JIEHOrO IPOTOTUITY MiATBEPKEHA METOIOM IMITAl[iIiHOTO MOJIE/II0BAaHHS aTaK Ha CETMEHT JIOKaJIbHOi
6e31pOTOBOI Mepexi oprasisallii 3 BAKOPUCTaHHSIM PeajIbHOTO MepekeBoro Tpadiky. IIporotun 3abesnevye

nigsuieHHs Ha 15 : 18% TOYHOCTI BUSBIIEHHS aTak Ha 6€37IpOTOBUIT KOMIIOHEHT iHPOPMaliitHOI cuCTeMU

Pedepar aHr1ilicbKOIO:

The object of research is the system of detection of attacks through the wireless local area network of the
organization. The purpose of the study is to increase the effectiveness of detecting attacks through the wireless
local area network of the organization by developing models and algorithms for solving this problem on the basis
of intelligent data analysis technologies. Research methods. In the process of research, methods of theory of
graphs, neural networks, the method of reference vectors, the method of k-nearest neighbors, decision trees are
used. Methods for functional, informational and simulation modeling were used to evaluate the effectiveness of the
proposed solutions. The proposed method of detecting attacks in the wireless network based on the classifying
model using the methods of data mining, which, unlike existing methods, can increase the accuracy of detection of
attacks and reduce the number of false positives. According to the results of tests carried out in the loading
network, a technique is also developed for identifying vulnerable script and module attacks in content
management systems and further optimization. The architecture of the intelligent detection system for wireless
attacks operates on the basis of developed algorithms for detecting attacks and their integration into an ensemble,
the application of which allows more precise and complete detection and blocking of attacks on the wireless
component of the information system. The software of the research prototype of the intelligent system of
detecting wireless attacks has been developed. The effectiveness of the developed prototype is confirmed by the
simulation simulation of attacks on the segment of the local wireless network of the organization using real
network traffic. The prototype provides an increase of 15 : 18% accuracy of detection of attacks on the wireless



component of the information system

Impgexc YIK: 004.7.03; 004.73, 004.73:004.45

Koau TemaTHYHHUX PYOPHK: 50.39.21

KepiBHUKH po6OTH

BiacHe IlIpizBume Im's I10-6aThKOBI: Ixyiii Bonogumup Mukosaiiosuy
HaykoBHH CTYIiHb:

Buene 3BaHHS:

Inentudikarop ORCID ID:

HoparkoBa indopmamuist:



VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)
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PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: locnimxenns mopeni atak B 6e30POBIIHUX MePeXKaXx MifIIPUEMCTB JO3BOJIUIIO CTBOPUTH METOMUKY
PaHHBOTO BUABJIEHHS Ta IIPOTUIi aTaKaM CEPENHbO] i MajIol iIHTEHCUBHOCTI. MeTOIMKa € YHiBepCaJbHOIO, BDAaXOBYE,
SIK perioHaJIbHi 0CO6IMBOCTI, TaK i iHIIi PakTOpH, i MOXKe OyTH 3aCTOCOBAHA [1J1 BUSIBJIEHHS i MpOTULii aTakam
Pi3HUX TUIIB i pi3HOI NOTY>KHOCTI. KOMIIJIEKC CUCTEMHUX MOJZEJIEN I€Tai3yI0Th [IPOLIEC BUSBJIEHHS aTaK i
IO3BOJISIIOTh IHTETPyBaTH CUCTEMY 3 KOMIIOHEHTaMU 3axUCTy iHpopmaliii B opranisaliii 3 ypaxyBaHHSIM BUMOT
HOPMAaTUBHUX IOKyYMEHTIB. 3allpONIOHOBaHA METOMKA BUSBJIEHHS aTak B 6€30pOTOBil MepeXi Ha OCHOBI
3aCTOCYBaHHS Ky1acuQikyiouoi Mozesii 3 BAKOPUCTaHHSIM METOJIiB iHTeJIeKTYaJIbHOTO aHasli3y JaHUX, sIKa Ha BiIMiHy
Bif] iICHYIOYMX METO/IIB BUSIBJIEHHS aTaK [O3BOJISIE MiIBUIIVUTYA TOYHICTh BUSBJIEHHS aTaK i 3HU3UTH KiJIbKICTb
[TIOMUJIKOBUMX CIIPAaLbOBYBaHb 33 PAXyHOK IIONIEPEAHbOI0 HaBYaHHS i JOHABYaHHS CUCTEMHU HA JAHUX PEAJILHOTO
mepexxeBoro Tpadiky. OTpruMaHa METOAVKA IPOTECTOBaHA HAa peaibHUX AaHUX. [J1s1 IeriTMUMHUX 3alIUTiB IOBHOTA
BusiByieHHs ckianu 0,9991 mpu Tounocti 0,9811, a5 He JeriTuMHUX 3anuTiB, moBHOTA 0,9975, ToyHicTs 0,9924.
[TporoTun 3a6e3neuye nigsuieHHs Bif 15 10 18 % TOYHOCTI BUSIBJIEHHS aTak Ha 6€3[IpOTOBUII KOMIIOHEHT
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