O6J1ikoBa KapTKa [IiP

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0224U033203

Jep>kaBHUH peecTpaniliHuI HOMeP: 0123U104818

Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peectpaunii: 20-12-2024

II. Etran BukoHnauus JiP
Homep eramny: 1

Ha3sBa eramny: BukoHaru aHasi3 Ta po3pOGUTH TEXHIYHI JOKYMEHTH /1715 OLiHIOBAHHS CTaHy iHpopMariitHoi

6e3MeKu JOPOKHbBOIO PyXy Ta KPUTUYHOI HA3€MHOI TPAHCIIOPTHOI iHPPACTPYKTYpHU
IToyaToK eramy: 11.2023
3akiH4YeHHs eTamy: 12.2024

Buz 3BiTHOrO AOKYMEHTA: OCTaTO4HMIA 3BiT

I11. BizomocTi npo BukoHaBus JIiP

IloBHe HaliMeHYBaHHS IOPUAHUYHOI 0coou (a6o ITIB ¢izuyHOi 0c00H): HauionansHuil TpaHCIOPTHUIA

yHiBepCUTET

Kopg 3a €IPIIOY: 02070915

Micqesﬂaxo,u)KeHHﬂ: ByJ. M. OMengnoBuya-IlaBnenka, 6yx. 1, m. Kuis, 01010, Ykpaina
dopma BaacHoOCTI:

Cdepa ynpaBitiHHS: MiHictepcTBo OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs

Poamip opranisarii:

Tenedon: 380442808203, 380442808765

IV. BimomocrTi nnpo criiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHYBaHHS IOPHIHYHOI 0coou (a6o ITIB izn4yHO0i 0CO0H): [epkaBHe areHTCTBO

BiZJHOBJIEHHSI Ta PO3BUTKY iHPPACTPYKTypHU YKpaiHu

Kog, 3a EIPIIOY: 37641918

Micue3Haxoa KeHHS: sy QiskysbTypy, 6ya. 9, M. Kui, 03150, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: KaGiser MiicTpis YkpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

Tenedon: 380442871140

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hampsam (l)iHchyBaHHﬂ: 2.2 - IpUKJIaHi AOCTiIKeHHS i po3pOOKU
I>kepesia piHaHCYBaHHS

7713 - KOWTH ep>KO0I0A KeTy

Kopg, nporpamuoi kinacudikarnii BuzaTkis i KpeauryBaHHs (KIIKBK): 3111020

dakTHyHHi 06car ¢piHaHCyBaHHS (THC. rpH.). 955.000




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

BukoHaTty aHasi3 Ta po3poOUTH TEXHIYHI JOKYMEHTHU [1J1s1 OLiHIOBaHHSI CTaHy iHpopMaLiliHOi 6e311eKu JOPO>XKHbOIO

PYXy Ta KpUTUYHOI Ha3€MHOI TPAaHCIIOPTHOI iHPPaACTPYKTypHU

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Perform an analysis and develop technical documents for assessing the state of traffic information security and
critical ground transport infrastructure

Pedepat yKpaiHCBKOIO:

O06’eKT OCIiI>)KeHHS! — CTBOPEHHS CUCTEM II0KA3HUKIB CTaHy Kibepbe3neKkyu TpaHCIIOpPTHOI ranysi. [Ipegmer
IOCJiI)KEHHS — CUCTEMMU ITIOKA3HYKIB CTaHy KibepOe3reKy TpaHCIIOPTHOI ramnysi. lllnpoke Koo 3aliKaBleHNX CTOPiH
00YMOBJIIOE Y3ro/IKeHY y4acTh IEeKiNIbKOX BiZlOMCTB, B MeKaX [isJIbHOCTI SIKUX MOXKJIMBO i TIOTPi6GHO po3poduTtu
CHCTEMY 3axO0[iB, 3ac06iB Ta MexaHi3MiB GOpMyBaHHS CcepeJ0BHILA LIeHTPaJi30BaHOI B3aEMOZi BCiX y4aCHUKIB
TPaHCIIOPTHOTO MIPOLECY Y 3axUIIeHOMY BUKOHAHHI, 1110 I'PYHTYETbCS Ha IPUHLUNAX (i3UYHOTO, HOPMATUBHO-
[IPaBOBOTO, IPOrPAMHO-TEXHIYHOT0, KPUIITOrpadpiyHOro 3aXUcTy. MeTa IOCIiIKEHHS N10JIAra€e y aHajli3i CTaHy
Kibep6e3neKr TPaHCIIOPTHOI ranysi YKpaiHy 3 IoJabLIo OLiHKOIO PiBHA 3arpo3 Ta 3aXUILEHOCTI iHpopMaLiltHIX
CHCTEM, a TAaKOX - PO3pO0JIEHHI METOAUYHUX PEKOMEHIALil OL[iHKM CTaHy Kibepbe3rneKy cy6’eKTiB Ta piBHS
3aXUIIEHOCTi 06'€KTiB HA3€MHOI TPAHCIIOPTHOI iHPPACTPYKTYpPH (IIiACEKTOPY KPUTUUHOI iIHPPaCTPyKTypHU
aBTOMOOIJIbHUI Ta MiCBKUMI eJIeKTpOTpaHcnopT). [Ipu opraHisauii Takoi cuCTeMy LEeHTPaIi30BaHOTO YIIPABJIiHHS Ta
LI€eHTPaJi30BaHOTro 3a6e3reyeHHs 6e3IeKHy CJIii Bpax0ByBaTH, 110 MOHSTTS 06e3MeKu 06'eKTa TPAHCIIOPTHO]
iH(paCTPYKTYpH € KOMIJIEKCHUM Ta MIOEHYE B COOi 3aX0/1M SIK TPAHCIIOPTHOI, TaK i iHpopmalliiiHoi 6e3neku,
PO3IJISIAAI0YY IIPU LIbOMY O0'€KT, Ha SIKUI CIIPSIMOBAHO Jil0 OO 3a0€3M1e4eHHSs 6€3MeKU SIK CTPYKTYPHUI 00'€KT 3
pi3HMMU CKJIaIOBUMU YaCTMHAMU Pi3HOTO PiBHS opraxisallii Ta 3 pisHuMu NprHUKNAMU QYHKLIOHYBaHHS i

VIIPaBJIiHHS.

Pedepar aHIJ1iHCBKOIO:

Subject of research - systems of indicators of the state of cybersecurity of the transport industry. A wide range of
stakeholders determines the coordinated participation of several agencies, within the framework of which it is
possible and necessary to develop a system of measures, means and mechanisms for the formation of an
environment for centralized interaction of all participants in the transport process in a secure version, based on
the principles of physical, regulatory, software, technical and cryptographic protection. The purpose of the study
is to analyze the state of cybersecurity of the road transport industry of Ukraine with further assessment of the
level of threats and security of information systems, as well as to develop methodological recommendations for
assessing the state of cybersecurity of entities and the level of security of land transport infrastructure facilities
(critical infrastructure subsector of road and urban electric transport). When organizing such a system of
centralized management and centralized security, it should be borne in mind that the concept of transport
infrastructure facility security is complex and combines both transport and information security measures, while
considering the object targeted by security measures as a structural object with different components of different
levels of organization and with different principles of operation and management.

Inpexc YIK: 625.7/.8,

Koau TemaTuyHuX pyopHK: 73.31.11, 20.56

KepiBHHKH po6oOTH

Biacue IlpizBuuie Im's I10-0aTbKOBI: Anb-Ammopi Ani HypaiHoud

HaykoBui# CTYIiHB: 1. T. H.



BueHe 3BaHHS:npodecop
InenTudikarop ORCID ID:

JoparkoBa iHdpopmamnist:



VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII yKpaiHCBKOIO: «MeTonn4Hi peKOMeHaLlii OO CTBOPEHHS CHCTEMM MOKA3HMKIB (iHMKATOPIB)
CTaHy Kibepbe3neKky TpaHCIOPTHOI raysi (i3 3aCTOCYBaHHSM iHIEKCIB Ta PEUTUHTIB Kibepoe3neku)» «MeTonnyHi
peKOMeHalii oo OLiHIOBAaHHS CTaHy Kibepbe3rneKky cy6’eKTiB Ta PiBHS 3aXUIIEHOCTi 00'€KTiB HA3eMHO]
TpaHCIIOPTHOI iHppacTpyKTypH (MifCeKTOPY KPUTHUYHOI iHPPaCTPYKTypU aBTOMOOIIbHUI Ta MiCbKUI

€JIEKTPOTPAHCIIOPT)»; «MeTonuka (pOpMyBaHHSI Tajly3€BOTO PEUTUHTY Cy0’eKTiB 3a6e31e4eHHs Kibepoe3neKkn»

Ha3zpa HTII aHrsiicbKoI0: "Methodical recommendations for creating a system of indicators (indicators) of
the state of cyber security in the transport industry (using cyber security indexes and ratings)" "Methodical
recommendations for assessing the state of cyber security of entities and the level of security of ground transport
infrastructure objects (critical infrastructure sub-sector road and urban electric transport)". "Methodology of
formation of the industry rating of cyber security entities".

HTII, sixy nepezn6ayasiocsi CTBOPUTH:

IIpuunnmu, yepe3s saki HTII ne 6ysi0 cTBOpeHoO:
OTpnmaHi P€3yJIbTAaTH: MeTOANYHI JOKYMEHTH, PEKOMEHAALI]
l'asmy3b 3acTOCYBaHHS: [lopoxHs ranysb YKpaiHu
PeecTpalifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: [1ng sacrocyBanHs cy6'eKTaMy TPaHCIIOPTHOI rajiy3i He3asexkHO Bin GOpPM BJIaCHOCTI, f1JIst
OlIiHIOBaHHSI CTaHy KibepbesneKky cy0'eKTiB Ta piBHS 3aXUILEHOCTi 06'€KTiB TPAHCIIOPTHO] rajysi, 3 MeToo
3abe3nevyeHHs iH(QOpMaLiiHOi 6e3neKkn Ta GOPMYBaHHS rajy3€BOro PEUTHUHIY CY0 €KTIB 3a0€311€UEeHHS

Kibepbesneku

ConianbHO-eKOHOMIYHA crpsimoBaHicTh HTII: Tinumenns aBromaTusarii BApOGHUYMX NPOLIECIB,

3abesneyeHHs IPOMHUCJIOBOCT] YU HaceJIEHHsI HOBUM BUIOM iHPOpMaliiHO-KOMYHIKalliHUX [10CIyT
Bnyins HTII Ha moBKiJjis:
BnposaaskeHHst HTII: Briposampkeno
ITpakTuyHa peasnizanis HTTI
ITouaToK eTamy:
3aKiHYeHHs eTaly:

Crno>KkuBavi NPOAYKILii: [lep>kaBHe areHTCTBO BiIHOBJIEHHS Ta PO3BUTKY iH(pacTpyKTypy YKpaiHu, ciryx6u

BiZJHOBJICHHSI Ta PO3BUTKY iHPPACTPYKTYpH B 00JIACTSIX
IlepcneKTHBHI PUHKH: Vkpaina
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiGHMI 0GCAT IHBECTHILIH, THC. TPH.:
IIpagBa, 0 HaAAKOTHCS iIHBECTOPY MicJIsl 3aBepIIEHHST POGOTH:
HasaBHicTb Oi3Hec-1JIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IloTeH1iaILHU 0OCAT IIPOAASKY, THUC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTi (pPOKiB):

JoaaTkoBa iHdpopmanist:



IX. Bi6sriorpadiuHuii onuc

X. 3aKJII0YHI BiTOMOCTi

KepiBHHK I0pHAHYHOI 0COOH

IlepeJtik 0Cci0O-BHKOHABIIiB
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Crpoxka Bitazniin Bonogumuposuy
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