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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3po6bka Ta anpoballisi HOBUX MaTeMaTUYHUX MOJIeJle!l i alrTOpUTMiB IIJIaHYBaHHS Ollepalliil Ta 3aXUCTy

CHeI_LiaJIbHI/IX MEPEXK 3 aBTOHOMHUMU 0€e3MiJIOTHUMU JIiTaJIbHUMU daliapaTaMu

Ha3sBa po60oTH aHIJIiHCBHKOIO:

New mathematical models and algorithms development and testing for operation planning and protection of

special networks with autonomous unmanned aerial vehicles

Pedepat yKpaiHCBKOIO:

MeTo10 po60TH € PO3pOOKa i 3aCTOCYBaHHS MAaTEMATUYHMX Ta IPOrPaMHO-aJIFOPUTMIYHUX 3ac06iB, Iepul 3a BCe, Ha
OCHOBI iiell pOMOBOrO iHTEJIEKTY, B [IJIAHYBaHHI onepalii 3 BUKOpUCTaHHAM rpyn BIJIA, SKi filoTe SIK KOMaHzga IIpu
0OCTEXXEHHI Un/Ta "06CIyroByBaHHi" 331aHOI MHOKMHU 00'€KTIB, @ TAKOK PO3POOKA CTPYKTYPHOI CX€MU CUCTEMU
PO3IIi3HABaHHS TUITY "3alIMT-BiIOBIAb", KA MiTTPUMYE CYMiCHY pOOOTY 3 CHCTEMaMU IOIepeIHiX TOKOJIiHb, [0
BHUKOPHUCTOBYIOTbCS y 30poiiHUX cuilax YKpaiHu. Lle 103BoJIsse CTBOPUTH MEPEKeBY OaraToeleslOHOBaHy CUCTEMY
cydacnoi I1I10O, gKa 3maTHa IPOTUCTOATA MaCOBaHil arali paketamu Ta posamu BITJIA HaBiTb 3a yMOB
IIMPOKOMACHITaOHOTO 3aCTOCYBaHHs 3ac06iB PED. Ha 0CHOBI BUKOPUCTAHHS ifleii INTY4YHOTO iHTEIEeKTy
3aIPOIIOHOBAHO 6araToareHTHi aJirOPpUTMU PO3B'si3yBaHHS 3aa4i mapuipyTusauii rpynu BI1JIA 3a ymoBu
MOXJIMBOCTI CTApTy Ta MPU3EMJIEHHS y PI3HUX MiCLISIX i 3 ypaxyBaHHSIM OOME>KeHb Ha JaJIbHICTb MOJIbOTIB Ta
BUOOPOM MOSKJIMBMX MicCLib ix 6a3yBaHHs. Po3ryisHyTo nigxoau go ¢popmanisauii HU3KM Npo6sieM IJIaHyBaHHS
onepatiy 3 aBToHoMHUMU BI1JIA y TepMiHax Teopii HEUITKNX MHOXKUH. 3[iICHEHO YIOCKOHAJIEHHS i IPOrpamMHy
peasizallito anropuTMy BUsIBJIEHHS i PIKCYBaHHS aTak Ha cucteMy Hasirauii BITJIA 3 MeToo IiAMiHU KOOPAUHAT 1151
MigBUIIEHHS CUTYalliliHOI 06i3HAHOCTI MiJIOTa y peasbHOMy MaciiTabi yacy. PO3po67€HO CTPYKTYPHY CXEMY
CHUCTEMMU PO3Ii3HABaHHA TUITY "3allUT-BiONOBIIL", KA IHTErPOBaHA 3i 3YMTYBaYaMU JaHUX TPAHCIIOHEPIB
TPAHCIIOPTHUX CHCTEM, a TAKOX IPOTOTUII allapaTHOTO EMYJIATOPA 3allMTyBaya i BiflIOBiJa4ya CUCTEMHU [EP>KaBHOTO
BIIi3HaBaHHS 00'€KTIB 3a IPUHLMIIOM "CBill-uyXuil". PO3po6sieHO ajirOPUTM AE€P>KaBHOTO BITi3HABAHHS JIITAJIbHUX
amnaparis, 10 FapaHTye BULLY KpUNTOrpadiuHy CTiMKiCTh 3aXUCTY iH(OpMalii NOPiBHSIHO 3 TUMHU, 1O
BUKOPHUCTOBYIOThCS y 3CY, i Mae 6isbiny MPOAYKTUBHICTh OOPOOKHU Liiyiell 3aBAsSKMA BUKOPHCTaHHIO iHdopMmauii 3i

CIieljiaJIbHAX MEPEX Ta 3aCTOCYBAHHIO CUTHAJIbHO-KOJOBUAX KOHCTPYKILiN BinnoBinHo 1o ctaHnaptiB NATO.

Pedepar aHIJIiHCBKOIO:

The main goal of the work is to develop and apply mathematical and software-algorithmic tools, primarily based on
the ideas of swarm intelligence, in planning operations using UAV groups, which act as a team in the inspection
and/or "maintenance" of a given objects set, and also the development of the "request-response" recognition
system structural diagram that supports interoperability with previous generation systems used in the Armed
Forces of Ukraine. This allows to create a networked multi-tiered system of modern air defense, which can
withstand a massive attack by missiles and swarms of UAVs, even under conditions of large-scale use of electronic
warfare. Based on the use of artificial intelligence ideas, multi-agent algorithms for solving the UAV group's routing
problem are proposed, allowing UAVs to start and land in different places and considering flight range restrictions
and the of possible bases choice. Approaches to the formalization of several operation planning problems with
autonomous UAVs in terms of fuzzy set theory are considered. Software implementation and improvement of the
algorithm for detecting and preventing attacks on the UAV navigation system, which are based on providing false
coordinates. This algorithm implementation allowing to increase real time situational awareness of the UAV
operator. A structural scheme of a "request-response” type recognition system has been developed, which is
integrated with transponder data readers of transport systems, as well as a prototype of a hardware emulator of
the requester and the responder of the state object recognition system. An algorithm for aircraft state recognition
has been developed, which guarantees higher level of cryptographic protection compared to those used in the



Ukrainian Armed Forces by now. Algorithm has higher productivity of target processing due to the use of
information from special networks and signal code constructions in accordance with NATO standards.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Hazga HTII ykpaiHCBKOIO: MatemaTnaHi Moziesti, ontumisauiitai metogu. Haykosi my6sikauii. 3situ. Jlonosizi

Ha MDKHapOIHUX KOH(EPEHLISIX Ta HAYKOBO-TIPAKTUYHUX CEMiHapax

Hassa HTII aHrificbKo¥0: Mathematical models, optimization methods. Scientific publications. Reports.

Reports at international conferences and scientific seminars
HTII, sixy nepen6a4asiocsi CTBOPUTH:

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:
OTpuMmaHi pe3yJIbTaTH: MeTtoay, Teopii

FaJIy3b 3aCTOCYBaHHSI: CucreMu MylaHyBaHHA Miciil Komanau BITJIA, 3axuct iHdopmauii y crienianizoBaHuX

pazioMepekax, TAKTUYHI YapyHKOBi Mepexi
PeecTpanifiHuil HOMep KapTKH TE€XHOJIOTii:

Omnuc HTII: Maremaruyni Moz, anroputmul po3s'a3yBaHHsI HU3KY IIPOGJieM Mapiupytusanii rpynu BITJIA Ta
iHIIMX 6e3MiIOTHUX aBiallifHMX CUCTEM 3a HAasBHOCTI aJIbTEPHATUBHUX JI€T0. AJITOPUTM BUSIBJIEHHS i (PiKCyBaHHS
arak Ha cucteMy Hasirauii BITJIA. MakeTHuUi cTeH[ AJ1s iMITaliliHOTO MOJieJll0BaHHsI 10JboTiB rpynu BITJIA a6o
IPyIy PyXOMHUX POOOTU30BAHMX CUCTEM Ha 6a3i MepeX NPOrpaMHO-KEPOBAHUX PaliOCTaHILil YU CTaHAAPTHUX
IIPOMUCJIOBUX MApUIPYTHU3ATOPIB i3 MOXKJIMBICTIO KEPYBAaHHS MIOTY)KHICTIO IlepeaBaviB, BUKOPUCTAHHS PI3HOTUITHUX

IKepeJl paslioXBUJIb [1J1s [TO3MLIOHYBAHHS B yMOBaXx 3arjIylieHHs

ConiannbHO-eKOHOMIYHA crpsimoBaHicTh HTII: Cteopennit maremaTndHumii anapat opieHTOBaHMI Ha
6inb epeKTBHE BUKOPUCTAHHS IIPY PO3POOLI 06YKMCIIOBAIBHUX CXEM PO3B sI3aHHS IIKMPOKOro KoJjia MpobemM

MO EeJIIOBaHHS, ONTUMi3allii,

Brnius HTII Ha moBKiJjs:

Bnposag>keHHs1 HTII: He snposamxeHo

IIpakTHyHa peasnisanis HTII
IToyaTok eramy:
3akiHYeHHs eTamy:

Crnio>KkuBavi NPOAYKILii:

IlepcneKTHBHI PUHKHU:

XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IloTpiOHMI 006CAT iHBECTHILiM, THC. TPH.:
IIpaBa, 0 HaAAIOTHCS iIHBECTOPY MiCJIsA 3aBEpPLIEHHs POOOTH:
HasaBHicTb Oi3Hec-IJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IloTeH1iaIbHUE 0OCAT IIPOAAIKY, THUC. TPH..
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