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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MopenmoBaHHs PU3UKIB Ta 6€311€KU B [U(PPOBiil eKOHOMIIL

Ha3sBa po6oTH aHIJIilICbKOIO:

Risk and security modeling in the digital economy

PedepaT ykpaiHCbKOIO:

O6’eKT mOCTiIKEHHS — MPOoLecy B3aEMOZii EKOHOMIYHMX areHTiB i Aep>KaBU y YaCTHHi CIIaTy MOAATKIB Ta
OTPMMAaHHS COLIiaJIbHOI JOIIOMOTY B yMOBax LU(poBi3allii EKOHOMIKH, a TAKOXK PU3UKHU i 3arpO3U €KOHOMIUHiN
Oesrel, sIKi IpY 1[bOMY BUHUKaIOTh. MeTa IPOEKTY — MOZEJIIOBAHHS PU3UKIB Ta 6e3IeKku B LUQPOBill eKOHOMIlli Ha
OCHOBi MoJiesiell i MeTO/IiB HayKU PO JIaHi Ta CTBOPEHHS iHTEJIeKTyaIbHOI CHCTEMM aBTOMATU30BaHOI 00y I0BU
CKOPUHTOBUX MOZEJIEN [IJIg OLiHKY PU3UKIB HENIPAaBOMIPHOIO OTPUMMaHHSA COLaJIbHOI JOTIOMOTHY Ta YXUJISIHHA Bifl
CILJIATH TOJIATKIB, 110 Ma€ CIIPUSTU MiABUILEHHIO ePEeKTUBHOCTI CUCTEMH COLiaIbHOIO 3aXUCTY HACeJIEHHS Ta
3MilJHEHHIO EKOHOMIYHOI 6e3neky YKpaiHu B ymoBax udposizalii ekoHOMiKu. ¥V pe3ysbTaTi peasnisallii IpoexTy
CTBOPEHO HOBY KOHIIEMIIiI0 Ta TOOYA0BAaHO KOMILJIEKC MOJIeJIEN aHali3y pU3UKiB Ta 6e31eKku B P POBili EKOHOMill,
110, 30KpeMa, BPaXOBYIOTh CYTTEBI CTPYKTYPHIi 3MiHM JOXO/iB i 3aliHATOCTI HacCeJIeHHs BHACTINOK HudpoBsizanii
€KOHOMIKY, Ipo6JyieMu 30epeskeHHs i 3aXx1cTy KoMepLiiiHOoi iHpopmaliii Ta nepcoHanbHUX JaHUX. 3aCTOCOBAHUMN
IiAXin mWoAo aHasizy pU3UKIB Ta 3arpo3 €KOHOMIUHIN 6e3neli OpraHiyHo NoeqHye KJIACUYHi CTaTUCTUYHI METOAU
MOJIE€JIIOBaHHS 3 HOBITHIMU TEXHOJIOTIIMM MalIMHHOTO HAaBYaHHA, LITYYHOTO iHTeseKTy, Data Mining ta Big Data.
Po3pobseHo edekTHBHI anroputMu GOpMYBaHHS HayaabHOI Ta TECTOBOI BUOIPOK, SIKi, HA BiAMiHY Bif, iCHyIOUHnX
aJITOPUTMIB, IPYHTYIOTbCS Ha KJIacTepu3allii NpUKIIaiiB 3 OBHOI 6231 NaHUX Ta NOOYJOBU OKPEMUX MoZesen
OL[iHIOBAHHS PU3UKIB [JIS1 KOXKHOTO TUITY ITOBEJiHKM OTPUMYBAYiB COLiaJIbHOI OTIOMOTIU Ta IJIATHUKIB II0JATKIB, 110
3a6e3neunsio e(PeKTUBHICTb MOJeJIeN Ta iX CTiMKICTb HAa HOBUX JaHUX. CTBOPEHO iHTEJIEKTYaIbHy CUCTEMY
aBTOMAaTH30BaHOi NOOY0BU CKOPUHTOBUX MOJieJIel 111 OL[iHKY TaKuX PU3UKIB JJ1s MifBUIIEeHHS e(eKTUBHOCTI
CHACTEMHU COLiaJIbHOTO 3a0e3M1e4YeHHs HaCeJIeHHs Ta aJJpECHOCTI I€p>KaBHUX BUILJIAT, 3HMKEHHS BiZICOTKY IIOPYLIEHD,
MOB'SI3aHUX 3i CIJIATOIO MOJATKIB Ta OTPUMAHHS COLiaJIbHOI ZOTIOMOTY, 0 ¥ CYKYITHOCTi Ma€e 3a6€3MeYuTH

MigBUIIEHHS PiBHS COLiaIbHO-€KOHOMIYHOI 6e31eKy KpaiHu.

Pedepar aHr1ilicbKOIO:

The object of the research is the processes of interaction between economic agents and the state in terms of
paying taxes and receiving social assistance in the conditions of digitalization of the economy, as well as the risks
and threats to economic security that arise. The objective of the project is to model risks and security in the digital
economy based on data science models and methods, and to create an intelligent system for automated building
the scoring models to assess the risks of improper receipt of social assistance and tax evasion. As a result of the
implementation of the project, new concept and an appropriate complex of models for analysis of risks and
security in the digital economy was created, which take into account the significant structural changes in the
incomes and employment of the population due to the digitalization of the economy, as well as the problems of
preserving and protecting commercial information and personal data. The approach applied in the project to the
analysis of risks and threats to economic security organically combines classical statistical modeling methods with
the latest technologies of machine learning, artificial intelligence, Data Mining and Big Data. Effective algorithms
for forming initial and test samples have been developed, which are based on the clustering of examples from a
complete database and the construction of separate risk assessment models for each type of behavior of social
assistance recipients and taxpayers, which ensured the effectiveness of the models and their stability on new data.
An intelligent system of automated building the scoring models has been created to assess such risks in order to
increase the efficiency of the population social security system and the targeting of state payments, reduce the
percentage of violations related to the payment of taxes and the receipt of social assistance, which should ensure



an increase in the level of social and economic security of the country.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zsa HTII yKpaiHCBKOIO: MoyesioBaHHs PU3VIKIB Ta 6e3neky B uudpoBiii eKOHOMiL
HaszBa HTII aHrJificbKo10: Risk and security modeling in the digital economy

HTII, aKy nepenba4asiocsi CTBOPHTH:

IIpuunnu, yepe3s saki HTII e Gysio cTBOpeHO:

OTpmvxaHi Pe3yJbTaTH: Meroau, Teopii, MeToanyHi JOKyMEHTH

l'asmy3b 3aCTOCYBaHHS: eKOHOMIKA, iepyKaBHe YIIPABIIiHHS

PeecTpanifiHuil HOMep KapTKH T€XHOJIOTii:

Omnuc HTII: 1) Konuenuis MomenoBaHHs pU3KKIB Ta Ge3MEKH, IKa BPAXOBYE r7106aibHi mpouecy 1udposisaiiii B
YKkpaiHi Ta CBiTi, CTPYKTypHI 3MiH/ B €KOHOMIIIi, Ipo6yiemu 36epesxeHHs i 3axucTy KoMepuiiHoi iHpopmariii Ta
IIEPCOHAJIBHUX JAaHUX Ha MiAIPYHTI MeToxiB Ta Moaeselt Data Science (MalIMHHOTO HaBYaHHS, IITY4HOTO
inTenexry). 2) Mogesi NIpoBeeHHS CErMEHTallii Ofep>KyBayiB COLiaJIbHMX BUILJIAT Ta MJIATHUKIB MIOJATKIB 32 TUIIAMU
NIOBEIiHKY Ta iHCTpyMEHTapiil MOZJEeI0BAaHHS PU3UKIB IIAaXPalCTBa AJ151 KOXKHOTO CEerMeHTY. 3) IHTesiexTyanbHa
CHCTEMaA aHaJIi3y PU3MKIB YXUJISTHHS Bif| CIIJIaTH MTOJATKIB Ta BUABJIEHHS OTPUMYBAyiB HEIIPABOMIPHOI I€P>KaBHOI
coljiasIbHOI IOIIOMOTY, sIKA BKJIIOYA€, 30KpeMa: ifcucteMy «IMIopTt, nepeTBOpeHHs i 3aBaHTaXKEHHS JaHUX,
[IpU3HAYEeHy 17151 3a[I0BHEHHS 6a3M JaHUX iH(popMallielo, siKka HeoOXiHa [J1s1 BUPIlIeHHS aHAITUYHUX 331134, Y TOMY
YMCJIi 47151 YIIPaBJiHHA 3pi3aMU BiTPYH JaHUX; MiTICUCTEMY «AHAJI3 CTATUCTUKYU Ta IIPOBEJIEHUX MTEPEBIPOKY,
IIpu3Hayeny 1151 GOPMYyBaHHS BITPUH arperoBaHuX AaHUX CTaTUCTUKY OPraHiB COLiaibHOI CUCTEMU YU MOAATKOBOI
Cy>k0U i3 3aJaHMMU pO3pi3aMH, a TAKOX [JI aHaJIi3y JAHUX i3 3aCTOCYBaHHSM TexHoJorii OLAP Ta po3mupenux
3aco06iB Bisyanisallii, OpMyBaHHS aHAIITUYHUX MaTepiaiB; nigcucremy «KoHCTpyoOBaHHS MOZesIel OL[iHIOBAHHS
PU3UKY NIOPYILIEHb», IPU3HAYEHY /1J1s1 aBTOMaTU3allii mpouecy nody 081 Mojieslel OLiHIOBaHHS pU3UKY NTOPYIIEHb
IIpY OTPYMaHHI coljiaibHOI MiATPUMKHU YU CIUIATi IOAATKIB i3 ypaxyBaHHSIM HEOOXiHUX PO3pi3iB, YaCOBUX MEX Ta
iHIINX MapaMeTpiB; nigcucremy «IlnaHyBaHHS PU3MK-OPi€HTOBAHUX NIEPEBIPOK», IPU3HAYEHY [JI AHAJII3y PU3UKY
[OpPYyIIeHb 3aKOHOJABCTBA [IPY OTPHMMAaHHI COLiaIbHOI MiATPUMKY UM CIJIATH IIOJATKIB KOKHUM Cy6'€KTOM
IIepeBipOK Y NPOLieCi IPeBEHTUBHOTO, IOTOYHOTO Ta PETPOCIIEKTUBHOTIO OLIiHIOBaHHS Ha OCHOBI IOOYAOBaHUX
MoJeJiel, a TaKoXX (POPMYBaHHS I1JIaHIB IEPEBIPOK Ha OCHOBI PO3PaxOBaHMUX PU3KKIB; MiICUCTEMY
«ApMiHicTpyBaHHS Ta iHpopMaliiiHa 6e3rneKa», IPU3HA4YeHy 1J1s1 aBToMaTu3alii QyHKUii 3 BeleHHs 00J1iKOBUX

3aNMCiB Ta yIIpaBJliHHS TpaBaMy JOCTYILy KOPUCTYBaUiB [0 JaHUX i PyHKLIOHATIbHUX MOXKJINBOCTEN CUCTEMU.
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