O6J1ikoBa KapTKa [IiP

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeP: 0225U003078

Jep>kaBHUH peecTpauiliHUI HOMeP: 0123U100856

Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peecrtpamnii: 14-05-2025

II. Etran BukoHnauus JiP

Homep eramy: 2

Ha3sBa eramny: CtBopeHHs IPOTOTUITY CUCTEMU HiATPUMKY IPUIHSTTS pillleHb.
IToyaToK eramy: 01.2024

3akiHYyeHHs eTamy: 12.2024

Bupz 3BiTHOTO AOKYMEHTA: OCTaTOYHUM 3BIT

I11. BizomocTi npo BuKoHaBus JIiP

IloBHe HaliMEeHYBaHHS IOpHUAHUYHOI 0coou (a00 ITIB ¢i3myHOi 0CO0H): [HCTUTYT TeseKOMYHIKALLH i

r7106a71bHOTO iHPOPMALiTHOTO TPOCTOPY

Kopg 3a €IPIIOY: 26022051

Micue3HaxoaKeHHS: YoKOIOBCKuUil OysbBap, oyz. 13, M. Kuis, 03186, YkpaiHa
dopma ByracHoOCTI:

Cdepa ynpaBiriHHS: HaujonasnbHa akaziemis HayK YKpaiHu
Inentudikarop ROR: He zacrocosyerbcs

Po3mip opranisamii:

TenedoHn: 380442458797, 380442458838

IV. BimomocrTi nipo ciiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHyBaHHS IOPHAHYHOI 0coou (a6o ITIB PpizuuHO0i 0c06H): HaujoHanbHa akasemis Hayk

Ykpainu

Kopg 3a €EIPIIOY: 00019270

Micuesnaxo,szeHHa: ByJI. Bononumupceka, 6ya. 54, m. Kuis, 01601, Ykpaina
dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

TenedoHn: 380442343243

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hampsam (l)iHchyBaHHﬂ: 2.2 - IpUKJIaHi AOCTiIKeHHS i po3pOOKU
I>kepesia piHaHCYBaHHS

7713 - KOWTH ep>KO0I0A KeTy

Kopg, nporpamuoi kinacudikanii BuzaTkis i KpeguryBaHHs (KITKBK): 6541230

dakTuuHHi 06car ¢piHaHcyBaHHS (THC. IpH.): 4069.000




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

MartemaTuyHe MOZEJIOBAaHHS, METOU Ta iHOpMaLiiHO-KOMYHIKaLiliHi TexHoJIOrii 11 3a6e31e4eHHs CTIHKOCTi
KpUTUYHOI iHppacTpyKkTypu. Po3zin 1. Po3pobaeHHsI MaTeMaTUYHUX MOJIEJIeil, METOIiB Ta TEXHOJIOTIH MifTPUMKHU

NPUIHATTS pillleHb 3a6e311e4eHHs1 Kibepoe3neKu Ta JOriCTUKY KPUTUYHUX iHPPACTPYKTYP

Ha3zBa po6oTH aHTIJIilICbKOIO:

Mathematical modeling, methods and information and communication technologies to ensure the stability of
critical infrastructure. Chapter 1. Development of mathematical models, methods and decision support
technologies for ensuring cyber security and logistics of critical infrastructures

Pedepat ykpaiHCbKOIO:

B pesysbrati BuUKOHaHHS HJ/IP 3anponoHOBaHO METOAY iHTEIEKTYaIbHOTO aHali3y JAaHUX, MAaTEMATU4YHi MO,
METOJIY, TEOPETUKO-METO0JIOTIYHi OCHOBM MOZEJIIOBAHHS ITPM3HAYEH] [J151 MOJEJIIOBAHHS Ta IPOTHO3YBaHHS
ypa3IuBOCTEN KPUTUYHOI iHPpacTPyKTypHy, BUSIBJIEHHS HANOiIbIIMX Ta TUIIOBUX 3arpo3, 30KpPeMa, Kibepaarpos,
peai3oBaHO MIKIOVCLUIIIIHAPHUN IHCTPYMEHTAPIN TPOTHO3YBAaHHA fK 1171 BUBHAYEHHS MOBIPHOCTI HACTaHHSA
KPUTUYHOI CUTYallii, TaK i HACJIiAKIB BIIJIUBY Pi3HUX 3arp0O3 Ta YMHHUKIB HA PO3rOPTaHHA I0ZIM 3a Pi3HUX CLIEHAaPIIB,
CHCTEMHE BUKOPUCTAHHS METO/IB, IKi PO3B'I3YI0Th 3aBJIJaHHS IIPOTHO3HOTO MOZEIOBAHHS B PAMKaXx CJIa0KO
CTPYKTYpPOBAHHUX 33/ia4 NiITPUMKU [IPUMHSTTS pillleHb B YIIPaBJIiHHI KibepOe3reKoio 06'€KTiB KPUTUUHOL
iHppacTpyKTypu B cUTYyallii 3arpo3u abo pusuKy. [is 3ab6esnedeHHs Kibep3axucTy 06€eKTiB KpUTUYHOI
iHdpacTpyKypH, po3po6sI€eHO KPUIITOCUCTEMY, 1[0 6a3yI0ThCSI HA HEKOMYTaTUBHUX METOJAX KOMITIOTEPHOI anrebpu
Ta TEOpii CUMBOJIbHUX 004KCIIeHb. [lJ1s1 pO3B’I3aHHS 33/1a4 ONTUMI3allii yIIpaBiliHHS NOTOKaMu B iepapXiyHUX
iH(popMaLiTHO-KOMYHIKaiTHMX MepeKax 3 JUCKPETHUMU IOTOKaMU PO3pO0JIEHO MaTeMAaTUYHI MOJIeJli, MEeTOIY i
aJITOPUTMU $SIKi MOXKYTb OYTH 3aCTOCOBAHi i y CHCTEMaXTPaHCIOPTHOI Ta BiliCbKOBOI JIOTICTUKU. 3alIpONIOHOBAHI
MoJeJii, MeToI|, aJIrOPUTMU IPU3HAYEHI 10 BUKOPUCTAHHS y IIPOIIOHOBaHIi iHpopMaLiliHiil TeXHOJIOrii, siKa
nepepbaydae onpalioBaHHs PeaJIbHYX ITPOLECIB, 110 MAIOTh MiClle y KpPUTAYHIN iHPpacTpPyKTypi KpaiHu, CTOCOBHO
3a6e3Me4yeHHsl CTIMKOCTI SKUX, PO3POOJISIOTh BiiIOBiIHE yIIpaBiliHChbKe pilleHHs. OCOGIMBICTIO MPOIIOHOBAHUX
METO[IiB € Te, L]0 BOHU € YHiBepCaJbHUMY, Y IIPOLieCi pO3POOKU MOZesel, OCTiIKeHHS 30iICHIOETbCS Y AeKiIbKa
eTalliB, [IOCTYIIOBO 3MiHIOIOUM PiBEHb JeTaisallii, iMiTyl0uM OBEAiHKy CUCTEMH, BUSIBJISIIOUM HOBI IIPOGJIEMU
PO3BUTKY Ta 30BHIIIHI i BHYTPillIHi (PaKTOPH, IO CIPUYMHSIOTH iX. OCOOJIMBICTIO IPOIIOHOBAHOTO MiTX04Y €
PO3LMPEHHS IHCTPYMEHTaPil0 MaTEMAaTUYHOTO MOJEJIIOBAHHS Ta MIATPUMKU IPUMHATTS PillleHb 33 PaXyHOK
BHUKOPHUCTaHHS aHCaMOJIiB Moiesiell Pi3sHUX TUIIB, METO/iB iHTeJIEeKTyaJIbHOIO aHaJIi3y AaHUX Ta KOMITIOTEPHOTO

MOJEIIOBAaHHS.

Pedepar aHIJIiHCBKOIO:

As a result of the research, methods of intelligent data analysis, mathematical models, methods, theoretical and
methodological foundations of modeling were proposed for modeling and forecasting vulnerabilities of critical
infrastructure, identifying the largest and typical threats, in particular, cyber threats, an interdisciplinary
forecasting toolkit was implemented both to determine the probability of a critical situation and the consequences
of the impact of various threats and factors on the development of events under different scenarios, systematic
use of methods that solve predictive modeling tasks within the framework of weakly structured tasks of decision-
making support in managing the cybersecurity of critical infrastructure objects in a situation of threat or risk. To
ensure cyber protection of critical infrastructure objects, a cryptosystem was developed based on non-
commutative methods of computer algebra and the theory of symbolic computation. To solve the problems of
optimizing flow management in hierarchical information and communication networks with discrete flows,
mathematical models, methods and algorithms have been developed that can be applied in transport and military
logistics systems. The proposed models, methods and algorithms are intended for use in the proposed information



technology, which involves the processing of real processes taking place in the country's critical infrastructure, in
order to ensure their stability, an appropriate management solution is developed. The peculiarity of the proposed
methods is that they are universal; in the process of developing models, the research is carried out in several
stages, gradually changing the level of detail, simulating the behavior of the system, identifying new development
problems and external and internal factors that cause them. The peculiarity of the proposed approach is the
expansion of the tools of mathematical modeling and decision-making support through the use of ensembles of m

Inpexc YIK: 004.89:004.4, 519.81;519.816, 004.49; 004.056.57, 658.012.011.56(470), , 54.003; 54:338; 54:001.89;
54:658; 54.001.18

Koau remaTUYHHX py6pp1K: 28.23.29, 28.29.04, 50.41.25, 50.49.02, 28.31.04, 31.01.75
KepiBHHKHU po06OTH

BiacHe IlIpizBume Im's I10-6aTbKOBI: Tpodumuyk Onekcannp Mukosaitosuy
HaykoBHH CTYIiHB: 1.1.H.

BueHe 3BaHHSI: nmpodecop, YieH-KOp.

InenTudikarop ORCID ID:

JoparkoBa inHdpopmamnist:



VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Haszsa HTII ykpaiHCBKOIO: HaykoBO-TeXHIYHMI 3BiT, METO/MKA OBGPOOKY NIEPBYHHMX JAHUX, HEOOXIJHUX IS
OOCJIiIKEHHS CTIMKOCTi KpUTUYHOI iHPPaCTPYKTypH, 30KPEMA, CUCTEMH iX KibepOe3neKy; MaTeMaTU4Hi MOZeJIi Ta
METOJIMKHU [TPOTHO3YBaHHS (PYHKLIOHYBAHHS 00'€KTiB KpUTUYHOI iHPaCTPyKTypy B yMOBaxX HEBU3HAYEHOCTI Ta
PHU3UKY, 30KpeMa CIIPMYMHEHHUX Kibep3arpo3amMu; MaTeMaTU4Hi MOZeJsli Ta METOAU yIIPaBJliHHS [I0TOKaMU
iepapxiuHux iHpopMaLiiHO-KOMYHIKaLiMHMX MepeKax 3 AUCKPETHUMU IOTOKaMU; IPOrpaMHO-iHQOpMaliiiHi
3acobu 3axucty inpopmallii 06’eKTiB KpUTUYHOI iHPPACTPYKTypH, Ny6IliKallii HAYyKOBUX CTaTeil, HAyKOBi JOMOBiAi 3a

TEMOIO JOCJIiI>KEHHS.

HasBa HTII aHrmificbKOI0: Scientific and technical report, methodology for processing primary data
necessary for studying the stability of critical infrastructure, in particular, their cybersecurity systems;
mathematical models and methods for predicting the functioning of critical infrastructure facilities under
conditions of uncertainty and risk, in particular those caused by cyber threats; mathematical models and methods
for managing flows in hierarchical information and communication networks with discrete flows; software and
information tools for protecting information of critical infrastructure facilities, publications of scientific articles,
scientific reports on the topic of the study.

HTII, sixy nepezn6a4asiocsi CTBOPUTH:

Ipuyunu, yepes siki HTII we 0yJi0 cTBOpeHo:

OTpuMaHi pe3yJIbTaTH: TexHOJIOTii

l'any3s 3acToCcyBaHHS: [HdopmariiiHi Ta KOMyHIKAI[iHI TEXHOJIOTI]
PeecTpaiifiHuii HOMep KapTKH Te€XHOJIOT1i:

Onuc HTII: OcHoBHOIO HayKOBO-TEXHIYHOO MTPOAYKIi€0, OTPUMAHOIO B Pe3yJbTaTi BUKOHaHHS H]IP €
MaTeMaTU4Hi MOZEeJi, METOAU, JITOPUTMHU, ITPU3HAYEHI [J1s1 300PYy Ta MiATOTOBKU JAHUX, MOJEJIIOBaHHS
(yHKIIOHYBaHHS 00'€KTiB KPUTUYHOI iHYPACTPYKTYPU B yMOBAX HEBU3HAUYEHHOCTI, pU3UKY, B TOMY YHCII,
CIIPUYMHEHUX Kibep3arpo3amu, IIPOTrHO3iB 3a6e31e4eHHs CTIMKOCTi KpUTUYHOI iHppacTPyKTypH 3a Pi3HUX CLieHApiiB
PO3BUTKY IIOJIil, IPOTOTUII CUCTEMU MiATPUMKU IIPUNHATTS PillleHb 3 MiICUCTEMOIO KPUIITO3AXUCTY Bif,
KiGEpPTEPOPUCTUYHHUX aTaK 00'€KTiB KDUTUYHOI iIHPPACTPYKTYPH, 1151 SIKOi pO3pO0JIeH] aITOPUTMU MM (PYBaHHS
indopmauii, mo 6a3yI0TbCSI HA HEKOMYTAaTUBHUX METO/IAX KOMITIOTEPHOI anredpu Ta Teopii CMMBOJILHUX 06YNCIEHD
L7151 IBMIKOTO MKUpyBaHHS iHTEHCHMBHUX IIOTOKIB iHpopMmaliii, ki MaioTh Micue y iHpopMaLiiHO-KOMYHIKaLitHUX
Mepexkax 00'eKTiB KpUTUYHOI iIHPPaCTPYKTypH, NalIKeCTU €JIEKTPOHHUX IOKYMEHTIB, IPUAATHUX [1J11 pO6OTU 3
BEJINKMMU 00csAramu iHgopmallii, miIcUCTEMOIO YIIPABIIiHHS IOTOKaMU PeCypCiB y iHpOpMaLilHO-KOMYHIKaLliMHUX

iepapxiYHMX Mepeskax, HAyKOBi CTaTTi, HAyKOBi IOMOBIfli 32 TEMOIO IOCJiIKEHHS, 3BiT PO BUKOHaHHS H]IP
ComniasibHO-eKOHOMIYHA crpsiMmoBaHicTh HTII: Toninmenns crany HaBKOJIMIIHBOTO CEPEOBUIA
Bnyins HTII Ha moBKiJjs:
BnpoBagskeHHs HTII: Briposamkeno
ITpakTuyHa peasnizanis HTTI
IToyaToK eramy: 01.2024
3akiH4YeHHs eTamy: 12.2024
Crno>KHuBavi NPOAYKILii: [lepskaBHe yIpasiliHHs, MiCLIEBE CAMOBDSLYBaHHS
IlepcneKTHBHI PHHKH. YkpaiHa

XapakTep CriBpOGIiTHHIITBA 3 iHBECTOPOM



IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:

IIpaBa, 0 HaJAI0ThCS iHBECTOPY MiCJIsA 3aBEPIIEHHSI POOOTH:
HasaBHicTb 0i3Hec-1JIaHY:

TexHiKO-eKOHOMiIYHE OOrpyHTYBaHHSI:

IloTeH1iaIbHUI 0OCST IIPOJASKY, THC. TPH..

OuikyBaHHI T€PMiH OKYIHOCTI (POKiB):

JoapaTtkoBa iHdpopmamist:

IX. Bi6siorpadivyHuii onuc

MaTtemaTtryHe MOZEJIIOBaHHS, METOAU Ta iHOpPMaLiiHO-KOMYHIKaLiliHi TeXHOJIOrii 114 3a6e3nedeHHs CTIHKOCTi
KpUTUYHOI iHdpacTpykTypu. Po3zin 1. Po3pobsieHHs: MaTeMaTUYHUX MOJeJieil, METO/IiB Ta TEXHOJIOTIN MiATPUMKHI
IIPUMHATTS pillleHb 3a0e3le4eHHs KibepOe3neKy Ta JIOTiCTUKYA KpUTUYHUX iHppacTpyKTyp: 3BiT npo HIP / Hayk.
kep. O. M. Tpopumuyk. KuiB : IHCTUTYT TenekomyHikaliil i rmo6anbHoro ingpopmartiiinoro npocropy HAH Ykpainu,
2024. 691 c. 3BiT HIP, 691 c., 82 puc., 45 tab., 684 mxepena



X. 3aKJIlI0YHi BiTOMOCTI

KepiBHHK I0pHAHYHOI 0COOH

IlepeJtik 0CiO-BHKOHaBILiB

bigtok IleTpo IBaHOBUY
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Knmumenko Bikropis IropiBaa
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Credanumus IMutpo Bomogumuposuy
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