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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

HanioHnanbHa 6e3neka yepe3 KOHBEPreH1ilo cucTeM (PpiHaHCOBOTO MOHITOPUHTY Ta KibepOe3neKu: iHTesIeKTyalbHe

MOJEJIIOBAaHHS MEXaHi3MiB peryoBaHHs (iHaHCOBOTO PUHKY

Ha3sBa po60oTH aHIJIiHCBHKOIO:

National security through the convergence of financial monitoring and cybersecurity systems: intelligent modeling

of market regulation mechanisms

Pedepar yKpaiHCBKOIO:

OO6’eKT HOCIIIPKEHHS — CUCTEMa €KOHOMIYHUX BiTHOCKH MK Cy6’'€eKTaMU €KOHOMIKY Ta peryssTopamu
(iHaHCOBOTrO PUHKY B IIPOLIECi KOMIIJIEKCHOTO 3aCTOCYBaHHS 3aC00iB (DIHAHCOBOIO MOHITOPUHIY Ta 6OPOTHOU i3
Kibep3JIounHHICTIO. MeTa pobOTH — PO3BUTOK METOAOJIOTII Ta MIKIMCUUIIIIHAPHOTO METOANYHOI0 iIHCTPYMEHTApiIo
IIOIIYKY ONTUMAaJIbHOI Mozesti iHTerpauii cuctem piHaHCOBOrO MOHITOPUHTY Ta Kibepbe3neKu, 1o J03BOJIUTh
HalpaloBaTU IPYHIMIIOBO HOBI, 3aCHOBaHI Ha KOHIIENTAaX [TOBEJiHKOBOI EKOHOMIKM Ta BiZJlOKPEMJIEHI Bifl
JIIOJCBKOTO (PAKTOPY, iHTEJIeKTyalIbHi aJITOPUTMI30BaHi PETYIITOPHI MEXaHI3MHU, SIKi YMOXKJIUBJISITh KOMILJIEKCHE
3abe3neyeHHs eKOHOMIYHOi, piHaHCOBOI Ta iHOPMaLifiHOI CKIaIOBUX HaLliOHAIBHOI O€3MeKU IepKaBy, a TaKOX
3aXUCTY IIPaB CIIOKMBayviB piHaHCOBUX NOCyr. MeTonu mociipKeHHs: PyHIaMeHTaslbHi [10J1I0KeHHS] €EKOHOMIYHOi
Teopii, MaKpO- i MIKDOEKOHOMIKH, TEOPIi CTPATEriYHOrO YIIPaBJIiHHS, NE€P>KaBHOIO PETYJII0BAaHHS €KOHOMIKHY,
€KOHOMiKO-MaTeMaTUYHOTO MOJIe/IIOBaHHS. IHpopMaliiiHO-(aKkTOosIOoriYHa 6a3a: 3aKOHOaB4i TA HOPMATHUBHI
nokymeHTU HanjonanpHoro 6aHky Ykpainy, iHCTpyKuii 6aHKiB, HAyKOBi Ipalli BITYM3HSIHUX Ta 3apyOiKHUX (axiBLIiB.
O6rpyHTOBaHO KOHIEMNIii KOHBEPreHLii cucteMy (piHaHCOBOrO MOHITOPUHTY Ta KibepliaxpancTB: po3po06sieHo
(a3oBi MOPTpeTHU «3PiNOCTi», «CTaHiB PIBHOBAarn» Ta «peJjlakCalilHUX KOJIMBaHb BTPATU CTiMKOCTi», KJII0YOBi
anroputMmu cucteM piHaHCOBOTO MOHITOPHMHIY Ta KibepOe3neKy, clieHapii B3aeMofii cucreM Kibepbesnexku Ta
nporuii piHaHCOBUM 3JI04MHaM, OL[iHEHO e(eKT Bif, KoHBepreHLujii. [IpoBefieHO MoziepHi3aliiio iHCTpyMeHTapito
nporuii ieranisanii KpUMiHaIbHUX JOXOMIB Ta KibepiiaxpaicTBaM: IPOBEIEHO CTPYKTYPHUI 6araTomapoBui
aHasi3, N06yZ0BaHO MOZEJI PHU3UKIB KOHBEPTeHIii, po3p06JIeHO aIrOPUTMHU PO3ITi3HABAHHS MTOBEJiHKA
Kibepaxpais, 3p0o6sieHo IporHo3u Kidepatak. CGOpMOBaHO yIIpaBJliHCHKi 3acafy 3a0e3nedeHHs CTIHKOCTI
(diHaHCOBOrO KiGEpNPOCTOPY Ha MIKPO- Ta MaKpOPiBHi: KOHIEI1lisl eKCIIEPTHOI CUCTEMU 1iarHOCTUKHU
KibepiaxpaicTs, ii iHpopMaliiliHe 3abe3redyeHHs, 3aX0i1 PEOIIIVMHTY HA OCHOBI 3aX0/1iB KibepOe3rneKku, MoJielb

CTIMKOTO PO3BUTKY KpaiHu

Pedepar aHI1iliChKOIO:

The study object is the system of economic relations between economic entities and financial market regulators in
the complex application of financial monitoring tools and combating cybercrime. The main goal is the development
of an interdisciplinary methodological toolkit to search for the optimal model of financial monitoring and cyber
security systems integration to develop fundamentally new, intelligent algorithmic mechanisms based on the
concepts of behavioural economics, separated from the human factor, to enable the economic, financial and
information components of the state's national security, protect the rights of financial services consumers.
Research methods were fundamental provisions of economic, strategic management theories, economy state
regulation, and economic-mathematical modelling. Informational and factual bases were legislative and regulatory
documents of the National Bank of Ukraine, bank instructions, and scientific works of experts. Authors developed
the concepts of the financial monitoring system and cyber fraud convergence: phase portraits of "maturity”, "states
of equilibrium," and "relaxation fluctuations of the loss of stability", key algorithms of financial monitoring and
cyber security systems, scenarios of the interaction of cyber security systems and combating financial crimes, the
effect of convergence is evaluated. It was carried out the toolkit modernization for tackling the legalization of
criminal income and cyber fraud: a structural multilayer analysis was carried out, models of convergence risks



were built, algorithms for recognizing the behaviour of cyber fraudsters were developed, and forecasts of cyber
attacks were made. Management principles for ensuring the stability of financial cyberspace at the micro- and
macro-level have been formed: the concept of an expert system for diagnosing cyber fraud, its information
support, rebuilding measures based on cyber security measures, and a model of sustainable development of the
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M. fIpoBsenko, T. A. Bacunbesa. 3assi. 01.12.2023.

30. ABTOpCBKE ITpaBo Ha TBip N2121416 Ykpaina. Uu BifoBifgaabHO NOBOAATLCS KOPUCTYBAadi Mepexi IHTepHeT momo
3axUCTY Bif KibepanouuHis / I'. M. SIposeHko, C. B. Jleonos. 3assn. 01.12.2023.

X. 3aKJII0YHI BiTOMOCTi

KepiBHUK IOPHAHUYHOIL 0COOH Kapryma Bacub JlaHunosuy
K. .-M. H.

IlepeJtik 0Cci0O-BHKOHABILiB

Ionenko TersiHa BitaniiBHa

(k. e.H)
Ko63enko Bikropis BikropiBHa
Konorinina Osena BacuisHa

Kysbmenko Osbra BiraniiBHa
(m. e. n., 08.00.11)

JleoHos Ceprii1 BsuecnaBoBuy
(o.e. H)

Munenko Cepriit Bomogumuposud
(o.dinocod)

Pamnyra Anbona OnekciiBHa
PoxxkoBa Mapuna CepriiBHa

CigenbHuk Harasnig IOpiiBHa
(o.dpinocod)

SIpoBeHko 'anHa MukosaiBHa

(. e. n.)

BignoBigasbHUI 3a MiATOTOBKY Copoxoymosa O.I1.
00JIiIKOBHX JOKYMEHTIB

Tenepon +38 (054) 268-44-02

PeecTpaTtop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZNIOBiZaJIbHUM 32 peeCcTpallilo HayKOBOi

OisSIIBHOCTI




