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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Meropauka no6yzoBu NepCcrneKTUBHUX iHPOpMaliliHO-TeJIeKOMYHIKallilHUX MEPeX 7151 3a0e311e4eHHs
iHpopMauiiiHux npoueciB y MinictepcTBi 060poHu Ta 36poiinux Cunax YKpaiHu i3 3a1aHUM piBHEM CTIilKOCTI B

yMOBax KibepaTak

Ha3zBa po6oTH aHTIJIilICbKOIO:

Methodology of construction of perspective information and telecommunication networks for providing
information processes in the Ministry of Defense and Armed Forces of Ukraine with a given level of stability in the
conditions of cyber attacks.

Pedepat ykpaiHCbKOIO:

O6'exT moClimpKeHHs - iHpopMaliiiHo-TesneKkoMyHikauiiHi mepexxi (ITM). MeTa po60Tu - po3po06JIeHHSI METOOUKHI
11o0y10BY NEPCIEeKTUBHUX iHPOPMaLIiTHO-TeJIEKOMYHIKALITHUX MEpeX i3 33JaHUM PiBHEM CTIMKOCTi B yMOBax
KibepaTak, sika J03BOJIMTh 3a0e3neunTy inpopMaliiiHi npouecu y MinictepcTsi 060ponu Ta 36poiiHux Cuiax
Ykpainu. MeTonu DOCIIKEHHS - TeOpisl NepKOoJIslLii, Teopis rpadis, Teopis iMiTallilHOro MOETIOBaHHS.
JocnigkeHHs TPOBOAWINACH Ha MiICTaBi BiIKPUTUX HAYKOBUX JKepeJ i marepiasis. [1i yac BUKOHaHHS pPO60TH
OyJia mpoBeJieHa TeOpeTUYHa OljiHKa HaAilHOCTi icHytouux ITM, po3pobsieHo MeTof, oLiHKM HafiiHocTi ITM i3
33/IaHUM PiBHEM CTIMKOCTi, pOo3p006JIeHO METOMKY [TOPiBHSIbHOI OLIiHKM IHTETPOBaHUX KOMII'IOTEPHUX MEPEX, SIKi
OTPMMaHi B pe3yJIbTarTi MiAKIYEHHS JIOKAJIbHUX CerMeHTIB I'TM 1o TeleKOMYyHIKalinHUX MEPEX 3arajlbHOro
KOPHCTYBaHHS 3a JOIIOMOIOI0 Pi3HUX ITPOBalePiB TeNeKOMYHIKALIHHUX MTOCIIYT, pO3p006JIeHO CIIOCi6 3abe3rnedeHHs
HagirHocTi ITM mig yac excryarauii nsixom BUOOpPY Haibib crifikoro fo inuBy HHIT anbTepHaTuBHOrO
BapiaHTy nepecuaHHs iHpopmalii, po3pobyieHo TpU BapiaHTX crioco0y MinBUILeHHS HaniltHocTi ITM B ymoBax
HaBMVCHOTO BIUIMBY BBEJ€HHSAM 3JI0BMUCHIMKA B OMaHy BiJHOCHO icHy1040i cTpykTypu ITM. Pesynbratu HIP
IIpM3HAYeHi 1J1s1 BUKOPUCTAHHS B iHpopMaLiliHO-aHaiTUYHOMY NipO31isi yripasiiHHs iHpopMaLiiHuX

TexHOoJIoTilt MiHicTepcTBa 060poHu YKpainu (mani - YIT MOY).

Pedepar aHIJIiHCBKOIO:

Object of research - information and telecommunication networks (ITN). The purpose of the work is to develop a
methodology for the construction of promising information and telecommunication networks with a given level of
stability in the conditions of cyberattacks, which will allow to provide information processes in the Ministry of
Defense and the Armed Forces of Ukraine. Methods of research - the theory of percolation, graph theory, the
theory of simulation. The research was conducted on the basis of open scientific sources and materials. During the
work the theoretical estimation of the reliability of the existing ITN was performed, the method of assessing the
reliability of ITN with the given stability level was developed, the method of comparative estimation of integrated
computer networks, which was obtained as a result of connecting local segments of ITN to telecommunication
networks of general use with the help of various telecommunication providers services, a way to ensure the
reliability of ITN during operation by choosing the most resistant to the intentional and unintentional obstacles to
the alternative version of information forwarding, three variants of a way to increase reliability of ITN in conditions
of intentional influence by the intruder's input in relation to the existing ITN structure have been developed. The
results of the research work are intended for use in the information-analytical unit of the Information Technology
Management Department of the Ministry of Defense of Ukraine.
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