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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

JocmimKeHHsI METOIiB Ta 3aCO6iB iHTEJIEKTyaIbHOTO IPOEKTYBAHHS Ta OL[iHKM €(DEKTUBHOCTI CUCTEM 3aXUCTY

indopmauii

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Research of methods and tools for intelligent design and evaluation of the effectiveness of information security
systems

Pedepar yKpaiHCBKOIO:

3BiT npo HIP: 26 c., 1 Taba1., 17 mxepes. O6'eKT JOCTIIKEHHS — METOAUKY BU3HAYEHHS (PYHKIIOHANBbHUX TPodisiB
3axuuieHocTi (PI13) mpu NpoeKkTyBaHHi cucTeM 3axUCTy iHpopMaliii. MeTa poOOTH - aHai3 iHTeIeKTyaJlbHUX
3aCc06iB, METOAMK Ta MiAXOiB 10 BU3HAUYEHHS (PYHKILIOHAIBHUX MPOQiIiB 3aXUIEHOCT] IPU MPOEKTYBaHHI CUCTEM
3axucTy iHdopMallii Ha OCHOBI iX TOPiBHAIBHOI XapaKTePUCTUKH. BifllIOBiIHO 10 MeTH NIOCTaBJIeHi Taki 3ajadi:
(OpMyBaHHS BUMOT [JO XapaKT€PUCTUK METOiB MITyYHOr'O iHTEJIEKTY, 1[0 MOXYTb OyTH BUKOPUCTAHI 17151
dopmyBanHa PI13, aHani3 iHTeeKTyalbHI METOZIB Ta MiAX0iB 3 MiHIMi3alli€0 BIIMBY /101 CbKOTO (HaKTOPY AJIs1
BUpilIeHHs 3a1a4i popmyBaHHs OI13, ix nopiBHANIbHA XapaKTEPUCTHUKA. Y XOi APYroro eTaiy IpoBeIeHO
MOPiBHAJIBHUY aHAJIi3 iHTEJIEKTyaJIbHUX METOZiB, 3aIIPONIOHOBAHUI KOHLENTYaJIbHUH MiAXiM 0 CTBOPEHHS
ribpyuHOI iHTeIeKTyalbHOI CUCTeMU. B OCHOBY MOJieJli TOKJIaJIEHO €KCIIEPTHY CUCTEMY K MEXaHi3M JIOTiYHOro
¢dopmysanHs OI13 Ta BeaMKy MOBHY MOJEJIb 1J1s1 MiABULIEHHS iHTEPIIPETOBAHOCTI OTPMMAHOTO pe3yJbTaTy. Takuil
niAxin ZO3BOJIUTb CYTTEBO MinBULIMTH e(EeKTUBHICTh NIPOoekTyBaHHS PI13, MiHIMi3yI0uM [1py 1[bOMY BILIUB
snogcbKoro ¢axkropy. PesysbraTi po60TH MOXKYTh OyTH BUKOPUCTaHI IIPU peasisallii 3aco6iB apToMaTu3aliii
MPOEKTYBaHHA BinnoBifHux cucrem. IHTEJIEKTYAJIBHE IMTPOEKTYBAHH S, ®YHKIIOHAJIbHUN TTPOPLITb
3AXUIIEHOCTI, THGOPMALIMHA BE3IIEKA, IHTEJIEKTYAJIBHI METO/IW, EKCTIEPTHI CUCTEMU, BEJIVIKI
MOBHI MOJEJI, TEHETUYHI AJITOPUTMH, CAMOOPT'AHI3YIOYI KAPTY KOXOHEHA, HEYITKA JIOT'TKA

Pedepar aHIJ1iHCBKOIO:

Research report: 26 pages, 1 table, 17 sources. The object of research is the methodologies for determining
Functional Security Profiles (FSPs) during the design of information security systems. The objective of the work is
to analyze intelligent tools, methodologies, and approaches for determining Functional Security Profiles when
designing information security systems, based on a comparative assessment. In line with this objective, the
following tasks were defined: establishing requirements for the characteristics of artificial intelligence methods
applicable to the generation of FSPs; analyzing intelligent methods and approaches that minimize the impact of the
human factor in the FSP generation process; and conducting a comparative assessment of these methods. During
the second stage, a comparative analysis of intellectual methods was carried out, a conceptual approach to
creating a hybrid intelligent system was proposed. The model is based on an expert system as a mechanism for
logical formation of the FPP and a large language model to increase the interpretability of the obtained result. This
approach will significantly increase the efficiency of the FPP design, while minimizing the impact of the human
factor. The results of the work can be used in the implementation of means for automating the design of the
relevant systems. INTELLIGENT DESIGN, FUNCTIONAL SECURITY PROFILE, INFORMATION SECURITY,
INTELLIGENT METHODS, EXPERT SYSTEMS, LARGE LANGUAGE MODELS, GENETIC ALGORITHMS, SELF-
ORGANIZING KOHONEN MAPS, FUZZY LOGIC
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII yKpaiHCBKOIO: [TopiBHSIIbHA XapaKTEPUCTUKA iHTEJIEKTYaJbHUX METOAIB /1715t POPMyBaHHS

(PYHKUiOHAJIBHUX NPOPiNiB 3aXUIEHOCTI IPY MPOEKTYBAHHI CUCTEM 3aXUCTY iHpopmMalii

Ha3zpa HTII anrJiiicbKor0: Comparative characteristics of intelligent methods for the functional security

profiles forming when designing information protection systems
HTII, sixy nepen6a4asiocss CTBOPHTH: CTBOPEHO
IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:
OTpuMaHi pe3yJIbTaTH: AHaniTu4Hi MaTepianm

T'asy3s 3aCTOCYBaHHS: 72.19 JlocifKeHHsI i1 eKCIiepIMeHTabHi po3po6Ku y cdepi iHImMX NPUPOIHIIHX i

TEXHIYHMX HayK
PeecTpanifiHuil HOMep KapTKH TE€XHOJIOTii:

Omnuc HTII: Busnaueno kpurepii Ta KJIt040Bi XapaKTEPUCTUKY, IKUM MAIOTh Bi/INOBINATY iHTEIEKTYa/IbHI METOIU
s GopmysanHs OI13, 30kpema 3a1esKHICTh Bifi HABYaJIbHUX AHUX, aIallTUBHICTb, CKIIAAHICTh peaisauii, BIIJIMB
kBastiikauii crienjanicra nin yac excryaTalii, iHTepripeToBaHiCTh pe3yJbTatry. [IpoBeieHO OPiBHANIBHUN aHai3
00paHUX iHTeJIEeKTyaJbHUX METOIIB Ta MiAxoAiB AJ1s1 popmyBaHHs OI13, BkasaHo ix nepesaru Ta 0OMe>KeHHs, 110 A€

MOSKJIMBICTb JIJIS1 [TOJIAJIBIIIOTO BIOCKOHAJIEHHS TIpoliecy popmyBanus OI13.
ConiannbHO-eKOHOMIYHA crpsimoBaHicTb HTII: Minpumennsa nponykrusrocTi npargi

Bnsiue HTII Ha DOBKIiJIJIS: BesnocepeHiil NIKiA/IMBYil BIJIMB HAa HABKOJIMIIHE CEPEOBUIIE BiICYTHilA.

CrBopena HTII mae iHpopmaliiiHo-aHaNiTUYHUI XapaKTep.
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IToyaToK eramy: 04.2025
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