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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Mertonu, nporpamMHo-anapaTHi 3acobu Ta iHdbopmaliiiiHi TexHoJorii po3pob6yeHHs i MOJepHi3allii rapaHTO34ATHUX

KOMIT'IOTEPHUX CUCTEM, MepeX Ta IT-iHppacTpyKTyp

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Methods, software and hardware and information technologies for the development and modernization of secure
computer systems, networks and IT infrastructures.

Pedepar yKpaiHCBKOIO:

O6'eKT JOCIIiKEHHS IpoLecy MOJEeJII0BaHHS, IPOEKTYBaHHS i Bepudikallii rapaHTO3JaTHUX ITPOrPaMHO-TEXHIYHUX
KOMILJIEKCIB i KOMIIBIOTEPHU30BAHHBIX CUCTEM, BXXJIMBUX 3 TOUKYM 30pY QYHKIIOHA/IBHOI Ta Kibepbe3neku. MeTta
pob6OTH pO3pO6IIeHHS Ta BIIPOBAIKEHHS IPUHIUIIIB, MOZesiell i MeToIiB 6e3nevyHoi iskeHepii, 6araToBepciiiHOro
KOMII'IOTHHTY i IPOrpaMHUX TEXHOJIOTIN 171 3BMEHIIEHHS PU3KKIB BiIMOB i aBapiil KpUTUYHUX [IPOTPAMHO-
TexHiYHUX KoMIiekciB i IT-inppacTpykTyp. MeTonu JOCiIpKeHHS TeOPETHUYHI: anlapaT Teopui MHOXKWH, aBTOMATIB,
rpa@is, IMOBIPHOCTi, MAPKOBCBbKMX BUIAJKOBX ITPOLIECiB, KOMOIHATOPHOTO aHaJi3y; EKCIIEPUMEHTAJIbHI: iMiTalliliHe
MOJIE€JIIOBaHHS, CUCTEMHUI aHaJli3 peaJbHuX NpoeKTiB. Pesynpratamu HIP YV HIP ogepskaHO HACTYIIHI HOBi HAyKOBI
pe3ynbTaTu. Po3pobsieHo HU3Ky IPUHLNMIIIB, MOJielell Ta MeTO/iB OLiHIOBAaHHS FapaHTO3[lJaTHUX CHUCTEM, a caMe
[IPOBE/IEHO: TAKCOHOMIYHUM aHasi3 IT-6e3neku Ta rapaHTO3aTHOCTI; aHaJli3 Ta CUCTeMAaTH3allil0 CTaHJIapTiB 3
Kibep6e3neKu iHayCcTpialbHUX CUCTEM, PO3PO0JIEHO MOJeJli KpUIITOIIEPETBOPEHHS! JaHMX Ha OCHOBI IIPUHLIAITY
IVBEPCHOCTI; IOCJII>KEHO IPUHLUIIN T00Y0BY IICEBIOIPOCTUX YMCEJI; PO3POOKY METOIB i 3aC06iB OLIiHIOBaHHSI
Oe3rexu BeO-10/1aTKiB; METO/IiB MOZEJIOBaHHS (PpaKTasbHOro Tpagiky iHTerpajbHUX [IOTOKIB JAaHUX; aHATI3
HAJiHOCTIi apXiTEeKTyp CUCTEM aBapifHOTO BiIKJIIOUEHHS SI€PHOTO PEaKTOPa; PO3POOKY MOJelell TOTOBHOCTI
MennyHUx [oT-cucreM; MeTOAIB OLiHIOBAaHHS HAMIITHOCTI Ta 6€31eKN KPUTUYHUX €HEePreTUYHUX iHPPACTPYKTYP,
OlIiHIOBaHHS AUBEPCHOCTI iHPpopmaliliHo-kepyouux cucteM AEC. Po3po6sieHo Ta JOCTiIKeHO KOMIIEKC Mofesen
Ta METOZiB 3a6€3I€YeHHs rapaHTO3aTHUX CUCTEM Ha Pi3HUX €Tarax >KUTTEBOrO LIUKIIY, 30KPEMa: IOCIIiIKEHO
METOJIY 3aBafIOCTIKOTO KOAYBaHHS, SIK 3aC00y 3abe3nedeHHs Kibepbe3neku eHeproeeKTUBHUX CUCTEM; METOU
3abe3nevyeHHs 6iomeTpuyHOi aBTeHTUiKallii B eHeproe@eKTUBHUX CUCTEMAX; PO3PO6JIEHO MOMEJTi OIITUMAIBHOTO
Iepeposnoiiay MOOIIbHUX MOBITPSIHMX 06'eKTiB IT-iH(pacTpyKTypu panialilHOro MOHITOPUHTY, METOU
3HIDKEHHS BPa3J/IMBOCTi KOMIT'IOTEPHUX CUCTEM Ha OCHOBI IMBEPCHOCTI ONE€palilHAX CUCTEM, 3aCOOH MiIBUILIEHHS
oesneku Cloud-monaTkiB Ha OCHOBI AMHAMUYHOI peKOHIrypalii cepey po3ropTyBaHHS; YAOCKOHATIEHO
MeTtogoJiorito Assurance Case 1jis1 [HTepHeTy peueil 3 ypaxyBaHHSIM BUMOT 10 iHpopmaliiiHoi Ta PyHKLiOHATIbHO]
6e3rneKy, a TaKoXX METOAM Kelic-opieHToBHOrO oljiHioBaHHs 6e3neku [1JIIC cucteM. Po3po6yieHO KOMITIEKC METOIB,
3aco6iB Ta iHpopMaLifHUX TEXHOJIOTIN PO3PO6IEHHS Ta MOJIepHi3allii rapaHTo3naTHUxX cuctem Ta IT-
iHdpacTpyKTyp, a came: nociigkeHo IT po3pobaeHHs po3ofiseHoi iIHTerpoBaHoi CUCTEMU €KOJIOTiYHOTO
MOHITOPUHTY; 3ac001 POo3po6KHU iHPPaCTPYKTypU NPOEKTiB Y KOHTEKCTI I0T; gocigkeHo MoJiesli, METOIHY Ta
TeXHOJIO0Tii po3pobku Ta nurerpauii FPGA-as-a-Service y ckiani xMapHUX iHQpacTpyKTyp; METOAUKY BUOODY
KOMYHiKalillHUX TPOTOKOJIiB 0OMiHy IIpu nepezadi inpopmarii B cucremax Web-of Things; po3pob6sieno
[IpOrpaMHoO-anaparTHi 3acobu MiTPUMKU METO/IiB HEiHBa3UBHOI'O MOHITOPUHTY i IiarHOCTUKY CTaHY 30POB'sl
moayHy. HaykoBa HOBM3HA OTPMMAHUX PE3YJIbTATiB MOJISITAe Y TOMY, 10 3aIIPOIIOHOBAHI MOJIEJi, METOH i 3acobu,
Ha BiIMiHy Bif BilOMUX HAJAIOTh KOMILJIEKCHE BUPIIeHHS IPO6JIeMH OLIiHIOBAaHHS Ta IiABUIEHHS
rapaHTO3[aTHOCTI iHPOopMaliliHO-KePYIOUMX CUCTEM Ta iX CKJIaJOBMX B yMOBaX Pi3HUX TUIIIB BiIMOB i TapameTpiB
30BHILIHBOTO cepenoBulia. lle 3abe3nedye 3pocTaHHs SIKICHUX Ta KiJIbKiCHUX NIOKa3HUKIB rapaHTO3/aTHOCTI B
LizoMy Ta ii CKJIafOBUX - HaJiHOCTI, PyHKIiOHA/NBHOI Ta iH(pOpMaLiNHOI 6€3NeKU OJ1s1 Pi3HUX TUIIIB KPUTUYHUX
cucreM. Cdepa BUKOPUCTAHHS Pe3yJIbTaTiB - TapaHTO3[aTHi (HafiHi, XuByUi i 6e31eyHi) 4oJaTKy 17151 KPUTUIHUX
(aepoxkocMiyHUX, EHEPTeTUYHUX, MEJUYHUX) i Oi3HEC-KPUTUUHUX CUCTEM, iX allapaTHUX, IPOrPaMHUX i MEPE’KEeBUX

KOMIIOHEHT.



Pedepar aHIJ1iHCBKOIO:

The object of research is the process of modeling, designing and verification of reliable software and hardware
complexes and computerized systems, important in terms of functional and cyber security. The purpose of the
work is the development and implementation of principles, models and methods of safe engineering, multi-
computer computing and software technology to reduce the risk of failures and failures of critical software and
hardware complexes and IT infrastructures. Methods of theoretical research: the apparatus of the theory of sets,
automata, graphs, probability, Markov cases of processes, combinatorial analysis; experimental: simulation
simulation, system analysis of real projects. Results of GDR In the GDR received the following new scientific
results. A number of principles, models and methods for evaluating guaranteed systems have been developed,
namely, conducted: taxonomic analysis of IT security and security; analysis and systematization of standards for
cybersecurity of industrial systems, developed models of cryptographic transformation based on the principle of
diversion; Principles of constructing pseudo-simplicial numbers are investigated; developing methods and tools for
evaluating the security of web applications; methods of modeling fractal traffic of integral data streams; analysis of
the reliability of the architectures of emergency shutdown systems of a nuclear reactor; development of models of
medical loT-systems readiness; methods for assessing the reliability and safety of critical energy infrastructures,
assessing the diversification of information and control systems of nuclear power plants. The complex of models
and methods of providing of guaranteed systems at different stages of the life cycle was developed and
investigated, in particular: the methods of noise immunity coding as a means of ensuring the cyber security of
energy-efficient systems; methods for providing biometric authentication in energy-efficient systems; Models of
optimal redistribution of mobile air objects of the IT infrastructure of radiation monitoring, methods of reducing
the vulnerability of computer systems based on the diversification of operating systems, tools for improving the
security of Cloud-applications based on dynamic reconfiguration of deployment environment; the Assurance Case
for the Internet has been improved, taking into account the requirements for information and functional security,
as well as methods of case-oriented security assessment of FPGA systems. A set of methods, tools and information
technologies for the development and modernization of secure systems and IT infrastructures has been developed,
namely: IT development of a distributed integrated system of ecological monitoring has been researched; tools for
developing the infrastructure of projects in the context of the IoT; Models, methods and technologies of
development and integration of FPGA-as-a-Service in the composition of cloud infrastructures are explored; a
method for choosing communication protocols for the exchange of information in Web-of Things systems;
software and hardware support for methods of non-invasive monitoring and diagnostics of human health have
been developed. The scientific novelty of the obtained results is that the proposed models, methods and means, in
contrast to the known, provide a comprehensive solution to the problem of evaluation and increase the reliability
of information management systems and their components in conditions of different types of failures and
environmental parameters. This ensures the growth of qualitative and quantitative indicators of reliability in
general and its components - reliability, functional and information security for different types of critical systems.
Scope of the use of the results - reliable (safe, viable and safe) applications for critical (aerospace, energy, medical)
and business-critical systems, their hardware, software and network components.
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JoparkoBa iHdpopmamnist:

VIII. HaykoBa (HayKoBO-TexHiuyHa) npoayKuist (HTII)

Ha3zsa HTII yKpaiHCBKOIO: [IpyHiuny, MOZEi Ta METOAY OLJHIOBAHHS FAPaHTO3IATHIX CUCTEM
Hazpa HTII aHrsi#cbKoI0: Principles, models and methods for systems dependability evaluating
HTII, axy nepenba4asiocsi CTBOPHUTH:
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l'any3s 3acrocyBaHHs: D DL 30.02.1, D DL 32.10.0, E 40.10.2

PeecTpanifiHuil HOMep KapTKH TE€XHOJIOT1ii:

Omnuc HTII: nposeneno: takconomiunmii ananis IT-6e3neku Ta rapaHTO30aTHOCTI; aHAJ3 Ta CUCTEMATU3ALIIIO
CTaHJAPTiB 3 Kibepbe3neku iHAyCTpiaJIbLHUX CUCTEM, pO3POOJIEHO MOJIeJi KpUIITOIIEPETBOPEHHS TaHUX HAa OCHOBI
[IPUHLUITY JUBEPCHOCTI; OCiIKEHO IPUHIUITY TTOOYIOBU IICEBIOIPOCTUX YHCET; PO3POOKY METOIB i 3ac06iB
OlIiHIOBaHHS 6€311eKU BeO-[01aTKiB; METOIiB MOJIe/I0BaHHS PpaKTalbHOro Tpadiky iHTerpajbHUX IIOTOKIB JaHUX;
aHaJli3 HaJiliHOCTi apXiTeKTyp CUCTEM aBapifiHOTO BiIKJIIOUEHHS SIEPHOTO PEaKTOPa; pO3POOKY MoJeen
rOTOBHOCTI MegnyHuX [0T-crucTem; METOIiB OLIiHIOBaHHS HAIiMHOCTI Ta 6€3MeKu KDUTUYHUX €HEPreTUYHUX
iHpacTpyKTyp, OLiHIOBaHHS AUBEPCHOCTI iHPopmaliiiHo-Kkepyouux cucteM AEC. Po3pobsieHo Ta JoCHiIKeHO
KOMILJIEKC MOJieJIel Ta METO[IiB 3a0€31eUeHHs] rapaHTO34aTHUX CUCTEM Ha Pi3HUX eTarax XUTTEBOTO LUKIIY,
30KpemMa: JOCIiIKEHO METOY 3aBafOCTIMKOT0 KOIYBaHHS, K 3aC00y 3a0€e3MeuyeHHs Kibepoe3neKku
eHeproedeKTUBHUX CUCTEM; METOU 3a6e3redeHHs 6iomeTprnyHoi aBTeHTHdiKalil B eHeproeeKTUBHUX CUCTEMAX;
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