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Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peecrtpamnii: 08-01-2026

II. Etran BukoHnauus JiP
Homep erany: 4

Ha3sBa eramy: Po3poGka TexHosorii posnizHaBanHst 3arpo3 TPIKC €II1. Po3po6ka TexHOJIOTi aHaisy 3arpo3
TPIKC €II1.

IToyaTok eTamy: 01.2024
3akiH4YeHHs eTamy: 12.2024

Buz 3BiTHOrO AOKYMEHTA: [IpoMiKHMIA 3BiT

I11. BizomocTi npo BukoHaBus JIiP

IloBHe HaliMeHYBaHHS IOPUAUYHOI 0coou (200 ITIB ¢izumyHOi 0c06H): IncTUTYT MPO6IEM peecTpauii

indopmauii HanjionanpHoi akagemii Hayk Ykpainu

Kopg 3a €IPIIOY: 03771755

Micue3HaxoaKeHHS: ByJ. M. lllnaxka, 6yx. 2, M. Kuis, KuiBceka 06:1., 03113, Ykpaina
dopma BaacHoOCTI:

Cdepa ynpaBiiHHS: Haujonanbna akaziemist Hayk Ykpainu

InenTudgikarop ROR: He zacrocosyerscs

Poamip opranisarii:

Tenedon: 380444563318

IV. BimomocrTi nnpo criiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHyBaHHS IOPHAHYHOI 0coou (a6o ITIB PpizuuHO0i 0c06H): HaujoHanbHa akasemis Hayk

Ykpainu

Kog, 3a €EIPTIOY: 00019270

Micue3HaxoaKeHHS: ByJI. Bononumupceka, 6ya. 54, M. Kuis, Kuiscbka 06:1., 01030, Yrpaina
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ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

TenedoH: 380442350981, 380442262341, (044) 239-66-72

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hampsam (l)iHchyBaHHﬂ: 2.1 - pyHIaMeHTabHI JOCIIIPKEHHS
I>kepesia piHaHCYBaHHS

7713 - KOWTH ep>KO0I0A KeTy

Kopg, nporpamuoi kinacudikanii BupaTkis i KpegurysaHHs (KITKBK): 6541030

dakTuyHHi 06car ¢piHaHCyBaHHS (THC. IpH.): 1467.201




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3po6bka TexHosorii 3a6e3neyeHHs >XUBY4OCTi TEPUTOPiaIbHO-PO3IOieHNX iHpopMaLlifHUX KOMIT'IOTEPHUX

CHCTEM y €IMHOMY iH(popmaniitHomy npocropi (mudp: TPIKC-2021)

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Development of technology to ensure the survivability of territorially distributed information computer systems in
a single information space (code: TDICS-2021)

Pedepar yKpaiHCBKOIO:

PosrisinyTO TexHosorito po3nidHaBaHHs 3arpo3 TPIKC €II1 Sk cyKynHICTb METOiB, iIHCTPYMEHTIB i IPOLECIB,
CIIPSIMOBAHMX Ha BUSIBJIEHHS [IOTEHLIMHUX 3arpo3, 110 BKJII0YA€E TaKi OCHOBHI Npouecu: 36ip gaHux npo crad TPIKC
€II1 Ta ii e1eMeHTIB; BUSIBJIEHHS Ta PO3IMi3HaBaHHS 3arpo3; aBTOMaTHU4He ab0 py4YHe NIPUIHSTTS 3aXO/iB MiCs
BUSIBJIEHHSI 3arPO3H, TAKUX SIK GJIOKyBaHHS, CIIOBIllleHHS 200 YCYHEHHS! ypa3jIMBOCTe. PO3IJIsIHYTO METOU
CUTHATypPHOT0, aHOMAaJIbHOTO i ri6puAHOro po3mi3HaBaHHS 3arpo3, METOAM Ha OCHOBI: MalIMHHOTO HaBYaHHH,
iHopmauii po 3arposu, aHasizy ypasInBOCTEH; aHai3y KOHTEHTY. BUKOHAHO MOPiBHSJIBHMI aHAJIi3 PO3IJISIHYTUX
METO[IiB, HaBeIeHO iHCTPYMEHTH [iJ1s1 iX peasnisdanii. Po3po6sieHo TOKPOKOBi 6JI0K-CXeMU 3aCTOCYBaHHSI KOSKHOTO i3
METO[IiB, HaBe1eHO MIPUKJIaNH iX IPaKTUYHOTO BUKOPUCTAHHS. PO3p06JIeHO Ta ONKMCAHO aJITOPUTM PO3IIi3HaBaHHS
3arpo3 TPIKC €II1. HaBeeHo mopesi po3ni3HaBaHHS 3arpo3. Po3risaHyTo TexHOorio aHanidy 3arpo3 TPIKC €I11, gk
CYKYIIHICTb METO/IB, iIHCTPYMEHTIB i IIPOLECIB, 110 BKIIIOYAE TaKi OCHOBHI €Taly: OTPMMAHHS JAaHUX IIPO 3arpO3U Bifl
TEXHOJIOTiI pO3Mi3HaBaHHS 3arpo3; OlliHKa Ta IPOTHO3YBAaHHS PU3KKIB: BUKOPUCTAHHS MOJIeJIEN aHali3y PU3UKIB JIs1
BM3HAY€HHS MMOBIDHOCTI peastisalii 3arpo3 i OLiHKM IXHbOTO BIIJIMBY Ha CUCTEMY; MOJEJIIOBAHHS peasisallii 3arpo3u
(He6a>kaHOTO BIJIMBY): CTBOPEHHS CLieHapiiB aTak [J1s1 OLIiHKY MOXXJIMBUX LIUISAXiB peasidallii 3arpos; popmanisariiis
aHaJITUYHOTO BUCHOBKY Npo 3arpody mis TPIKC €II1. PosrisgnyTo metonu ananisy 3arpo3 TPIKC €IIT:
MO/JIEJIIOBAHHS 3arpoO3, aHaJi3y PU3MKY [JIS OLIHKY Ta BU3HAYEHHS IMOBIPHOCTI peasisalii 3arpos i ix noreHuinunx
HACJIJIKIB, aHaJIi3y [IOBEIiHKM, aHAJIi3y HA OCHOBI PO3BiJIKM 3arp03, CTATUCTUYHOIO aHasidy. HaBeneHo iHCTpyMeHTH
1714 ix peasnizanii. Po3po6sieHo Ta onucano anroputm anainisy 3arpos TPIKC €II1. HaBeneHno Mopent, ski
BUKOPUCTOBYIOThCS 1151 aHai3y 3arpo3 TPIKC €II1. HaBeneHo 3arasibHi IPUHLIMIIN 3aCTOCYBAaHHS TEXHOJIOTI]

3a0e31e4yeHHs XUBYJOCTi [1J151 BUSIBJIEHHS, PO3Ili3HaBaHHs Ta aHasizy 3arpo3 TPIKC €II1.

Pedepar aHIJIiHCBKOIO:

The TDICS SIS threat recognition technology is considered as a set of methods, tools and processes aimed at
identifying potential threats, which includes the following main processes: collecting data on the status of TDICS
SIS and its elements; detecting and recognizing threats; automatically or manually taking measures after detecting
a threat, such as blocking, notifying or eliminating vulnerabilities. Methods of signature, anomalous and hybrid
threat recognition are considered, methods based on: machine learning, threat information, vulnerability analysis;
content analysis. A comparative analysis of the considered methods is performed, tools for their implementation
are provided. Step-by-step flowcharts of the application of each of the methods are developed, examples of their
practical use are provided. The TDICS SIS threat recognition algorithm is developed and described. Threat
recognition models are presented. The TDICS SIS threat analysis technology is considered as a set of methods,
tools and processes, which includes the following main stages: obtaining threat data from threat recognition
technology; risk assessment and forecasting: using risk analysis models to determine the probability of threat
implementation and assessing their impact on the system; modeling the threat implementation (undesirable
impact): creating attack scenarios to assess possible ways of threat implementation; formalizing an analytical
conclusion about the threat for TDICS SIS. The TDICS SIS threat analysis methods are considered. Tools for their
implementation are presented. The TDICS SIS threat analysis algorithm is developed and described. Models used
for TDICS SIS threat analysis are presented. General principles for applying survivability technology to detect,



recognize and analyze TDICS SIS threats are presented.

Inpexc YIK: 025.4.03; 002.53:004.65, 004.5

Koau TemaTHYHHUX PyOpHK: 20.23.21
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Hazsa HTII yKpaiHCBKOIO: Onuc TEXHOJIOTIH PO3Mi3HABAHHS Ta aHAJII3y 3arPO3 TEPUTOPIAJIbHO-PO3IOAIEHNX

iHpopMaLiiHUX KOMIT'IOTEPHUX CUCTEM Y €JUHOMY iH(POpMaLiIHOMY IIPOCTOPI.

Hazpa HTII aursi#icbKo0: Description of technologies for recognizing and analyzing threats to

geographically distributed information computer systems in a single information space.
HTII, sixy nepen6a4asiocss CTBOPHTH: CTBOPEHO

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:

OTpHMaHi P€3yJbTaTH: MeToau, Teopii, rinoresu

FaJIy3b 3aCTOCYBaHHSI: [HdopMaLiiiHa CTPYKTYPa KPUTUIHUX iHPPACTPYKTYP
PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: Pospo6ieni TexHosorii 103B0sI0Th BUABIATH Ta 6710KyBaty 3arposu TPIKC €II1 Ha paHHIX CTazisx,
BUSBJISITU YPA3JIMBOCTI Ta cj1abKi MiCLisl B 3aXUCTi, [lepll HiXXK BOHU OyIyTh BUKOPUCTAaHi 3JI0BMUCHUKAMU; IAIOTh
3MOTr'y aKTMBHO 3axXMILIATUCS Bifl aTak, MOKpallyBaTy 6€3MeKy, IPUiIMaTh OO PYHTOBAHI pillleHHs Ta MiHiMi3yBaTU

TIOTEHIiMIHI 30UTKMU.

ConiannbHO-eKOHOMIYHA cripsiMmoBaHicTh HTII: Inme (CTBopeHHS TexHOIOTI], 10 3a6€3MEYUTD 3HATHICTD
KOMIT'IOTEPHUX CUCTEM aJIaTiTyBaTUCS 10 HOBUX YMOB (DYHKIIOHYBAaHHS Ta MPOTUCTOSITY HETaTUBHUM BILIMBAM,

CIPSIMOBAHMM Ha MOTipIIEHHs iX CIIPOMOXHOCTI BUKOHYBATH LiJIbOBY (PYHKIIiI0 B yMOBax Jerpajalii pecypcis)
Bnyins HTII Ha moBKiJj1jIs: He BriBae
BnpoBaaykennss HTII: He snposamxeno
ITpakTnyHa peasnisanis HTII
IToyaTok eramy:
3aKiHYeHHs eTamy:
Crnio>KuBavi NPOAYKILii:
IlepcneKTHBHI PHHKHU:
XapakTep cniBpOOIiTHHIITBA 3 iIHBECTOPOM
IToTpiOHUI 06CAT iHBECTHILLiH, THC. TPH.:
IIpaBa, 10 HaAAIOTHCS iHBECTOPY MiCJIsA 3aBEPLIEHHSI POOOTH:
HasaBHicTb Oi3Hec-IJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHS:
IToTeHUiaILHUM 00CAT IIPOJAAKY, THUC. TPH.:
OuiKkyBaHHI TepMiH OKYIHOCTi (POKiB):

HopaTrkoBa iHdopmamist:
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