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Data-Mining nyist nporupii KibepiuaxpaicTsam Ta jerasnizalii KpuMiHaJIbHUX JOXOJiB B yMOBax LUQPoBizallii

(piHAaHCOBOTO CEKTOPY EKOHOMIKU YKpaiHu

Ha3sBa po60oTH aHIJIiHCBHKOIO:

Data Mining for Countering Cyber Fraud and Money Laundering in the Context of Digitalization of the Financial
Sector of the Ukrainian Economy

Pedepar yKpaiHCBKOIO:

HaykoBo-TexHiuHa nmponykiiis nepenbdadae GpopmyBaHHs iHPOPMAILiITHOrO Ta MaTEMaTUYHOTO 3a0€31eYeHHs
inenTugikauii Ta oniHIOBaHHA criel(iYHNX €KOHOMIYHUX BiJHOCHUH, SIKi BUHMKAIOTh MK OpraHamMu Iy6J1idHOro
yIIpaBJIiHHS, Cy0'€KTaMU FOCIIOAAPIOBAHHS Ta TPOMAISHAMU B IPOLECi 3al106iraHHs, BUSIBJICHHSI T YCYHEHHS
HaCJIiAKIB KibepiHIMAeHTIB. Y Npoleci JoCTiIKeHHs 3aCTOCOBYBAJIMCS METOIM KIACTEPHOTO, AUCIIEPCHOTO aHAJI3y
Ta Aepesa Kinacudikaliii; MeTos OIOPHUX BEKTOPIB; HEMPOMepekeBa MOJieJib; TpaHCPOPMOBaHa MYJIbTUILIIKATUBHA
sropTka KiHi; mosiHoMiasnbHa MOZies b pO3MOAINEHOTO Jary AMoHa. HaykoBo-TexHiYHa IPOAYKLis [ependaydae
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IVICKpPETHOTO JIarOBOTO BIIUBY KibepIllaxpaiCTB Ha piBeHb [OBipY KJIi€HTIB 3 BUKOPUCTAHHSIM I10JIiHOMiaIbHO]
MoJeJli pO3NOJiNIEHOTrO J1ary AJIMOHA; 2) yI0CKOHaJIEHO HAayKOBO-METOAMYHOr0 MiXony Ao inenTudikanii
KPUTHYHUX 30H Kibep3arpo3 piHaHCOBOMY CEKTOPY €KOHOMIKU YKpaiHu; 3) yJOCKOHa/IEHO HAyKOBO-METOIUYHUN
niaxin no ouiHioBaHHS PiBHS e(EKTHBHOCTI pO3CIIilyBaHHS 3JI0YMHIB Jlerasizalii 10X0iB, OTpUMaHNX HE3aKOHHUM
IIJISIXOM, 32 IOIIOMOTOI0 METOly aHaslizy BUuxKuBaHHs KansaHaMeiiepa; 4) yI0CKOHaJI€HO METOIUKY [1JIs1
TUIIOJIOTi3allil KpaiH 3a piBHEM YYaCTi iX pe3UIeHTIB Y 3IiliICHEeHH] (DiHAHCOBUX LIAaXPANCTB IIJISIXOM IOOYI0BY IepEB
ksacu@ikallii 3 BAKOPUCTaHHSIM METOAY OgHOMipHOTo posranykeHHs CART; 5) yI0CKOHaZI€HO METOL0JIOTi0
dopmanizalii pakTopiB CTPIMKOro MOIMMPEHHs Kibep3arpos, 1o 6a3yeTbCsl Ha I0O0YA0BI CUTMOigHOI Mogeri i3
3aCTOCYBAaHHSM METO/IiB MAIIMHHOIO HaBYaHHs SVM; 6) 3aIIpPOIIOHOBAHO METO0JIOTIIO iHTErpaIbHOIO OLiHIOBAHHS
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KibepiaxpaiiCTB Ha OCHOBI NOOGYI0BY HellpoMepexXeBOi MoAeJi
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entities and citizens in the process of preventing, detecting and eliminating the consequences of cyber incidents.
The study used the methods of cluster, variance analysis and classification tree; support vector method; neural
network model; transformed multiplicative Keene convolution; and Almon's polynomial distributed lag model. The
scientific and technical products include the following new scientific and applied results: 1) a scientific and
methodological approach to assessing the discrete lagged impact of cyber fraud on the level of customer trust
using the polynomial distributed Almon lag model; 2) scientific and methodological approach to identifying critical
areas of cyber threats to the financial sector of Ukraine; 3) scientific and methodological approach to assessing the
level of efficiency of investigating money laundering crimes using the Kaplan-Meier survival analysis method; 4)
the methodology for typologising countries by the level of participation of their residents in committing financial
fraud by building classification trees using the CART one-dimensional branching method has been improved; 5) the
methodology for formalising the factors of rapid spread of cyber threats based on the construction of a sigmoid
model using SVM machine learning methods has been improved; 6) the methodology for integral assessment of
cyber vulnerability of financial services consumers has been proposed by systematically combining principal
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII ykpaiHCBKOIO: TexHOOTii Ta 32061 MaTEMATUYHOTO MOZIENIOBAHHS Ta CUICTEMHOTO aHaIi3y

pu3uKy (iHaHCOBUX KibepiiaxpaiCcTB

Ha3zpa HTII aHrsi#icbKo0: Technologies and means of mathematical modeling and systematic risk analysis of

financial cyber fraud

HTII, sixy nepen6a4asiocsi CTBOPUTH:

IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:
OTpHMaHi Pe3yJabTaTH: Metoau, Teopii, AHanmiTHYHI MaTepianu
FaJIy3b 3aCTOCyBaHHS. [HIIi BUIM TPOLIOBOTO NMOCEPENHULITBA
PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Onuc HTII: Po3po6eHi meTonnyHi peKoMeH ALl 1o OLiHIOBaHHS e(PEeKTUBHOCTI PO3CIiAyBaHHS 3JI0YMHIB 3
Jleranisanii KpUMiHaJIBHUX IOXOZMIB, a TAaKOX Qopmaisalii (pakTopiB CTPIMKOro NOMUPEHHS Kibep3arpos Ta
OLIiHIOBaHHS BILUIMBY KibepIlaxpaiiCTB Ha piBeHb 10BipU KJIi€HTiB 10 cdepu piHaHCOBUX MOCIYT. Po3pobiaeHa
MeTOJuKa JJ1s1 TUIoJIoTi3allii KpaiH 3a piBHeM y4acTi iX pe3uneHTiB y 31ilicHeHH] piHaHCOBUX aXpanCTB,
OLIiHIOBaHHSI KibepBpa3IMBOCTi CII0XXMBaUiB (PiHAHCOBUX N1OCJIYT, BUBHAUYEHHS PU3MKY KibeplaxpancTs y cdepi

(piHAaHCOBUX MOCJIYT
ComniannbHO-eKOHOMIYHA cripsimoBaHicTh HTII: 3a6esneuenns saxucty cnoxkupadis ¢hiHaHCOBUX MOCIYT
Bnius HTII Ha moBKiJj1s:
BrnpoBaaykenHss HTII: Bnposamxeno
ITpakTnyHa peasnisanis HTII
IToyaTok eramy:
3aKiHYeHHs eTamy:

Cno>kuBayi npo,uyKuii': 6aHKiBCbKi Ta HeOaHKIBCBKi (PiHAaHCOBI ycTaHOBH, HanjioHanbHMM 6aHKY YKpaiHy,

JepaBHuM LeHTp Kibep3axucTy Jlep>kaBHOI CIy>K6M CIeljaabHOro 3B's13Ky Ta 3aXUCTy iHpopMallii Ykpainu
IlepcneKTHBHI PHHKHU:
XapakTep CriBpOoGIiTHHIITBA 3 iHBECTOPOM

IloTpiOGHMI 0GCAT iHBECTHILiH, THC. TPH.:
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IToreH1iaIbHUI 0OCST IIPOJAIKY, THC. TPH..
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