O6J1ikoBa KapTKa [IiP

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0225U000487

Jep>kaBHUH peecTpaniliHUI HOMeP: 0124U000387

Oco06J1uBi TO3HAYKHU: Binkpura

JaTa peecrtpauii: 13-01-2025

II. Etran BukoHnauus JiP
Homep eramny: 1

Ha3sBa eramy: HaykoBe oGrpyHTYBaHHS KPUTEPIiB Ta METOAMKY OL{HKYU CTAHY 3aXHUIIEHOCT] 06'€KTiB KDUTHIHOI

iH(pacTpyKTypH Ta ixX piBHIB
IToyaTok eTamy: 01.2024
3akiH4YeHHs eTamy: 12.2024

Buz 3BiTHOrO AOKYMEHTA: OCTaTO4HMIA 3BiT

I11. BizomocTi npo BukoHaBus JIiP

IloBHe HaliMeHYBaHHS IOpHUAHUYHOI 0coou (200 ITIB ¢izuyHOi 0c06H): [HCTUTYT NEPKaBHOTO

YIIpaBJliHHA Ta HAYKOBUX NOCJIIKEHDb 3 LIUBIIbHOIO 3aXUCTY

Kopg 3a €IPIIOY: 43533709

Micnesﬂaxo,ux(eﬂna: ByJI. Bumropopceka, 6yz. 21, m. Kuis, 04074, Ykpaina
dopma BaacHoOCTI:

Cdepa ynpaBiiHHS: [lepkaBHa cyx6a YKpaiHy 3 HaI3BUYANHNX CUTYaLii
InenTudgikarop ROR: He zacrocosyerscs

Poamip opranisarii:

Tenedon: 380444308217, 380969905210

IV. BimomocrTi nnpo criiBBUKOHaBIIiB [IiP



V. BimomocrTi npo 3amoBHHKa [IiP

IloBHe HaliMeHyBaHHS IOPHIHYHOI 0coou (a6o ITIB iznuHO0i 0c06H): TepskasHa ciyxba Ykpainu 3

HaJ3BUYaMHUX CUTYaLil

Koz, 3a €IPITIOY: 38516849

Micue3Haxoa KeHHS: sy Osnecs ['onyapa, 6yz. 55-a, M. Kuis, 01030, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO BHYTPIlHIX cripaB YKpaiHu
ImenTudikarop ROR: He zacrocoyerbcs

Poamip opranisanii:

Tenedon: 380442023200

VI. I>kepeJia, HanpsiMHu Ta oocsiru pinaHcyBaHHs JIiP

IlincraBa ojist npoBeaeHHs [iP: 34 - norosip (3aMOBJIEHHS) 3 IEHTPaTbHUM OPraHOM BUKOHABYOI BIajy,

akazemielo HaykK (TOJIOBHUMM PO3NOPSIHUKAMU OI0pKETHUX KOWITIB Ha TposefeHHs HIIJIKP)

Hampsam (l)iHchyBaHHﬂ: 2.2 - IpUKJIaHi AOCTiIKeHHS i po3pOOKU
I>kepesia piHaHCYBaHHS

7713 - KOWTH ep>KO0I0A KeTy

Kopg, nporpamuoi kinacudikarnii BuzaTkiB i KpeauryBaHHs (KITKBK): 1006280

dakTuuHHi 06csar ¢piHaHCYBaHHS (THC. IPH.): 1422.650




VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

HaykoBe 0O6I'pYVHTYBaHHS KPUTEPIiB Ta METOIMKY OLIIHKY CTAHY 3aXUIIEHOCTI 00'€KTIB KPUTUYHOI iHPpaCTPYKTYPU
y YHTY I, I y 111 YKTY

Ta iX piBHIB
Ha3sBa po60oTH aHIJIiHCBHKOIO:

Scientific substantiation of the criteria and methodology for assessing the state of security of critical
infrastructure facilities and their levels

Pedepat yKpaiHCBKOIO:

O6'eKT DOCIiIKEHHS — CTaH 3aXUIIEHOCTi 00'€KTiB KDUTUYHOI iHPPaCTPYKTypHY Ta BU3HAYEHHS OLiHOK iX PiBHIB
3axucty. Meta poboTH - 3a0e31e4eHHSsI OLiHIOBAHHS CTaHy 3aXUCTy 00'€KTiB KpUTUYHOI iHPPaCTPyKTypu Ta
pPO3po6Ka MEeTOy BUBHAUEHHS PiBHIB, SIKi XapaKTepU3yIOTh iX 3aXUIIeHICTb. MeTonu JOCHiIKeHHS: aHATITUYHU,
€KCIIEPTHUX OLIIHOK, CTATUCTUYHUI METO[I, aHajli3 4YyTJIMBOCTI, SKICHUY aHasi3. 3aBIaHHSIM poOOTH 6YJI0 HA OCHOBI
AQHAJITUYHUX JOCIII)KEHb BUMOT HALiOHAJIbHUX Ta 3aKOPLOHHNX HOPMATUBHUX JOKYMEHTIB Ta iHIINX IpKEpel
indopmarii momo icHyI04MX OLiHOK PiBHIB 3aXMIEHOCTi 06’€KTiB KpUTUYHOI iHPpaCTPYKTypu po3podUTH ITPOEKT
[TopsiaKy (METOAMKM) OLIiHKY CTaHY 3aXMIIEHOCTi 06'€KTiB KpUTUYHOI iIHPPACTPYKTYpH 3 BpaxyBaHHSIM HOBUX 3arpo3
BUKJIMKaHUX PeaslisiIMUA CbOTOLEHHs. Pe3ysIbTaTy HAyKOBUX LOCIIKEHDb TIOBUHHI CTBOPUTY TIEPEYMOBHU IJIs1
IIPUMHATTS OLiHOK PiBHIiB 3aXUIIE€HOCTi 00’€KTiB KpUTUYHOI iIHPPACTPYKTYpH, a TAKOXKX METO/IiB BUBHAUYEHHS CaMUX
PiBHIB, 5IKi XapaKTepU3YIOTb iX 3aXUILEHICTb. 1711 JOCSTHEHHS IIOCTABJIE€HOI METU OyJI0 IIPOAHATI30BAHO BITUU3HSIHY
Ta 3apyO6i’KHY HOPMATUBHO-TIPABOBY 6a3y 1O/I0 IIepeliKy KpUTEPIiB OLiHKM CTaHy 3aXUILEHOCTi 00’€KTiB KPUTUYHO]
iH(pacTpyKTypH Ta iCHYI0OUMX METOAMK OLIiHIOBaHHSI CTaHy 3aXUIIEHOCTi 00’€KTiB iIHPPACTPYKTypU; BUBHAUEHO
nepesik KpUTepiiB OLiHKY CTaHy 3aXUIIEHOCTi 00'€KTiB KPUTUYHOI iHPPACTPYKTypU; OOIPYHTOBAHO IEpeJIiK
NIOKA3HUKIB Ta iX KpUTEPii 17151 NPOBEJEHHS OLIHKU CTaHY 3aXUILEHOCTi 00'€KTiB KDUTUYHOI iHPPACTPYKTYPY;
po3pobsieHo poekT [Topsiaky (MeToANKYM) BUBHAYEHHS OL[iHKY CTaHY 3aXUILEHOCTi 00’€KTiB KPUTUYHO]
inppacTpykTypu. 3a pe3ysibTaToM NIPOBELEHOI HAYKOBO-0CIiAHOI pO60TU BUpillleHa aKTyaJlbHa HAyKOBO-
IIpaKTUYHA [Ipo6siema, a came OOrpyHTOBAHO NPOLeAypY OLiHIOBaHHS (AaKTUYHOro cTany 3axuieHocti OKI ta
KpUTepii OLiHKY, SIKi XapaKTepPU3YIOTh CTaH 3aXUIEHOCTi 06'€KTiB KPUTUYHOI iHPPaACTPYKTYPH, 3 BpaxyBaHHSIM
B32€MO3B’13KiB HEOE3I1eK Ta BUSBJIEHUX [IOPYLIEHB, 1110 MOXKYTb IIOTEHIIiIIHO BIIJIMBATHA OJUH Ha ofHOro. Llei

[Nopsmok npu3HaYeHu 17151 BAKOPUMCTaHHS opraHamu Ta nigposginamu JCHC. ITopsiiok Mo>ke BUKOPUCTOBYBAT

Pedepar aHIJIiHCBKOIO:

The object of study is the state of security of critical infrastructure facilities and determination of their security
levels. Purpose - to provide an assessment of the state of protection of critical infrastructure facilities and to
develop a method for determining the levels that characterise their security. Research methods: analytical, expert
evaluation, statistical method, sensitivity analysis, qualitative analysis. The objective of the study was to develop a
draft Procedure (methodology) for assessing the security of critical infrastructure facilities, taking into account
new threats caused by today's realities, based on analytical studies of the requirements of national and foreign
regulatory documents and other sources of information on existing assessments of the security levels of critical
infrastructure facilities. The results of scientific research should create prerequisites for the adoption of
assessments of the security levels of critical infrastructure facilities, as well as methods for determining the levels
that characterise their security. To achieve this goal, the author analyses the domestic and foreign regulatory
framework regarding the list of criteria for assessing the security of critical infrastructure and existing methods
for assessing the security of infrastructure; determines the list of criteria for assessing the security of critical
infrastructure; substantiates the list of indicators and their criteria for assessing the security of critical
infrastructure; a draft Procedure (methodology) for determining the state of security of critical infrastructure
facilities was developed. As a result of the research work, an urgent scientific and practical problem was solved,



namely, the procedure for assessing the actual state of CIP security and the assessment criteria that characterise
the state of security of critical infrastructure facilities, taking into account the interconnections of hazards and
identified violations that could potential

Ingexc YIK: 614.84

Koau TeMaTHYHHX PYyOPHK: 81.92

KepiBHHKH po6OTH

Biacue IlpizBuuie Im's I10-0aTbKOBI: Tecnenko Onekcanap Mukosaiosnd
HaykoBuii CTyIiHb:

BueHe 3BaHHS:

InenTudikarop ORCID ID:

JoparkoBa iHdpopmamnist:



VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Ha3zga HTII ykpaiHCBKOIO: [IpoekT «I10ps/10K (METOAMKA) BUSHAYEHHS OLiHKM CTaHy 3aXMIIEHOCT] 06’ €KTIB

KPUTHAYHOI iHPPaACTPYyKTYpu»

Hazpa HTII aHrsi#cbKOI0: Project ‘Procedure (Methodology) for Determining the Assessment of the State of

Security of Critical Infrastructure Objects’

HTII, sixy nepen6a4asiocsi CTBOPUTH:
IIpuunnn, yepe3s aki HTII He Gysi0 cTBOpeHO:
OTpuMaHi pe3yJIbTaTH: npoekT [lopsazky
I'aJIy3b 3aCTOCYBaHHﬂ: MoKesKHa 6e3reka
PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: 3a6e3neunts 3axucT 06'€KTiB KpUTUYHOI iHPPACTPYKTYPH BiJi MOTEHLIHUX 3arPO3 TEXHOTEHHOTO Ta
IIPUPOAHOTO XapaKTepy, 0 MOXYTb BUHMKHYTH I1iJ] YaC CTBOPEHHS, QYHKIIOHYBaHHS, BiIHOBJIEHHS Ta
peopranisallii 06’eKTiB KpUTUYHOI iHPPACTPYKTYPHU, a TAKOX [L03BOJUTD NlependadynTu e(PeKTUBHI 3aX0H, SIKi
CIIPSIMOBaHi Ha CBOE€YACHE BUSIBJIEHHS, 3aM106iraHHs i HelTpastizaiiiio 3arpo3 6e3reii 06'eKTiB KPUTUYHOI

iHpacTpyKTypH, a TaKOX MiHimizallilo Ta JikBigaLio HaciAKiB y pasi ix peasniszauii

ConjiannbHO-eKOHOMIYHA cripsimoBaHicTh HTII: Minpumennsa epextuBHOCTI cucTeMU 3aX1CTy 06'€KTIB

KPUTHYHOI iHpPaCTPyKTypu

Bnius HTII Ha moBKiJj1s:

BnpoBaaykennss HTII: He snposamxeno

ITpakTnyHa peasnisanis HTII
IToyaTok eramy: 01.2025
3akiHyeHHs eTany: 06.2025

Cno>kuBaui npo,uyKuii': Opranu Ta nigpo3ginu JCHC, cy6'ekTu rocriofapioBaHHs (Ol1epaTopy KpUTUYHOI

iH(pacTpyKTypH), OpraHu LeHTPaJIbHOTO Ta MiCLI€BOr0 CAMOBPSIyBaHHS
IlepcneKTHBHI PHHKH: YkpaiHa
XapakTep CriBpOoGIiTHHIITBA 3 iHBECTOPOM
IloTpiOGHMI 0GCAT iHBECTHILiH, THC. TPH.:
IlpaBa, 0 HaJAIOThCS iHBECTOPY MiCJIsA 3aBEPIIEHHSI POOOTH:
HasaBHicTb 0i3Hec-IJIaHY:
TexHiKO-eKOHOMiIYHE OOrpyHTYBaHHSI:
IToreH1iaIbHUI 0OCST IIPOJAIKY, THC. TPH..
OuikyBaHHI TePMiH OKYIHOCTI (POKiB):

JopaTtkoBa iHdpopmamist:

IX. Bi6siorpadivyHuii onuc



X. 3aKJIlI0YHi BiTOMOCTI

KepiBHUK I0PHIHYHOI 0COOH KanuHoBcpkuil Auapin SIkosud
K.T.H., 21.06.02

IlepeJtik 0CiO-BHKOHaBILiB

banno fpocnas B'auecnaBoBuy
(k. T. H., 21.06.02)

Houenko Onekcanap ['puroposuy

Kupuuenko OkcaHa B'ssyecnaBiBHa
(m. T. H., 21.06.02)

Kpukyn Onekcanap Mukosanosud

Jlynenko [Opiit BikropoBuy

(k. T. 1)

MuxainoB BikTop MuKosaiioBuy
(o.men.H., 25.00.04)

Muxaiinosa AnboHa BikTopiBHa
(k. T. H., 21.02.03)

Hixxuuk Bagum BacunboBuu
(1. T. 1., 21.06.02)

Hikynin Onexkcannp ®enoposuy
(7. . H., 05.13.06)

Cepepa IImutpo Bosogumuposud
Typ Hasapiit FOpiioBuy

umbanictuit Cepriit 3iHoBilloBUY

BignoBigasbHUI 3a HiATOTOBKY Inbina H.€.
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