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System for detecting malware and computer attacks in corporate networks using false attack objects and traps

Pedepar yKpaiHCBKOIO:

OG6’eKT DOCIiIKEHHS — MpolieC 3a6e3MeYeHHs 6€3MeKH, BiIMOBOCTIMKOCTI, >KUBYJYOCTi Ta 3aXUCTY iHpopMalii
KOMITIOTEPHUX CUCTEM KOPIIOPATUBHUX MEPEXK HIISIXOM PO3POOJIEHHS] CUCTEeMHU BUsIBIEHHS 3113 Ta KOMIT'IOTEPHUX
aTak B KOPIOPAaTMBHUX MEPeXax 3 BUKOPUCTAaHHSIM XUOHMX 00'€KTiB aTak Ta acToK. MeTa poboTH — BUPilllEHH]
aKTyaJIbHOI HAyKOBO-TIPUKJIAHOI IPO0JIEMU MiIBULIEHHS PiBHS 6€3M1€KU, BiIMOBOCTIMKOCTI, )KUBYYOCTi Ta 3aXUCTY
iHdopmalii KOMII'IOTEPHUX CUCTEM KOPIIOPATUBHUX MEPEX IISIXOM PO3POOJIeHHs cucTeMu BusiBiieHHs 3113 Ta
KOMIT'IOTEPHUX aTaK B KOPIIOPATUBHUX MEPEKax 3 BUKOPUCTAHHIM XMOHUX 00'€KTIiB aTak Ta NacTok. [
IOCSITHEHHSI METH IIPOEKTY HEOOXiHO PO3B'sI3aTH HACTYIIHI 3aBAAHHS. MeTOAU NOCIiIPKEHHS — TeOPii MHOXMH i
Teopii rpadis, meToau knacudikaii, Teopii KOMIT'IOTEPHUX MePeXK, KOMIIOHEHTH LITyYHOTO iHTEIEKTY, Teopii
BUIIaJIKOBUX IIPOIIECIB Ta MOJEJIIOBAHHS. B IPOEKTi BUKOHAHO I10OYA0BY HOBOI YaCTKOBO LIEHTPasli30BaHOI
PO3NOAINIEHO] CUCTEMU BUABJIEHHS WOIM-BipyCiB, [IPOBELEHO 3 HEIO EKCIIEPUMEHTAIbHI JOCIIKEHHS MO0
BCTaHOBJIeHHS e(EeKTUBHOCTI PYHKLiOHYBaHHSI, CTIHKOCTI, Aerpafalii, JOCTOBIPHOCTI BUSBIEHHS WOrm-BipyciB Ta
BIIPOBAKEHO ii y BUpoOHULITBO. POopManizoBaHO rpeMeTHY raaysb, po3pobeHo MaTeMaTUYHU arapar, MeToIu
Ta pO3pO06JIEHO YAaCTKOBO LIEHTPasli30BaHy PO3IOLiNeHy CUCTEMY, 10 JO3BOJISIIOTh MiIBULIUTY PiBeHb O€3I1eKH,
BiZIMOBOCTIMKOCTI, >KUBY4OCTi Ta 3aXUCTY iH(popMallii KOMII'IOTEPHUX CUCTEM KOPIOPATUBHUX MEPEXK.
Po3pobioBaHa cuctema Moke 0yTH BUKOPHCTaHa SIK JJ1s KOMepPLiiHUK OpraHizauii, Tak i [ Jep>KaBHUX YCTaHOB,
BilicbKOBUX (POPMYBaHb Ta IPAaBOOXOPOHHUX OPraHiB 3aBISIKU TOMY, 11J0 BOHA CIIPSIMOBaHAa Ha 3a6e3l1e4eHHs
HallioHa/IbHOI 6e311eK YKpaiHy B YaCTHHI NIOKPAllleHHsI CTaHy ii Kibep6e3neku B yMOBax KiGepBiliHMU 3 arpecopom, a
TaKOX Ha eTalli MOBOEHHOI Bifloy40BU MiCT, KpUTUYHA iHPPACTPYKTYpa SIKUX BUKOPUCTOBYBATH KOHLEMILiIO

PO3YMHOTO Ta 6€3IeYHOro MicTa.

Pedepar aHr1ilicbKOIO:

The object of research is the process of ensuring the security, fault tolerance, survivability and information
protection of computer systems of corporate networks by developing a system for detecting malicious programs
and computer attacks in corporate networks using false attack objects and traps. The purpose of the work is to
solve the current scientific and applied problem of increasing the level of security, fault tolerance, survivability and
information protection of computer systems of corporate networks by developing a system for detecting malicious
programs and computer attacks in corporate networks using false attack objects and traps. To achieve the goal of
the project, the following tasks must be solved. Research methods are set theory and graph theory, classification
methods, computer network theory, artificial intelligence components, stochastic process theory and modeling.
The project built a new partially centralized distributed worm detection system, conducted experimental studies
with it to establish the effectiveness of functioning, stability, degradation, reliability of worm detection, and
implemented it in production. The subject area was formalized, mathematical apparatus and methods were
developed, and a partially centralized distributed system was developed that allow increasing the level of security,
fault tolerance, survivability, and information protection of computer systems in corporate networks. The
developed system can be used both for commercial organizations and for state institutions, military formations
and law enforcement agencies due to the fact that it is aimed at ensuring the national security of Ukraine in terms
of improving its cybersecurity in the context of a cyber war with an aggressor, as well as at the stage of post-war
reconstruction of cities whose critical infrastructure uses the concept of a smart and safe city.
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PeecTparifiHuii HOMep KapTKH T€XHOJIOT1i:

Onuc HTII: Cucrema Bugsnenns 3113 Ta KOMIT'IOTEPHUX aTak B KOPIIOPATUBHUX MEPEKAX 3 BUKOPUCTAHHIM
XMOHMX 00'€KTIB aTak Ta MaCTOK, K CUCTEMM JJIs1 3aIUIyTyBaHHS 3JI0BMUCHUKIB 1P NIPOBEJEHHI HUMU aTakK Ta
BMKOpHCTaHHi 313, a Tako>XX po3po0JIeHHS] HOBUX METOIiB Ta 3aC00iB 3a0€3M1e4Y€HHS BiIMOBOCTIMKOCTI, >KUBYYOCTi
Ta 3axXUCTy iHpopMalii cnenjanizoBannx iHPOpMaLiTHUX TEXHOJIOTiH B yMOBaX BIUIUBIB 3]I0BMUCHOTO IIPOIPAMHOTO
3a6e3reyeHHs, Ki MiIBUILYIOTh €(PEKTUBHICTb BUSBJIEHHS B KOPIIOPATUBHUX Mepexkax. Cucrema 3abesnedye
nigBuieHy eeKTUBHICTb BUsiBJeHHS 3[13 Ta KOMITIOTEPHUX aTaK y KOPIIOPAaTUBHUX MEPEXKax 3a PaxyHOK
BUKOPUCTAHHS XUOHUX 00'€KTIB aTak Ta NaCTOK, ABOPiBHEBOI MOeli MPOTUIi], TapaMeTPUYHOTO KOHTPOJIIO MOAYJIiB
I13 Ta onTosnoriyHoi Bepudikauii. PiBeHs pimeHHs nepesuilye BITYM3HIHI Ta OinbLIIiCTh 3apyODKHUX aHAJIOTIB 32
KOMILJIEKCHICTIO 3aXMCTy Ta KUBYYICTIO CUCTEM. BIIpoBa/l)KEHHSI CUCTEMU 3HIKY€E BUTPATH Ha 3a00iraHH
KibepaTakaM Ta BUTPATH Ha BiIHOBJIEHHSI MiCJI4 aTak, NMifBuilye e(peKTUBHICTb MEPEKEBOI iIHPPaCTPYKTYpH.
BapricTb peanizalii BunpaBnaHa eKOHOMI€IO Ha BUTPATaxX MIEPCOHAIY Ta 30€PE>KEHHI JaHNUX, 10 POOUTb MPOILYKT
IpUBAGIMBUM JJ151 KOPIIOPATUBHOTO PUHKY. CCTeMa He IOTpebye NOJaTKOBUX €HEPropecypciB UM TOKCUYHUX
MarepiaiB, 3MEHIIye PU3UKHU BiJHOBJIEHHS iHQPACTPYKTypH MicJsl aTak, 10 [IO3UTHUBHO BIIMBAE HA €KOJIOTiYHE
HABAaHTAXEHHS Ta €JIEKTPOCNOXXUBaHH: [T-iHppacTpyKkTypu. [IpOeKT CTBOPIOE NPUHLMUIIOBO HOBY IT-npoaykiiio
17181 MiABULILEHHS Kibep6e3reku KOPIOPAaTUBHUX MEPEXK, CIIPUsIE 3aMillleHHIO iMITOPTY, MiJBUILIEHHIO
IIPOAYKTUBHOCTI Ipalli Ta epeKTUBHOCTI pOOOTU NepcoHay. 3abe3nedye HOBi iHpopMaLiiHO-KOMYHIKallilHi

IIOCJIYTY Ta MiJBUILY€E HAiMHICTh POOOTY KPUTUYHUX KOPIIOPATUBHUX CUCTEM.

ConiannbHO-eKOHOMIYHA cripsimoBaHicTh HTII: Creopenns npuniunoBo HOBOi mpoyKIiii (Matepiasis,
TEXHOJIOTI! TOIIO) AJ1s1 3a6e3MeYeHHs] eKCIIOPTHOrO IIOTEeHIialy Ta 3aMilleHHIo iMrnopTy, [TinBuiieHHs
aBToMaruaalii BupobHU4MX npotiecis, IHme (CTBOpeHHs NpUHLMIIOBO HOBOI IT-niponyKuii A8 NifgBUILeHHS
Kibepbe3neKky KOPIOPaTUBHUX MEPEX, CIIPUSIE 3aMillleHHIO IMIIOPTY, MiABUILEHHIO MPOAYKTUBHOCTI IIpalli Ta
e(eKTUBHOCTI pob0TU NepcoHaly. 3abe3nedye HOBi iHpOpMaLifiHO-KOMYHIKaLilHi TOCIYTH Ta NigBUILYye

HaJilHICTh pOOOTH KPUTUYHUX KOPIIOPATUBHUX CUCTEM.)
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