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VII. BizomocrTi npo IiP
Ha3sBa po6oTH yKpaiHCBHKOIO:

Po3po6s1eHHS METOIMYHOTO 3a0€3MeYeHHs [J1s1 allapaTHO-IIPOrPaMHOr0 KOMILJIEKCY CUCTEM OLiHKM (axoBoi
IiATOTOBKU ayIUATOPiB iHpopMaliliHOi 6e3neky, 300py Ta aHalidy iHpopmallii, OTpMMaHOI M Yac ayguTy

inpopmauiitHoi 6e3nekn

Ha3zBa po6oTH aHTIJIilICbKOIO:

Development of methodological support for Information system for assessment skills and training level of IS
auditors, collecting and analysis results and evidences of IS Audit.

Pedepar yKpaiHCBKOIO:

HaykoBo-texHiuHnii 3BiT: 90 c. 16 Tab., 9 puc., 36 mxepen. AYIUT IHOOPMALIMHOI BE3IIEKHW, ATECTALIIS,
3BIT 3 AVIUTY IHOOPMALIIMHOI BE3IEKU, IHOOPMALIIMHA BE3TIEKA, KIBEPBE3IIEKA, METOJIMKA
®AXOBOI OLIIHKU, PENTUHL AYIUTOPA. O6'eKT NOCTiIKeHHS - MeTOLUYHe 3a6e3eYeHHs IS arapaTHo-
IIPOrpaMHOro KomIuiekey “CucreMu oLiHKY (HaxoBoi MiIFOTOBKY ayJyuTOPiB iHpopMaLiiiHOi 6e31eKy, 300py Ta
anaizy indopmaunii, oTpuMaHoi mig yac ayguty inpopmaririHoi 6e3nexku”. Meta po60TH - po3pO6IEHHS ITPOEKTIB
TEOPeTUYHUX IINTaHb Y BUIJISIZ] TECTIB Ta IPAKTUYHUX 3aBAaHb JJ1s1 BUBHAYEHHS PiBHS 3HaHb ayAUTOPIB
indopmaniitHoi 6e3neku 1 ix JOIMyCKy [0 IPOBeeHHs ayAuTy iHpopmaliiiiHoi 6e3rexku Ha 00'eKTax ayJuTy;
po3pobiieHHs “MeTonuKY OLiHKY KBastidikauii ayauTopis iHpopMaliiiHoi 6e3reku”; IpoeKTy “MeTonuku
IIPOBeNIEHHS ayauTy iHpopmaliitHoi 6e3nekn” (3 nepend6adeHo0 TUMOBOIO (POPMOIO 3BiTY), PO3POOIEHHS IIPOEKTY
“MeTtonuky GOpMYyBaHHS PEUTHHTY ayIUTOPiB iHpopmaniitHoi 6e3nexkn”; po3pobsieHHs IPOoeKTy “TexXHIUHNX BUMOT
IO CIleljia/IbHOrO IIPOrPaMHOTO 3a6€3MeYeHHs CUCTEMH OLiHKM (axoBoi MigroToBKU ayauTopis 1B, 360py Ta aHamisy
indopmanii, orpumanoi mig yac ayauty inpopmariiriHoi 6e3nexku Ha 06'ekTax ayauTy’ . MeToau NOCiIKeHHs -
METOJI TEOPETUYHOIO i eMIIiPUYHOrO AOCTiIpKEHHS (CUCTEMHUI IiAXiN; MEeTOnM aHasli3y Ta CUHTe3Y);
CTPYKTYPHUI! aHali3; MOJIe/IIOBaHHS, y TOMY uuMcJli rpadidHe Ta MaTemMaTudHe (MeTOLly aHaslizy iepapxiil Ta
IeKOMII03U1Lii). 3HaUMMiCTb POGOTHU - PO3POOJIEHI METOIUYHI 3a6€3I1€4EHHS - € TPYHTOBHOIO POOOTOIO 010
BIIPOBAPKEHHSI CUCTEMU HE3aJIESKHOTO ayauTy iHpopMaliiiHOi 6e3neKn Ha 06’eKTax KPUTUYHOI iHPPaCTPYKTypH,

Kl HaIaoyTh MOSKJIMBICTD MiTBUIIUTY PiBEeHb KibepOe3rneKky Ha LIUX 00’eKTax.

Pedepar aHr1ilicbKOIO:

Scientific and technical report: 90 p. 16 tables, 9 figures, 36 sources. INFORMATION SECURITY AUDIT,
CERTIFICATION, INFORMATION SECURITY AUDIT REPORT, INFORMATION SECURITY, CYBER SECURITY,
METHODOLOGY OF PHYSICS. The object of research - methodological support for the hardware and software
complex "Systems for assessing the professional training of information security auditors, collection and analysis
of information obtained during the information security audit." The purpose of the work is to develop draft
theoretical questions in the form of tests and practical tasks to determine the level of knowledge of information
security auditors for their admission to the information security audit at the audit facilities; development of
"Methods for assessing the qualifications of information security auditors"; the project “Methods of conducting
information security audit” (with the provided standard report form), development of the project “Methods of
forming the rating of information security auditors”; project development "Technical requirements for special
software for the system of assessment of professional training of IS auditors, collection and analysis of information
obtained during the audit of information security at the audit facilities." Research methods - methods of
theoretical and empirical research (system approach; methods of analysis and synthesis); structural analysis;
modeling, including graphical and mathematical (method of analysis of hierarchies and decomposition). The
significance of the work - the developed methodological support - is a thorough work on the implementation of an
independent information security audit system at critical infrastructure facilities, which will provide an
opportunity to increase the level of cybersecurity at these facilities.
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VIII. HaykoBa (HayKoBo-TexHiuHa) npoaykuist (HTII)

Haszsa HTII ykpaiHCBKOIO: Meronuka ouinku Gaxosoi kBanidikauii ayauropis indopmariiinoi 6e3nexn
HaszBa HTII anrJificbKo10: Methods of assessing the professional skills of information security auditors
HTII, aKy nepenba4asiocsi CTBOPHTH:

IIpuunnu, yepe3s saki HTII e Gysio cTBOpeHO:

OTpuMaHi pe3yJIbTaTH: MeToanuHi JOKyMEHTH

l'asmy3b 3aCTOCYBaHHS: HezanexxHuit ayauT iHpopmariiiiHoi 6e3mexu, KibepGesmea

PeecTpanifiHuil HOMep KapTKH T€XHOJIOTii:

Omnuc HTII: Meronyika BUKOPUCTOBYETHCS 1151 OLiHIOBaHHSA (HaXOBOI KOMIIETEHIIiT OCi6, K MJIAHYIOTh OTPUMATH
IIPaBo 3AiIICHIOBATH ayAuT iHQOpMaLiiHOiI 6e31eKr Ha 06'€KTaX KpUTUYHOI iIHPpacTpyKTypy. MeTorKa BU3HAYAE
MeXaHi3MU MigTBEPI)KEHHS 3HaHb Ta HABUYOK, HEOOXIIHUX [1J1s 3[iICHEHHS ayauTy iHpopMaliiHoi 6e3reKu

00'€KTiB KDUTUYHOI iIHPPACTPYKTYpH Ta NOPSIIOK OTPUMAHHS CTaTyCy aT€CTOBAHOTO ayAUTOPa.
ConiannbHO-eKOHOMIYHA cripsimoBaHicTh HTII: 3a6esneuenns kibepbesneku Ha 06€KTax KPUTUYHOI
iHdpacTpyKTYypHu
Bnyins HTII Ha moBKiJjs:
BnpoBaaykenHss HTII: Ha erani BuBueHHs METOIMYHOTO 3a6e3MeYeHHs
ITpakTuyHa peasnisaniss HTTI
IToyaToK eTamy:
3aKiHYeHHs eTamy:
Crno>kuBavi NPOAYKILii:
IlepcneKTHBHI PHHKHU:
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:
IlpaBa, 0 HaAAIOThCS iHBECTOPY MiCJIsA 3aBEPLIEHHSI POOOTH:
HasaBHicTb 0i3Hec-IJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHS.
IToTeH1iaIbHU O0OCST IIPOJASKY, THC. TPH..
OuikyBaHHI TepMiH OKYIHOCTI (pPOKiB):
HJonaTkoBa iHdopmaris:
Ha3zsa HTII yKpaiHCBKOIO: MeToauKa IpoBeeHHs ayauTy iHpopMariilHoi 6e3nexu
Hassa HTII aHr/1ificbKO¥0: Methods of conducting information security audits
HTII, sixy nepen6a4asiocsi CTBOPUTH:
IIpuunaH, yepe3s saki HTII He Gysi0 cTBOpeHO:
OTpuMaHi pe3yJIbTaTH: MeToanuHi JOKyMEHTH

l'as1y3p 3aCTOCYBaHHSI: He3aneXHUIT ayauT iHpopMmaniiiHoi 6e3neky, Kibepesneka, Kibep3axucT



PeecTpaiifiHuii HOMep KapTKH T€XHOJIOT1i:

Omnuc HTII: 11g meTopuka MicTUTh BKa3iBKM Ta peKOMEH 1Al 010 MPOBEIEHHS ayauTy iHpOopMaiiiiHoi 6e3meku
3 OIIMCOM €TalliB, METOJMYHUX PEKOMEH1allill Ta BKa3iBOK 10/10 €(PEKTUBHOIO IIPOBEAEHHS ayUTy iHpopMaLifiHOI
6€e3MeKy 3 BiANIOBIIHUM JOKYMEHTAJIbHUM MiATBEPI)KEHHSIM. PeKomeHanlii Ta BKa3iBKU METOIVKU 3aCTOCOBYIOTHCS
ayputopamu iHdpopMaLiiiHOI 6e3reKky, 3aMOBHIUKaMU ITOCIIYT ayauTy iHpopmMaLifiHoi 6e3rneKy Ta
PO3IIOBCIOIKYIOTbCSI HA 00'€KTH KPUTUYHOI iIHPPACTPYKTypU He3aslexXHO Bif ix GopmMHU BJIACHOCTI Ta KaTeropii

KPUTUYHOCTI.
ConianbHO-eKOHOMIYHA cripsimoBaHicTh HTII: 3a6esneuenns kibepbesneku Ha 06€KTax KPUTMYHOI
indpacTpyKkTYypu
Bnyins HTII Ha moBKiJjLs:
BrnposapgskeHHs1 HTII: na erani gocsimkeHHs: MeTonNYHOrO 3a6e3neyeHHs
ITpakTuyHa peasnizanis HTII
IToyaToK eTamy:
3aKiHYeHHs eTamy:
Crno>kuBavi NPOAYKILii:
IlepcneKTHBHI PHHKHU:
XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:
IIpaBa, 0 HaAAIOTHCS iHBECTOPY MiCJIsA 3aBEPLIEHHS POOOTH:
HasaBHicTb 0i3HecC-ILJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHS.
IloTreH1iaIbHUI 0OCST IIPOJASKY, THC. TPH..
OuikyBaHMI TepMiH OKYIHOCTi (pPOKiB):
JoapaTrkoBa iHdpopmawist:
Ha3zga HTII yKpaiHCBKOIO: Metonuka GOpMyBaHHS PENTHHTY ayauTOpiB iHpopMawiitHoi 6e3mnexu
Hassa HTII aHr/1ificbKO¥0: Methods of forming a rating of information security auditors
HTII, sxy nepezn6a4asiocsi CTBOPUTH:
IIpuunau, yepe3s aki HTII He Gysi0 cTBOpeHO:
OTpHMaHi pe3yJjabTaTH: MeTonn4Hi JOKYMEHTH
l'asy3s 3acTOCyBaHHs: Hesanexuuii ayaut indopmariiiHoi 6e3neky, KibepGesneka, 3axucT iHpopmariii
PeecTpanifiHuii HOMep KapTKH T€XHOJIOT1i:

Onuc HTII: Meronuka BukopuctoByeTbes aiist GOpMyBaHHS pEATHUHTY ayAUTOPiB iHdopMaLiiiHOi Ge3reku Ha

6a3i ix MOKa3HMKiIB KOMITIETEHTHOCTI MisIIbHOCTI .

ConianbHO-eKOHOMIYHA cripsimoBaHicTh HTII: 3a6esneyenns kibepbesneku Ha 06'eKTax KPUTUYHOI
iHdpacTpyKkTypHu
Bnyins HTII Ha moBKiJj1s:

BnposagskeHHst HTII: Ha eramni gocnimkeHHS METOOUYHOTO 3a6e3e4eHHs



ITpakTuyHa peasnizanis HTTI
ITouaToK eramy:
3aKiHYeHHs eTamy:

Crno>kuBavi NPOAYKILii:

IlepcrieKTHBHI pHHKH:

XapakTep cniBpoOiTHHIITBA 3 iHBECTOPOM
IToTpiOHUI 00CAT iHBECTHUILiH, THC. TPH.:
IIpaBa, 0 HafAIOThCS iHBECTOPY MiCJIsA 3aBEPLIEHHS POOOTH:
HasaBHicTb 0i3Hec-1JIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHSI:
IloTeH1iaIbHUI 0OCAT IIPOJASKY, THC. TPH..
OuikyBaHHI TepMiH OKYNHOCTi (pPOKiB):
JopaTtkoBa iHdpopmauist:

Ha3zBa HTII yKpaiHCBKOIO: TexHi4Hi BUMOIY 10 aBTOMATU30BAHOTO POGOYOTO MiCIisl /11 [IPOBEEHHSI

€KCIIEPUMEHTAJIbHUX POGIT

Hassa HTII aHr1ilicbKO0: Technical requirements for an automated workplace for experimental work
HTII, sixy nepezn6ayasiocsi CTBOPUTH:

IIpuunnmn, yepe3s aki HTII ne 6ysio cTBOpeHoO:

OTpuMaHi pe3yJIbTaTH: TexHiuHi BUMOTH

l'asmy3b 3acTOCyBaHHS: HezanexxHuii aynuT iHpopmariiiHoi 6e3nexu, KiGepGesreka, Kibep3axucr,

indopmauiiiHi TexHosorii
PeecTpanifiHuii HOMep KapTKH TE€XHOJIOTIi:

Omnuc HTII: Bcranosnenns TexHidHUX BUMOT, 110 GY/IyTh OCTATHI i IPOBEEHHS €KCIIEPUMEHTAIbHUX POGIT 3

IIPUIHATTS €KCIIEPUMEHTAIbHOTO 3Pa3Ka CIIELiaIbHOTO IPOrpaMHoro 3abes3nedeHHs "Ayaut"
ConjiannbHO-eKOHOMIYHA cripsimoBaHicTh HTII: 3a6esneyenns kibep6esneku Ha 06'eKTax KPUTUYHOI
indpacTpyKkTYypHu
Bnyins HTII Ha moBKiJj1Is:
Bnposaaykennss HTII: Bnposamxeno
ITpakTuyHa peasnisaniss HTTI
IToyaToK eTamy:
3aKiHYeHHs eTamy:
Crno>kuBavi NPOAYKILii:
IlepcneKTHBHI PHHKHU:
XapakTep cniBpOOIiTHHIITBA 3 iIHBECTOPOM
IToTpiOHUI 00CAT iHBECTHILiH, THC. TPH.:

IIpaBa, 10 HaAI0THCS iHBECTOPY MiCJIsA 3aBEPLIEHHSI POOOTH:



HasaBHicTb 0i3Hec-IJIaHY:
TexHiKO-€eKOHOMiYHe OOrpyHTYBaHHS:
IToTeH1iaIbHUH 0OCST IIPOJASKY, THC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTI (POKiB):
HoparkoBa iHdpopmamist:

Ha3zBa HTII yKpaiHCBKOIO: TexHi4Hi BUMOIU 0 CIEL{a/IbHOrO [IPOrPAMHOTrO 3a6€31€YEHHS CUCTEM OLHKY
($axoBoi NiAroToBKU aygUTOPiB iHPOopMaLiiiHOi 6e3neKy, 300py Ta aHasizy iHpopmallii, OTpUMaHOI 1if, yac ayguTy
indpopmauiiiHoi 6e31eKn Ha 00’eKTax KPUTUYHOI iHPPaCTPyKTypH abo B Jep>KaBHUX OpraHax, BiliCbKOBUX
(dhopMyBaHHSX, YTBOPEHUX BiZIIOBIGHO 40 3aKOHIB YKpaiHy, Ieps>KaBHUX MiIIIPUEMCTBAX, YCTAHOBAX, OpPraHi3alisx,

SIKUM HaJeXxaTb CUCTEMHU 0OPOOKY Aep>KaBHUX iHPOPMALIiHIX PecypciB

Hassa HTII aHr1ificbKO¥0: Technical requirements for special software for systems of assessment of
professional training of information security auditors, collection and analysis of information obtained during
information security audits at critical infrastructure facilities or in state bodies, military formations formed in
accordance with the laws of Ukraine, state enterprises, institutions, organizations that own systems for processing

state information resources

HTII, sixy nepezn6ayasiocsi CTBOPUTH:

ITpuunnu, yepe3s ki HTII He Gysi0 cTBOpeHO:

OTpuMmaHi pe3yJIbTaTH: TexHOJIOTi]

l'asy3s 3acToCyBaHHs: HesanexHuii ayaut inpopmariitHoi 6e3neky, KibepGeaneka, 3axucT iHpopmariii
PeecTpanifiHuil HOMep KapTKH T€XHOJIOT1ii:

Omnuc HTII: Texnivyni BuMoru po3po6iisimcs 3 METOIO peaizaliii CrieniasibHOro MpOrpaMHOro 3a6e3ne4eHHs
npu3HadeHoro ajs: Peanisanii Ta aBTomMarusauii meTomiB: oniHku paxoBoi kBasidikalii ayauTopis iHdpopmaliitHoi
6esmnexy; popMyBaHHS PEUTHHIY ayaUTOPIB iHPopmaliiiHoi 6e3nexy; MpoBeleHHs ayauTy iHpopMalifiHOi 6e3rneKu
Ha 006'exTax iHpopMaliitHOi 6e3neKu. BipoBamkeHHs IPoLiecy IPOBELEHHS He3aJIeXXHOro ayiuTy iHpopmMaLiiHoi
6e3MeKku Ha 00'eKTax KPUTUYHOI iHQPaCTPYKTypH B IepKasi. [linBuIneHHs piBeHs 3a1106iraHHs KibepiHIuIeHTaM 3a
PaxyHOK MOHITOPMHTY CTaHy 3axUCTy iHpopmallii Ta Kibep6e3neku OTPUMaHMX 3a pe3yJibTaTaMU 3aX0[liB

He3aJIe’XHoro ayuuTy Ib;

ConiannbHO-eKOHOMIYHA cupsimoBaHicTh HTII: Minumennsa nponykrueHoCTi npai, 3a6e3nedeHns

Kibepbesneku Ha 06'eKTax KpUTUYHOI iHPPACTPYKTypHU
Bnyiue HTII Ha mOBKiJIS:
BnposagskeHHst HTII: Briposamkeno
ITpakTuyHa peasnizanis HTTI
IToyaTok eramy:
3aKiHYeHHs eTamy:
Crnio>KuBavi NPOAYKILii:
IlepcneKTHBHI PUHKHU:
XapakTep cniBpOOiTHHIITBA 3 iHBECTOPOM
IloTpiOHMIT 0GCAT iHBECTHILiH, TUC. TPH.:

IIpaBa, 110 HaAIOThCS iIHBECTOPY IiCJIsA 3aBEpPLIEHHST POOOTH:



HasaBHicTb 0i3Hec-IJIaHY:
TexHiKO-€KOHOMiYHe OOrpyHTYBaHHS:
IToTeH1iaIbHUH 0OCST IIPOJASKY, THC. TPH..
OuiKkyBaHHI TepMiH OKYIHOCTI (POKiB):

HoparkoBa iHdpopmamist:
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