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1. Incepranis Ha 3000YyTTSI HAYKOBOT'O CTYIIEHS AOKTOPA HayK 3 JeP>KaBHOTO YIIPaBJliHHA 3a clienjanbHicTio 25.00.02
— MEXaHi3MM [€p>KaBHOTO yNPaBJIiHHS. Jlep>KaBHUH yHiBEpCUTET iH(GOPMaLiHHO-KOMYHIKALiHHNAX TEXHOJIOTIH, M.
Kuis, 2024. lucepTaliiist npucBsYeHa TEOPETUYHOMY JOCJIIKEHHIO 0COGJIMBOCTEN AEP>KaBHOTO YIIPaBJIiHHS
iHdopMaliiiHOIO 6€3IEKOI0 0COOMCTOCTI y cdepi HallioHaIbHOI 6€3M1EeKU i HAYyKOBOMY IOLIYKY LIJISIXiB
YIOCKOHAJIEHHS AisIbBHOCTI OpraHiB Jep>KaBHOI BJIay 3 MUTaHb NPOTUAIi iHpOpMaLiliHill KOMIIOHEHTI Cy4aCHUX
ribpuIHKX BillH Ta 3MEHIIEHHIO BIUIMBY Ha YKPaiHCbKe CyCIiIbCTBO iHPOPMaLIiTHUX 3arpo3. AKIIEHTOBAHO yBary, 110
Ha Cy4aCHOMY eTalli pO3BUTKY YKPaiHCBKOTO CYCIIJIbCTBA B AisJIbHOCTI OPraHiB AeP>KaBHOI Baagy YKpaiHU MOXYTb
OyTy BUKOPHUCTaHI ABa MigXo4y 1010 3a0e3leueHHs iHpopMaliiiHoi 6e3neku fepKaBu. [lepimnii — BUSIBJIEHHS Ta
6710KyBaHHS Heb6e3neyHoi iHpopmallii, o noTpedye BUTPAT 3HAYHUX JIIOACHKUX Ta MaTepiaJbHUX PeCypCiB 1S

MOHITOpPUHTY iHPOPMaLiIIHOTO [IPOCTOPY, IPOBEAEHHS KOHTPOJIbHUX, PEXXKUMHUX Ta 3aMI0ODKHUX 3aX0LiB y cdepi



00iry CcycrisibHO 3Ha4MMOi iHpopMaliii. B yMoBax nomupeHHs MacuTabiB BUKOPUCTAHHS HACEJIEHHSIM COLiaIbHUX
MepexX KpUTUYHO CKOPOUYETHCS Yac Ha aZleKBaTHY peakliiio Jep>kaBHUX OpraHiB Ha BUSIBJIEHY HeOe3leyHy Ta
LIKigAMBY iHQOpMalLilo, sSIKa MBUIKO PO3MOBCIOIKY€EThCS. [Ipyruil miAxin nossirae y BXXUTTI OpraHaMu I€pP>KaBHOI
BJIQJM LIJIECTIPSIMOBAHMX 3aXO[IiB, SIKi TOJISITAIOTh Y 3aBYACHIN iMyHi3alii rpoMafisiH Bif, BIIMBY He6E3Me4YHOi Ta
wKigaBoi indopmauii, ska BTpavae 30aTHICTh HEraTUBHO BIUIMBATY Ha CTaH iHGOpMaLiiiHOI Ta Hal[iloHaIbHOI
6e3rnexu YkpaiHu. YcoiuHicTb 3aX0/iB 040 3BiJIbHEHHSI TUMYaCOBO OKYIIOBaHUX TEPUTOPIil YKpaiHU TaKOX
3aJIEXKUTD Bifl 3aX0/1iB 3a6e31e4eHHs iHpopMaLlifiHOI 6e311eKr 0COOMCTOCTI, OCKIIbKY Pi3Hi JI0AU OGHAKOBY
iH(popMaLlil0 MOXKYTb CIIPUMMATU NO-Pi3HOMY. OGHUM i3 LUISIXiB 3a0e3MedeHHs iHpopMaLiiHOi 6e3neKku
0COOHCTOCTI € LiJIeCIIPSIMOBAHM BIJIUB HA KyJIbTYPHUI PO3BUTOK JIIOAVHU B rajly3sx Jep>KaBHOTO yIIPaBJliHHS,
IIpaBa, icTopii po3BUTKY YKpaiHM SIK CYyBEpPEHHOI Ta CaMOOYTHBOI flep>KaBy, a TAaKO>K HAOYTTS JIOAMHOI0 HEOOXiTHUX
HaBUYOK L10JJ0 OTPUMAHHS, N1epeBipKY, HAKOIIMYEHHS], 06p06seHHSs, GOPMYBAHHS Ta PO3NOBCIOKEeHHs iHdopMmaliii.
Ha mimcTaBi KOMITIEKCHOTO TOCIIIKEHHS TEOPETUKO-METOI0JIOTIYHMX 3acCal AEPKABHOTO YIIPABIIiHHS
3aIPOIIOHOBAHO KOHIIENTYaJIbHi OCHOBY [€P>KaBHOTO YIIpaBiliHHS iHpopMallifiHO0 6€3I1eK0I0 0COOUCTOCTI y cdepi
HallioHaJIbHOI 6e31eKy, 1110 BKJII0YaloTh 6a30Bi CKIafHUKY iHpopMalifiHOi 6e31eKr 0COOUCTOCTI, MEXaHi3MU
Ilep>KaBHOTO YIIPaBJliHH, IepKaBHi IHCTUTYLLiI, IKi BAUKOPMCTOBYIOTh IPUTAMaHHI iM METOAU [EP>KaBHOTO
yIpaBJIiHHS, IHCTPYMEHTH BIUIUBY, 06 €KTH iHdOpMalliiiHOi 6e3neku, iHguKaTopu cTany indopMaiiitHoi 6e3neku
0CO6KMCTOCTI, colliaybHI KOMYHiKallii, iHpopMallifiHi TeXHOIOrii Ta TexHiIYHi 3acoby IpuiMaHHsl, epeaBaHHs,
36epiranHs Ta 06po6seHHs iHpopmauii. Ha nigcrasi pe3ysibTaTiB JOCITiIKEHHS IPO6IeMU 3a0€3I1e4YeHHS
iHpopmaliitHoi 6e3reKr 0COOUCTOCTI pO3p0O6JIEHO aBTOPChbKUI BapiaHT KoHuenuii 3a6e3neyeHHs iHpopmaLiiiHOi
6e3rnexu ocobucTocTi. BoHa meknapye ocHOBHi 3acany iHpopMaliliHOI ONITUKY ilepKaBY 3 IUTaHb 3a0e3l1e4YeHHs
indopmaliitHoi 6e3reKkr 0COGUCTOCTI, 10 HEOOXiIHI /1715 TIJIaHyBaHHS CTAJIOr0 COLialbHO-KYJIbTYPHOTO PO3BUTKY
JIIOJIMHY SIK HAaBUILOi COLiasbHOI IIIHHOCTI B Iep>KaBi, BU3HAYEHHS 3[[i0HOCTEN 0COOUCTOCTI, sIKi HeOOXinHi s
SKUTTEIISITIBHOCTI B iHGOpMaLiiHOMY CYCIiJIbCTBI Ta 3[ifICHEHHSI CAaMOCTIMHOI0 3aXUCTY Bif, Heb6e3eyHoi Ta
mkinnuBoi inpopmaii. KoHueniiis 3a6e3neyeHHs iHpopmauiiiHoi 6e311eKy 0COOUCTOCTI Ma€e CTaTU 6a3010 MJis
po3pobku Crtparerii iHpopMmauiiiHoi 6e3nexku Ykpainu. Kio4yoBi cioBa: iHpopmaliiiHa 6e3neka, iHpopmariiina
6esrexa 0coOUCTOCTi, HallioHAJIbHA Ge3reKa, iHPpopmaliiiiHe IpaBo, 6a30Bi CKIIaHoBi iHpopMaLiliHOi 6e3rneKu
ocobucTocTi, indpopMaliifiHa KysnbTypa, PpyHKLiI iHPopmalliitHoi 6e31eku 0codbrUCTOCTi, 3aBAaHHs iHopMaLifiHO]
6e31eKku 0coOUCTOCTI, iHpopmalliliHa [0JiTUKA, Jep>KaBHe YIIpaBiIiHH: iHpopMaliliHo0 6e3neKolo, indpopmaliis,
3arposu iHdpopmariiiiHoi 6e3nexu.

2. Dissertation for the degree of Doctor of Science in Public Administration, specialty 25.00.02 - mechanisms of
public administration. State University of Information and Communication Technologies, Kyiv, 2024. The
dissertation is devoted to a theoretical study of the specifics of the state management of personal information
security in the national security field and a scientific search for ways to improve the state authorities activities in
countering the modern hybrid wars information component and reducing the impact of information threats on
Ukrainian society. Attention is drawn to the fact that at the current stage of the development of Ukrainian society,
two approaches can be used to ensure the information security of the state in the activities of the state authorities
of Ukraine. The first is the detection and blocking of dangerous information, which requires the expenditure of
significant human and material resources for monitoring the information space, conducting control, regulatory
and preventive measures in the sphere of circulation of socially significant information. In the conditions of the
widespread use of social networks by the population, the time for an adequate reaction of state bodies to the
detected dangerous and harmful information, which is rapidly spreading, is critically reduced. The second
approach consists in taking purposeful measures by state authorities, which consist in early immunization of
citizens against the influence of dangerous and harmful information, which loses its ability to negatively affect the
state of information and national security of Ukraine. The success of measures to liberate temporarily occupied
territories of Ukraine also depends on measures to ensure personal information security, as different people may
perceive the same information in different ways. One of the ways to ensure the information security of an
individual is a purposeful influence on the cultural development of a person in the fields of public administration,
law, the history of the development of Ukraine as a sovereign and independent state, as well as the acquisition by a



person of the necessary skills in obtaining, checking, accumulating, processing, forming and distributing
information. On the basis of a comprehensive study of the theoretical and methodological foundations of state
administration, the conceptual foundations of the state administration of personal information security in the field
of national security are proposed, which include the basic components of personal information security,
mechanisms of state administration, state institutions that use their own methods of state administration, tools of
influence, objects of information security, indicators of the state of information security of an individual, social
communications, information technologies and technical means of receiving, transmitting, storing and processing
information. On the basis of the results of the study of the problem of ensuring personal information security, an
author’s version of the Concept of ensuring personal information security was developed. It declares the main
principles of the information policy of the state on issues of ensuring the information security of the individual,
which are necessary for planning the sustainable social and cultural development of a person as the highest social
value in the state, determining the abilities of the individual, which are necessary for life in the information society
and the implementation of independent protection from dangerous and harmful information The concept of
ensuring personal information security should become the basis for the development of the Information Security
Strategy of Ukraine. Key words: information security, information security of an individual, national security,
information law, basic components of information security of an individual, information culture, functions of
information security of an individual, tasks of information security of an individual, information policy, state

management of information security, information, threats to information security.
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