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Pedepar:

1. O6’exTOoM HoCiIKeHHs1 € MapKOBCBKUI IIpoliec 6JIyKaHHS Ha anrebpaiuyHux rpadax Ta 3aaad JOCiIPKeHHS 10ro
KpunTorpadpiyHux BJaCTUBOCTEN. METOI0 IucepTaliiiHoi po60TH € pO3B’si3aHHSI HOBMX IIOCTKBAHTOBUX 3314
3axucty indpopmatii. Metoau nocmiinxkeHHs. [Ipy BupillleHHI HocTaBleHuX 3a5a4 y AucepTaLiiiHiil po6oTi 6o
BUKOpHCTaHO MeToau ExcrpeMainbHoi Teopii rpadis, Teopii ckiHueHHUX reomeTpill Ta Teopii CMUMBOJIBHUX

004K CJIEHb PA30M i3 METOIaMU HEKOMYTAaTMBHOI Kpunrorpadii Ta NpukaagHoi anrebpaiyHoi reometpii. 111 3agad
cruMeTpudHOi kpuntorpadii (moTokose mudpyBaHHS Ta CTBOPEHHS aii[IKeCTiB eJIEeKTPOHHUX JOKYMEHTIB)
BHUKOPHCTOBYBJINCh 00YMCIIIOBaJIbHI MeTonu. [1pu IociiKeHHI BacTUBOCTE (IIBUIKOL s, CTEeNeHi 3MilllyBaHHSI)
BXXMBAJIMCh CTaTUCTUYHI MeTonu. HoBU3HA: Blieplle B TepMiHax Teopii anrebpaiuHux rpadis Ta rpadis-eKcraHaepis
CTBOPEHO KpUNTorpagivyHo CTiliKi IOCTKBAHTOBI MIBU/IKi aJIFOPUTMHU [IJIs1 XEIIyBaHHS BEJIMKUX (PaiiliB y JalIpKecTy

33/IaHUX PO3MIpiB, sIKUi1 Oyzie IyTIUBUM 10 Oy[Ib-sSKUX 3MiH CUMBOJIIB y (paiiii; Briepiue po3pobseHi alropuTmMu



CTBOPEHHS YyTJIMBUX JAUJIKECTIB €JIEKTPOHHUX (PaiijiB 17151 BUSIBJIEHHS KibepaTak Ha BipTyasbHi OpraHisatii 3
IOKpaIeHUM Ha 45% MOKa3HUKOM aBajiaHy edeKTy; Bepiue B TepMmiHax Anrebpaiunoi 'eomeTpii 3arrporioHOBaHO
HOBY I1apaIUrMy, B sIKii1 Teopist anrebpaiuynux rpadiB Ta HEKOMYTaTHUBHA ajare6pa BUKOPUCTOBYETHCS /1151 PO3POOKU
Ta BIIPOBA/I)KEHHSI HOBUX HECUMETPUYHUX iHCTPYMEHTIB Kpunrorpagii (IpoTOKOIM, KpUIITOCUCTEMHU, IHCTPYMEHT
KOHTPOJIIO JOCTYITY), CTIMIKMX 10 KibepaTak CyIIPOTMBHUKA Y IOCTKBAHTOBY €IOXY; BIIEPIIE B TEPMiHAX TEOPii
anrebpaiyHux rpadiB CTBOPEHO aJIrOPUTMU BUKOPUCTAHHS HaIliBIPyNU HaJl CKIHYEHHUMU KOMYTaTUBHUMU
KiJIBLSIMU 117151 PO3POOKY IIBUIKMX [I0TOKOBUX JITOPUTMIB MINQPYBAHHS 3i 3pOCTal0YMM IIPOCTOPOM BiIKPUTUX
TEKCTIB; BIIE€pIIE TEOPil0 CKIHYEHHUX I€OMETPIil BUKOPUCTAHO [J1s1 CTBOPEHHS aJITOPUTMIB €JIEKTPOHHOIO TiAINCY
Kpurnrorpadii Bif, 6araTrox 3MiHHUX, SIKi 3aMiCThb NyOJIIUHMX KIII0YiB BUKOPHUCTOBYIOTh IIPOTOKOJIM HEKOMYTaTUBHOI
kpunrorpadii. BuposamkeHHs B: KuiBcbkoMy yHiBepcuTteTi imeHi Bopuca I'piHueHKa B paMKax HaByajbHUX
OVCLUILIIH «MeToau NoOyA0BY Ta aHali3y KPUIITOCUCTEM», «MaTeMaTU4YHi METOIM KpUITorpagii» Ta BIpoBaJKeHi
B [IpOTrpamMHoO-anaparHe 3abesneyeHHs «L[eHTpy TeXHOIOriil 3aXxUCTy iHPOpMaLIifHMX aKTUBIB» IPU PO3rOPTaHHI
Jlaboparopii kpunrorpadiyHoro ta TexHi4Horo 3axucty iHpopmariii. TOB «Anropitm —X» y IporpaMHo-anapaTHe
3a0€311e4eHHs [IPY CTBOPEHHI aJIFOPUTMIB 3aXUCTy MEPEX CUTYaL[illHUX LIEHTPiB Ta aJITOPUTMIB BUSIBJIEHHS

KibepaTak. Cepa BUKOPUCTAHHS — Kibepbesneka.

2. The dissertation, devoted to the solution of a topical scientific and practical problem, reveals the methods of
data protection involved in the Big Data call and the first samples of a quantum computer appear. A new class of
groups and semigroups of transformations of the affine space K™ n is considered, which satisfy the properties of
superposition, ie, the possibility of calculating the product of n elements for the polynomial time T (n). These
algebraic objects are defined in terms of special graphs defined by the commutative ring K. They are the tool for
constructing cryptographic algorithms in the cases K=F_q (finite field), Z_m (arithmetic ring of surpluses modulo
m), K=B(m,2) (Boolean ring of size 27n). The paper describes in detail a new flow symmetric encryption algorithm
for the known family of graphs A (n, K) and the corresponding group of cubic transformations of the open text
space K™n. The encoding speed O (n) is comparable to the file read speed. With a certain length restriction,
different slogans correspond to different ciphers. The properties of mixing were investigated based on the results
of computer simulation. It is shown that linearization attacks require O(n"3) plaintext / corresponding ciphertext
interceptions. The complexity of the linearization attack is O(n"~10). The algorithm is supported by a secure post-
quantum protocol, the safety of which is determined by the task of scheduling the transformation of the Cremona
group into the product of known generators. Fast, post-quantum stable algorithms for creating digests of
electronic documents are offered. New algorithms with a public key defined by transformations from many
variables of unlimited degree are described. The properties of new asymmetric El Gamal-type encryption
algorithms defined by post-quantum protocols are investigated. New digital signature algorithms are proposed,
the security of which is also determined by post quantum protocols of non-commutative cryptography, defined in
terms of cryptography from many variables.
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