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2. Information technology for identifying changes in the emotional state of a person by facial expressions for
systems that meet security requirements.

Pedepar/anoTamis:

1. Ha cborogHi, akTyasibHOIO HayKOBOIO 33/1a4€l0 € po3po0bJieHHs iHpopMalifiHOI TexHoJIorii ineHTudikanii 3min
€MOLIIfHOTO CTaHy JIIOJIMHY 32 MiMiYJHUMH ITPOSIBAMHY, SIKa 3a0€311eYnTh MiIBULEHHS TOYHOCTI ifeHTudikauii piskux
3MiH eMOLIi1HOTO CTaHy 32 BiZleONIOTOKOM B PEXXUMi peasibHOro 4acy, o y TakKuil Crlocié AacTb 3MOTY TIOKPAIUTH
IIpOLIEC BUSIBJIEHHSI aHOMaJIbHOI IIOBEiHKY I'PYIIN JIIOJIeH B HATOBII JJ1s1 CUCTEM, 1O BiJIOBial0Th BUMOTam
6esrnexu. Y pe3ysbTaTi BUKOHAHHS AUCEPTALiliHOI po60oTU 6ysI0 PO3B’SI3aHO aKTyaslbHy HAayKOBO-TIPUKJIATHY 3a/1a4y
MTOKpalEeHHS IPOLECY BUSBJIEHHS aHOMAJILHOI IOBEIiHKY TPYIIU JIIOJIeH Y HATOBIII 3a IXHIMU MiMIYHUMU MTPOsIBAMU
y CUCTEeMax, 110 BiATIOBiNA0Th BUMOraM 6e3nexku. O6’'€KTOM [IOCIiI)KEHHS! € NIPOLeC BUSBJIEHHS aHOMAJIbHO]
[IOBEiHKY TPYNU JIIOJEN Y HATOBIII 32 iXHIMU MIMIYHMMU [IPOSIBAMU Y CUCTEMAX, 1O BiIIOBINAIOTh BAMOTaM
6esmnexu. [IpenMeToM TOCTIIKEeHHS € MOZeJli, MeToau Ta 3acobu iHpopmariiiiHoi TexHosorii inenTudikanii 3min

€MOLIIfHOTO CTaHY JIIOJMHU 33 MiMIiYHUMU ITPOSIBAMU JJIsI CUCTEM, 11O BifIIOBial0Th BUMOram 6esrexku. MeToo



JIUCEePTaLifHOi pOOOTH € MiABUIIEHHS TOYHOCTI ineHTUdiKalii 3MiH eMOLIHOrO CTaHy JIOAUHU 32 MiMiYHMMU
[IPOSIBAMU IIJIIXOM PO3p0o0bJieHHs iHpopMalliiiHOi TeXHOJIOTIi 17151 BUSIBJIEHHSI aHOMAaJIbHOI IIOBEIiHKY I'PYIIU JII0ei
y HaTOBIi 3a iXHiMU MiMIYHMMH [TPOSIBAMHU Y CUCTEMaAX, 1110 BiZIIOBifAaI0Th BUMOram 6e3neky. HaykoBa HOBM3HA
OJIEP>KAHUX PE3YJIbTATIB MOJISITa€ B HACTYITHOMY: 1) pO3pO6JIEHO HOBY MOZEJb ITOJAHHS MIMIYHUX NIPOSIBIB
€MOLIHYX CTaHIB JIIOAWHMY, Y [Kill Ha BigMIHY Bif] aHAJIOTIB CTIMKO IPYNYIOTLCS Ta PO3LIIAITLCS OCHOBHI K1acH
€MOLIil, 110 1aJI0 3MOI'y BUKOPUCTOBYBATU 300pa>KEHHSI 3 HU3bKOIO PO3[IiJIbHOO 31aTHICTIO B Kamepax
BiZI€OCIIOCTEPEKEHHS Ta BUSIBJIATU Pi3Ki 3MiHM €MOLIIMHOTO CTaHy; 2) po3p06IeHO HOBUI METO, FEOMETPUYHOI
iHTepnperauii AinssHOK 061144, SIKUI1 HA BiMiHY Bifl aHAJIOTIB Ja€ MOXKJIMBICTb TPO30PO OTPUMYBATH XapaKTEPHi
03HaKU MiMiYHOI aKTUBHOCTI, 1110 JO3BOJINJIO 3 MAJIOI0 OOUYUCIIIOBAIBHOIO CKIIAIHICTIO aHAi3yBaTH 300paskeHHsI 3
HU3bKOIO PO3[IiJIbHOIO 3[1aTHICTIO; 3) yIOCKOHaJIEHO METOJ, rinepIlomuHHOI Kiacuddikauii g inenTudikarii
MiMiYHMX IPOSBiB €eMOLIMHNX CTaHiB, IKWM Ha BiIMiHY Bif] aHAJIOTiB 4,03BOJIsie OYIyBaTHU TiNEPIIOLUHY
PO3MEXKyBaHHS Y BEKTOPHOMY IIPOCTOPi O3HAK 32 MPUHIUIIOM «JIIOJMHA-Y-TIE€TJIi», 0 [AaJI0 3MOTYy OTPUMAaTH
ki1acu@ikaTopu [Jis BUSBJIEHHS Pi3KUX 3MiH eMOLiIHUX CTaHiB; 4) ofiepsKajia oJajbIlIoro po3BUTKY iHpopMaliifiHa
TEXHOJIOTis ineHTu(ikalii pisKMxX 3MiH €MOLIIMHOTO CTaHy, SKa BiJIPi3HIETHCS Bifl aHAJIOTiB IPOCTO0 MOJEJLIIIO,
[IPO30PUM Ta 3PO3yMIJIMM BUIIJIEHHSIM O3HaK Ta Kyiacu@ikaliero, 0 Aa10 3MOTY JIOKaJli3yBaTU IPyINu Jiogeil 3
Pi3KOI0 3MiHOIO €MOILIIIHOTO CTaHy 3a MaTepiasiamu 30BHILIHBOI Bineodikcalii 3 BUCOKMM MTOKa3HUKOM TOYHOCTI.
[ToepHaHHs B iHOpMaLifiHii TEXHOJIOTi HOBOI MOZeJIi [10JaHHs MIMIYHUX NPOSIBiB, HOBOTO METOAY r€eOMeTPUYHOI
iHTeprnperTallii Ta B4LOCKOHAJIEHOTO METOLy TiNepIlJIOIMHHOI Kilacuikalii Aano 3MOry OTPMMAaTH BUCOKY TOYHICTb
kiacudikauii eMOiliHMX CcTaHiB noguHy (00 82,42%), 0 Hajae npaliBHUKaM CIyKOu 6e3MeKy HalifiHuil Ta
eeKTUBHUIN IHCTPYMEHT /1151 PO3yMiHHS IMHAMIKK HATOBIIY i IPOrHO3YBaHHSI IIOTEHUIMHUX PU3UKIB /1715 6e3l1eKu
I1ifl Yac MacoBOTO CKyITUE€HHS JII0fiel. Pe3ybTaTy €eKCIepUMEHTAIbHYUX TECTYBAHb i3 BUKOPUCTaHHSIM
PO3pO6IIEHOTrO IPOTOTHUITY IIPOTPAMHOTO 3abe3nedeHHs MiATBEPAKYIOTh BipDHICTh HAYKOBUX I10JI03KE€Hb
3aIPOIIOHOBAHOI iH(popMalliiiHOi TeXHOIOTi, OCKiIIbKY il BIIPOBAPKEHHS Aa€ 3MOTY IiABUIIUTY JOCTOBIPHICTD
BUSIBJIEHHSI aHOMAaJIbHOI [TIOBEiHKY 3a MiMidyHMMU ITpogBamu Ha 0,91-2,20%, 3a1€5KHO Bifl PI3HUX €MOLIiN Ta YMOB
HAaBKOJIMIIHBOTO CEPENIOBUINA, Ta 3HU3UTH MMOBIPHICTb BUHMKHEHHS [IOMWJIKM MiJ| yac ifeHTu@ikauii piskux 3miH
emouiiHux craniB Ha 0,23 %-2,21 % MOpIBHAHO i3 cCyyaCHUMU aHasioraMy. TeopeTuyHi Ta MpakTU4Hi pe3yibTaTu
nociinxeHHs BrpoBamkeHi B [T «IIEJITEP ITJIIOC» (M. XmenbHuupkuii), TOB “ITCAUTC” (M. XMeIbHULIbKUI) Ta B
OCBITHbOMY IIpoLeCi XMeJIbHUIBKOTO HAlliOHAJIbHOTO YHIBEPCUTETY IIiJl 4ac BUKJIaaHHs AUCHMILIIH Ha Kadenpi
KOMITIOTEPHUX HayK [JIs1 CrieliasbHOCTi 122 KOMITIOTepHi HayKH, @ TAKOXK IIPY BUKOHAHHI HAyKOBO-JOCJIiTHUX POOIT
3a IBOMa [EeP>KOI0I)KETHIMU TeMaMy XMeJIbHUIPKOTO HalliOHAJIbHOTO YHIBEPCUTETY “AreHTHO-Opi€eHTOBaHA
cUCTeMa MiJBUllleHHs 6e3MeKU Ta SKOCTi MPOrpaMHOro 3abe3nevyeHHs] KOMITIOTepHUX cucteM” Ta “Po3pobiieHHs
indopmariiiHoi TeXHOJIOTi MPUIHATTS KOHTPOJILOBAHUX JIIONUHOI0 KPUTUYHO-0€3MIeKOBUX PillleHb 32 MEHTAJIbHO-

dhopmManbHUIMM MOJIe/ISIMU MAIIMHHOTO HaBYaHHS", B SIKUX aBTOP AucepTalii 6yB 6e3rocepeHiM BUKOHABLIEM.

2. Today, an urgent scientific task is to develop an information technology for identifying changes in the emotional
state of a person by facial expressions, which will increase the accuracy of identifying abrupt changes in the
emotional state in a video stream in real time, which will thus improve the process of detecting abnormal behavior
of a group of people in a crowd for systems that meet security requirements. As a result of the dissertation, the
actual scientific and applied problem of improving the process of detecting abnormal behavior of a group of people
in a crowd by their facial expressions in systems that meet security requirements was solved. The object of
research is the process of detecting abnormal behavior of a group of people in a crowd by their facial expressions
in systems that meet safety requirements. The subject of the research is models, methods and means of
information technology for identifying changes in the emotional state of a person by facial expressions for systems
that meet security requirements. The purpose of the dissertation is to improve the accuracy of identifying changes
in the emotional state of a person by facial expressions by developing information technology to detect abnormal
behavior of a group of people in a crowd by their facial expressions in systems that meet security requirements.
The scientific novelty of the obtained results is as follows: 1) a new model of representation of facial expressions of
human emotional states was developed, which, unlike analogues, stably groups and separates the main classes of
emotions, which made it possible to use low-resolution images in video surveillance cameras and detect sudden



changes in emotional state; 2) a new method of geometric interpretation of facial areas was developed, which,
unlike analogues, makes it possible to transparently obtain characteristic features of facial activity, which made it
possible to analyze low-resolution images with low computational complexity; 3) the method of hyperplane
classification for identifying facial expressions of emotional states was improved, which, unlike analogues, allows
to build a hyperplane of separation in the vector space of features on the principle of «man in a loop», which made
it possible to obtain classifiers for detecting sudden changes in emotional states; 4) the information technology for
identifying abrupt changes in emotional states was further developed, which allowed for localizing groups of
people with abrupt changes in emotional states based on external video recording materials with a high level of
accuracy. The combination of a new model of representation of facial expressions, a new method of geometric
interpretation and an improved method of hyperplane classification in information technology made it possible to
obtain a high accuracy of classification of human emotional states (up to 82.42%), which provides security
personnel with a reliable and effective tool for understanding crowd dynamics and predicting potential security
risks during mass gatherings. The results of experimental testing using the developed software prototype confirm
the validity of the scientific provisions of the proposed information technology, since its implementation makes it
possible to increase the reliability of detecting abnormal behavior by facial expressions by 0.91-2.20%, depending
on different emotions and environmental conditions, and to reduce the likelihood of errors in identifying sudden
changes in emotional states by 0.23%-2.21% compared to modern analogues. Theoretical and practical results of
the research are implemented in PE “Shelter Plus” (Khmelnytskyi), LLC “ITSYTS” (Khmelnytskyi) and in the
educational process of Khmelnytskyi National University during the teaching of disciplines at the Department of
Computer Science for the specialty 122 Computer Science, as well as in the implementation of research work on
two state budget topics of Khmelnytskyi National University “Agent-based system for improving the security and
quality of computer system software” and “Development of information technology for making human-controlled
critical and security decisions based on mental and formal models of machine learning”, in which the author of the
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