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1. MeTonu Ta 3acobu agMiHiCTpYBaHHSI KOMIIOHEHTaMU 3aXUCTy iHPopMaliii B po3NoiIeHUX KOMIT'IOTEPHUX

CHUCTEMAxX

2. Methods and mechanisms for the administration of the security components in distributed computer systems

Pedepar:

1. Incepraliist npucBg4YeHa po3po61i MeToiB i 3aC06iB yrpaBiiHHS i aiMiHICTPyYBaHHSI KOMIIOHEHTAMU 3aXUCTY
iHdopmallii B posnofiseHrnx KOMII'IOTEpHUX CUCTeMax IIpY BipTyasisallii cepBepHOi i KOMYyHiKalliiiHO]
iH(pacTpyKTyp NpuUBaTHOI XMapHOi cucTeMU. MoAu(}iKoBaHO METOJ, MOHITOPUHTY 6€3I1€KU BY3JIiB [1711 KOHTPOJIIO
cyMixHUX By3iiB PKC, sKuil Bipi3HsI€TbCS BKIIIOUEHHSIM MOOiIBHUX (6JIyKal04MX) areHTiB A1s 360py iHpopmarii
IIpO MOTOYHI Hebe3neyHi rnoxii Ha pi3HUX PiBHIX iHPPACTPYKTYpH, 10 JO3BOJISIE OIIEPATUBHO pearyBaTy Ha
MOXJIMBI 3arpo3y i NigBUIIATY ePEeKTUBHICTb aIMiHICTPyBaHHS 6€3I1€K0I0. YI0CKOHa/lIeHO MOZEb 6e3reKu
BipTya/IbHUX iHPPACTPYKTYP, gKa BiIPi3HIETHCS BKIIIOYEHHSIM JOAATKOBUX CEPBICIB 17151 300py Ta HAKOIIMYEHHS
IAHUX MIPO aKTUBHICTB By37iB PKC, 1m0 103BOJIsSIE€ OL[iHUTH OCOGJIMBI CTAHU CUCTEMH, i SIK HACTIIOK CBOEYACHO

copmyBaTH JOMEH ITIOBHOBaKEHb 3alIUTy. PO3p006sIeHO HOBUIT METOJ, HAJIALITYBaHHS CepPBiCcy KpunrorpadiyHux



[IEPETBOPEHD, SIKUM BigPi3HSAETHCS aHAII30M IOBXKUH KJIIOYIB i CKJIa[JOBUX KJIIOYiB HA BXOJIAX 1 BUXOJAX
KpunrorpadiyHux KOMIIOHEHTIB (B i30J1bOBaHill 30Hi "MicOuHMLI") 1711 BUKOHAHHS onepaLiil mudpyBaHHs~
posmudpyBaHHs, 110 [103BOJISE MiTBUIIUTY eEeKTUBHICTb yIIPaBJliHHS Kjl04aMu. Po3po6ieHo crocié po3mileHHIM
IIPMBATHUX CEPBiCiB 3aXMCTY Ha BipTyaJIbHUX By3sax i KomnoHeHTax PKC 3 3arapHuUM 6JIyKalOUMM areHTOM
KOHTPOJIIO aKTUBHOCTEH, 1110 J03BOJIsI€ Oi/blI aIeKBaTHO OLiHIOBATU 3arpO3JIMBi CUTYallil 3 ypaXyBaHHSIM PiBHA

BUMOT [0 0€31eKU JaHUX.

2. The topic of Ph.D. thesis is the development of the methods and mechanisms for the management and
administration of the information security components in the distributed computer systems (DCS) along with the
virtualization of the server and the private cloud infrastructure communication systems. There is modified the
method of the safety monitoring, based on the mutual control of the nodes in the Private Cloud, which has
specifics in the mobile switching (wandering) agents applying to collect information on current dangerous events
on the various levels of infrastructure that allows quickly respond to the potential threats and increase the
effectiveness of security administration. There is improved the security model of the virtual infrastructures, which
includes the additional services for the collection and storage of data on DCS nodes activities, and allows to assess
the specific state of the system, and in result, to form the authority domain request in time. Also, there is
suggested a new method for setting of the encryption service based on the analysis of the different lengths of keys
and key components for the inputs and outputs of cryptographic components (in an isolated area. There is
proposed a method of distribution of the private protection services on virtual nodes and components of Private
Cloud with the common wandering agent for activities control that can more adequately assess the threatening
situation due to the requirements for the data security assurance.

Jep>kaBHHH peecTpaniliHuil Homep [iP:

IIpiopuTeTHHI HaNIpSIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHui NpiopUTETHUI HAIIPSIM iHHOBaLilHOI AiJIbBHOCTI:
ITizcyMKH BOCTiI>KEeHHS:

Iy6sikaii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBAHICTh:

OxoponHi goKymeHTH Ha OIIIB:

BrnpoBaa>keHHs pe3yJIbTaTiB AHcepTalii:

3B'A130K 3 HAYKOBHMH TEMaMH:

VI. BizoMmocCTi Ipo HayKOBOr0 KePiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Bosokuta ApreM MuKoJ1aiioBru4

2. Volokyta Artem Mykolaevich

KBasigikamis: k.r.u., 05.13.05
InenTudikarop ORCID ID: He sacrocosyerncs
JoparkoBa iHdpopmamnist:

IloBHEe HaHMEHYBaHHS IOPHIHYHOI 0COOH:



Kopg 3a €IPIIOY:
Micue3HaxoaKeHHS:
dopma BaacHOCTI:
Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs

VII. BizomocTi npo odiniiHHX ONIOHEHTIB Ta PELeH3€HTiB
OdiuiiiHi OTIOHEHTH
Baacwue IlpizBumie Im's Ilo-6aTbKOBI:

1. Animos Hanip Icmain-Ormnun

2. Animos Hagip Icmain-Orian

KBasnigikanis: a.1.1., 05.13.05
ImenTudikarop ORCID ID: He zactocoyerbcs
JonaTkoBa iHdopmanist:

TloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByracHOCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:
1. Map'aHoBCbKUM BiTasniit AHaTOIOBIY

2. Map'ssHOBCbKUY Bitasiit AHaTo1iioBUY

KBasmigikamis: k.1.1., 05.13.05
InenTudikarop ORCID ID: He 3acrocosyetscs
HoparkoBa indopmamnist:

IloBHe HallMeHYBaHHS IOPHIHNYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiriHHS:

Imentudikarop ROR: He zacrocoyerbcs

PeuenseHTu



VIII. 3akr04Hi BimoMocTi
BiiacHe IIpi3Buie Im'sa I1o-6aTbKOBI
TOJIOBH pagu

BaacHe IlpizBuiie Im's ITo-6aTbKOBI
rOJIOBYIOYOTO Ha 3acCifiaHHi
BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 3a PEECTpalLilo HayKoBOi

OisIJIbHOCTI

Jlynpkuii I'eopriii MuxainsioBud

Jlyupkuii I'eopriii Muxainsiosud

FOpuenko T.A.



