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1. MeTop Ta 3aco6U BCTAaHOBJIEHHSI OCOOUCTUX KJIIOUiB KOPUCTYBaviB B XMapPHOMY CE€peIOBULIi

2. The method and means of the installation of personal user keys in the cloud

Pedepar:

1. B pucepTaniitHiil pobOoTi 3apONIOHOBaHA MOJIEJb 3arpO3 KIIIOYOBUM AAaHMM KOPHUCTYBaviB XMApHUX CEPBICIB, 110
BpaxoBye 00'€KTU XMapHOT0 CepeloBUIIa, 1J1s SIKOTO peasli3yeThCsl 3arpo3a, MeTy peasisalii 3arposu Ta ii
MIMOBIpHICTb. 3allpOIIOHOBAHO MEXaHi3M reHepalii Ta BCTAHOBJIEHHS 3arajibHOI KJII040BOI [Tapy Mixk N-arapaTHUMU
3acobaMu 3aXMCTY B XMapi, [0 03BOJIsS€ BCTAHOBJIIOBATH KJIIOUi 6€3 IepeaBaHHs 0COOMCTUX KIIIOYiB 4yepe3
HeJIOBipeHUI1 KaHal 3B's13Ky. 3alIpPOIIOHOBAaHA MOZEJIb CUCTEMU MacOBOT0 OOCIYTOBYBaHHSI [1J11 MeXaHi3My
VIPaBJIiHHS KJIIOYOBUMHU JAaHVMMU B CEPELIOBUIL XMapH, J03BOJIsI€ OLIIHUTU e(EKTUBHICTb peasizallii MexaHi3aMy Ta
IIPOBECTH MOr0 ONTUMI3allilo 32 TAKMMU [TIOKA3HMKAMU, SIK CEPEHIN Yac BifIOBiAi, CepeHil Yac O4iKyBaHHS
00pOOKY 3aNIUTY, CepeHs JOBKUHA Yepry 3alUTiB Ta CepeiHS KiJIbKiCTh 3aNUTiB B cucTeMi. Po3pobsieHa mpakTuyHa
peasizallis kpociiatgopmeHoi KpunrorpadiyHoi 6i6ioTeKy AJ1s1 HalaHHsI IIOCJIYT 3 3aXUCTy iHdopmalii KiHIeBUM
KOpHMCTyBauaM B 6pay3epi 3 BUKOPUCTaHHSIM MOBU IIporpamyBaHH4 JavaScript. Kito4oBi c0Ba: xMapHi 004MCIIeHHS],

MEXaHi3MU yIIPaBJIiHHS KJII0YaMU, MOZEJIb 3arpo3, arapaTHi MOYJIi 3aXUCTY, CUCTEMU MACOBOTO OOCITyrOBYBaHHSI.



2. In the thesis proposed the user's key data threat model for cloud services considering objects of the cloud
environment for which threat, the purpose of realization of threat and its probability is realized is offered. The
improved cloud computing threats model allows evaluating the effectiveness of remedies and minimizing losses
due to the use of risk assessment and methods for assessing effectiveness. The proposed model differs from the
NIST SP 500-299 that threats are considered, using profile of attacker, goal that achieved in the implementation of
the threat and the potential threat. The mechanism of generation and installation the general key pair between N
hardware secure modules in the cloud is proposed. It allows to establish keys without transfer private keys
through not entrusted communication channel by using a modified Diffie-Hellman algorithm. For the mechanism
of key management in the cloud environment in the thesis proposed the model of mass service system. It allows to
estimate efficiency of realization of the mechanism and to perform its optimization on such indicators as average
time of the answer, average time of expectation of processing of inquiry, average length of turn of inquiries and
average amount of inquiries in system. Keywords: cloud computing, key management mechanisms, the threat
model, hardware secure modules, queuing theory
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