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Pedepar:

1. Y BCTyni OGIPYHTOBAHO aKTyaJIbHICTh TEMU JMCEPTALiiHOI pOOOTH, 3a3HaYEHO 3B’I30K POOOTU 3 HAYKOBO-
TEXHIYHUMHU IPOEKTaMU, CPOPMYJIbOBAHO METY i 3aBIaHHS JOCiIPKEHHS], BABHAY€HO 00’eKT, IpeJMeT Ta METOIU
IOCJIiIKeHHs], I0OKa3aHO HayKOBY HOBM3HY Ta [TPaKTUYHE 3HaY€HHS OTPUMaHUX pe3ysbTaTiB, HaBeJeHo iHpopmaliiio
IIPO MPaKTUYHE BUKOPUCTAHHS JOPOOKY, 0COOMCTUI BHECOK 3700yBaya, anpoballilo pe3ysbTaTiB JOCiIKEHHS Ta ix
BUCBITJIEHHS Y HAYKOBUX NyOJIiKalisix. Y po3zini 1 BUKOHAHO aHali3 BiIKPUTHUX IyKepeJl i BCTAHOBJIEHO, 110 3aXUCT
eJIEKTPOHHOI iHpopmalii — Lie ofHa 3 aKTyaJIbHUX IIPO6JIEM B ranysi iHpopmariiiHoi 6e3meKu, SKa TiCHO IoB’s3aHa 3i
CTaHOM PO3BUTKY Ta BIIPOBAIKEHHSM 3aC00iB MAIIMHHOI OOpOOKM JaHUX Ta (PaKTUYHO 3aJI€KUTh Bifl HbOTO.
BusHaueHo, 10 17151 3aXUCTy €J1eKTPOHHOI iH(popMallii BUKOPUCTOBYIOTh Pi3HOMaHITHI IPUCTPOI Ta METOIH,
30KpeMa IporpamMHi. 3a3Ha4€HO, 110 0SABA aTaK, AKi IPYHTYIOTbCA Ha 3aCTOCYBaHHI IIPMMYCY 110 KOPUCTYBAyiB

iHpopmanitHuX cucTeM, IPU3BOAUTH IO 3MEHIIEHHS PiBHS 3aXUCTy MeXaHi3MiB kyiacuyHoi kpunrorpadii ta



creraHorpadii, OCKiJIbKM HaAiMHICTb iX 3aXUCTy [PYHTYETHCS JIMIIE HA OOUNCIIOBAIBbHIN CTiIIKOCTi aJIFOPUTMIB
IIepPETBOPEHHS JaHUX. TOMy PO3BUTOK MEPCIEKTUBHUX HANIPSIMIB IPOTPAMHOTO 3aXUCTy JAHUX, 30KpeMa
Kpunrorpadii, 1o36aBneHNX BKa3aHUX HELOJIIKIB € aKTyaabHOIO IPO6JIEMOI0 B TeNEPilIHii yac. AHasi3 icHyloYux
aJITOPUTMIB IEPETBOPEHHS IAHUX JO3BOJIUB BULIINTH HANO1/IbI IEPCTIEKTUBHI HANIPSIMU PO3BUTKY Kpurnrorpadii. ¥
PO31Iiii 2 HaBe[leHO OIKC PO3POO6IEHOI 6JI0KOBOI MOZIEJIi TepeTBOPEHHS JAHUX, BUKOPUCTAHHSI SIKOI T03BOJISIE
IOCSIITY MIBUZIKOCTi HEOOXiTHO]I 17151 BAKOHAHHS KpUINITOrpadiyHuX [1epeTBOPEHb, IIOKJIAIEHUX B OCHOBY aJITOPUTMIB
3arnepedyyBaHoro mudpyBaHHs. 3a3Hau€HO, 110 BKa3aHa MOJEJb CTana GyHAAMEHTOM [1J11 PO3POOOK y IOJAbIINX
po3zinax. B ii ocHOBIi 1€eXXUTh KOMOiHALliSl €JIeMEHTIB CUMeTPUYHOI Kpurnrorpadii Ta KpunrorpadiyHuX NepeTBOPeHb
3 BIIKPUTUM KJIf0UeM. Pe3ysibTaTOM 3aCTOCYBaHHS JAHOTO MiTXO4y CTaNu 30ibLIIeHHS PO3MIPY BUXIIHUX JAHUX i
3pOCTaHHS WBUAKOCTI KpUnrorpadiuHux nepeTBopeHb. Y NOPIBHSIHHI 3 iCHYIOUMMU PillleHHSIMU, BUKOPUCTaHHS
3aMPONOHOBAaHOI MOJeJli JO3BOJINIIO 30iNbIINUTH MBUAKICTb TEPETBOPEHDb T BUKJIIOUUTH HEOOXiHICTh BHECEHHS
3MiH y BUXiJIHi aITOPUTMH 3all€epeYyBaHOr0O MK1PPyBaHHS. TaKOX y KOHTEKCTi BUBUEHHSI €JIEMEHTIB CUMETPUYHOI
Kpunrorpadii po3ryissHyTo MOXJINBICTb BUKOPUCTAHHS PEXKUMIB UQpyBaHHsL. [J1s LbOro 6ysau po3pobiieHi
aJanTHUBHI CXEMU PEKMMIB II€PETBOPEHHS JaHUX [IPU3HAYEH] [7151 3aCTOCYBaHHS B QJIFTOPUTMAX 3allepedyBaHOTO
mudpyBaHHs. OgHaK aHanli3 iX CTPYKTypU IO3BOJIMB BCTAaHOBUTH, 1O [I71 BUXiJHUX aJIFTOPUTMIB 3allepevyBaHOTO
mr@pyBaHHS Ha IPaKTULl IOLiNBbHOIO € iMIiemeHTalis came pesxumis ECB i CBC, ockinbku ix MexaHizmMu
IIO3BOJISIIOT 3aXUCTU came JaHi. OKpiM TOro, EKCIIEPUMEHTAMU BCTAHOBJIEHO, 110 [TIOKA3HUKUA CYMApHOI IIBUIKO/I]
BUXiIHOI MOJieJli B 3HaUHiN Mipi 3aj1eXXaTh Bif allapaTHOTO 3a0e3ne4YeHH sl KiHlleBUX TPUCTPOIB. Y po3aii 3
BMKOHAHO NOJAAJBIINN aHaJi3 CTPYKTYPH aIrOPUTMIB 3ariepedyBaHOro MUPPYyBaHHS, PE3yJIbTaTU SIKOTO
IIPOJEMOHCTPYBAJIH, 110 IEPETBOPEHHS BKA3aHUX aJITOPUTMIB I'PYHTYIOTbCSI HA BUPILIEHHI BEJIMKO]I KiJIbKOCTI
CKJIaHUX 3a/a4 32 OJMHUIII0 MAIMHHOTO 4yacy. [Ipy LiboMy BUpilIEHHS BJIaCHE CKJIAAHUX 337a4 32 PaxyHOK
posmapasneseHHsl OOUNC/IEHb YCKIaAHEHE Yepe3 JIiHIMHICTh 00YMCIIIOBATIbHUX aJITOPUTMIB (30KpEMA aJlTOPUTMY
Tonnesni-1llenkca Ta MoAiGHUX KO HHOTO). [y BUpilIeHHSs Liei mpobieMy YI0CKOHAIEHO BUXiIHY MOJIeJb
IIepeTBOPEHHS JaHUX 32 JI0IIOMOTOI0 NapajieslbHUX 004YucieHb. 171 oTpruMaHHS 6i1bIll BUCOKOTO [T0Ka3HUKA
IIPUCKOPEHHSI pO3pO06JIEHO MEXaHi3M NMONepeHbOI 00POOKU BUXIIHUX AHUX, SIKAM I'PYHTYETbCSI HA BUKOPUCTAHHI
IIPUHLIMITY «PO3AiJIsiii Ta BoJIoAApIon». Y po3fini 4 3a3Ha4€HO, 10 MBUIKICTb KPUNITOrPaQiuHMX IEPETBOPEHD B
aJIrOpUTMax 3arepedyBaHoro mudpyBaHHs 3aJI€KUTh Bifl po3Mipy BUXiIHUX aHUX, PO3MIpPY Ta KiJbKOCTi 6JIOKIB 3
IAHMMU. YIIPaBIliHHS BKa3aHUMU XapaKTepHUCTUKaMU y NONIepeHbOMY PO3[iji JO3BOIUIIO MO3UTUBHO BILJIMHYTH Ha
KiHLIeBY IPOAYKTHUBHICTb MOZEJIi. B 3B'SI13Ky 3 IMM PO3pO6JIEHO afanTUBHUN MeXaHi3M KOAyBaHHS NAHUX, IKAN
I'PYHTY€ETHCS HA: IPOrHO3yBaHHI KoedinienTy kommnpecii ¢aiimis 3 jTaHnMY; yIIpaBiliHHI piBHEM KOMIIpecii gaHux;
KoMIIpecii/nexkomipecii ganux 3a Jornomoroio aaroputmis kogysanHs LZMA2 i Deflate. ¥ posgisni 5 3a3HaueHo, 110
MOJKJIMBICTb 306i/IbIIEHHS IIBUIKOCTI KpUnTorpadiuHux nepeTBOpeHDb Ha KiHLIEBUX IIPUCTPOSIX OOMeKeHa
006YNCIIIOBAIbBHAMU MOTYKHOCTSIMU JIOKQJIBHUX IIPUCTPOIB. AKLIEHTOBAHO yBary Ha TOMY, 1IO He YCi KiHIeBi
IIPUCTPOi MalOTh OJIHAKOBO BMCOKi OOYMCIIIOBaJIbHI IIOTYKHOCTI, Y 3B'S13KY 3 UM CyMapHa UIBUAKICTb [1epEeTBOPEHHS
IAQHUX JJ151 KOKHOTO KiHIIEBOTO IPUCTPOIO OyJie BiApisHATUCS. [J1s1 OTPMMAaHHS 0ibIl CTabiIbHUX ITOKA3HUKIB
MIBUAKOZI] Ta MOXJIMBOCTI IepeTBOPEHHS (alIiB 3 JaHUMU GiNbIIOTO PO3Mipy pO3pO6IEHO PO3NOiIEHY MOAEIb

3all€pevyBaHOro rI€PETBOPEHHA NdHUX, B OCHOBY SIKOi IMMOKJIAAEHO METO, CTATUYHOTO 6aJIaHCYBaHHH HaBaHTa>KE€HHA.

2. The Introduction substantiates the topicality of the thesis, outlines its relationship to scientific and technical
research projects. It formulates the research goal and objectives, specifies the object, subject, and methods of
research, and highlights the scientific novelty and practical value of the obtained results. It sketches out how the
research results were used in practical cases. Further, it summarizes the personal contribution of the applicant,
and presents how the approbation and publication of the contributed results were done. Chapter 1 reviews the top
issue in the information security industry, which depends on the information technologies development. It
determined that a plenty of methods applied to protect the electronic information (hardware, software, etc.). The
special software applying is more widespread. Information security software and same tools improvement is one of
the most important approaches for information technology and information security, both. It's also determined
that data protection tools have become more widespread in various human activities. They are based on the
cryptography and steganography methods. It allows hiding the data and its context, preventing data from



uncontrolled access and unauthorized changes, the third party abusing. It admits that the data context is the most
valuable for users and offenders. Not only that, but it can be used to illegally enrich, harm the physical and mental
condition of users, inflict reputational damages on legal entities, etc. It's highlighted that classical cryptography
and steganography safety is based on the protection scheme's computational stability. Therefore, the specified
software development with the progressive protection schemes is an urgent issue nowadays. It's found the most
advanced cybersecurity approaches. In Chapter 2, we developed the new computational scheme. It's based on the
symmetric and public key cryptography combination and used to improve the basic deniable encryption
algorithms. This approach has become to the original data size and data processing speed increasing. The
suggested model allowed increasing transformations speed and eliminate changes of the original deniable
encryption algorithms comparing to the existed solutions. Symmetric cryptography modes have been investigated.
As a result, the common encryption modes have been transformed and become specialized for the deniable
encryption algorithms applying. However, their analysis appears that the ECB and CBC modes can be applied.
These modes provide the data protection immediately. Besides, it's found that suggested computational model
performance depends on the workstations' capacity. Chapter 3 focuses on the second deniable encryption
algorithms investigation. It determined that the base model consists of plenty of complex tasks. It reduces the
general capacity of the model. But these tasks cannot be calculated with parallel computing mechanisms (the
Tunnel-Shanks algorithm, etc.). That's why the basic computing model has been improved. This approach provides
a wrapper for the deniable encryption algorithms, which does not affect the computing model. The parallel
computing model low performance is highlighted. However, the basic computing model has been advanced with
the data pre-processor applying. This method is based on the “divide and conquer” concept. Chapter 4 establishes
that both models' performance depends on the original data length and quantity of data blocks. These variables’
management allows influences the summary model performance. An adaptive data encoding mechanism has been
developed for this task. It's based on the files' compression ratio forecasting, data compression management,
LZMA?2 and Deflate encoding algorithms applying. In Chapter 5 found that some local computing technologies have
been investigated and applied. It allowed to increase the deniable encryption algorithms performance on the end
clients. But it's found that clients had the different capacity, because of hardware restrictions. The distributed
encryption model with the static load balancing developed.
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